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Disclaimer

This document in any form, software or printed matter, contains proprietary information that is the exclusive
property of Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your
Oracle software license and service agreement, which has been executed and with which you agree to comply. This
document and information contained herein may not be disclosed, copied, reproduced or distributed to anyone
outside Oracle without prior written consent of Oracle. This document is not part of your license agreement nor can it
be incorporated into any contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist you in planning for the
implementation and upgrade of the product features described. It is not a commitment to deliver any material, code,
or functionality, and should not be relied upon in making purchasing decisions. The development, release, and timing
of any features or functionality described in this document remains at the sole discretion of Oracle. Due to the nature
of the product architecture, it may not be possible to safely include all features described in this document without
risking significant destabilization of the code.

Revision History

The following revisions have been made to this document since its initial publication.

May 2024 Initial publication

Authors: Veera Raghavendra Rao Koka.
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About Full Stack Disaster Recovery

Refer to the Full Stack DR documentation for more information, Overview of Full Stack Disaster Recovery.

Also, refer to the documentation to understand the Full Stack Disaster Recovery Terminology.

Refer to the OAC Full Stack DR Deployment documentation for more information on Full Stack DR, how it works, and
Full Stack DR terminology Oracle Analytics Cloud Disaster Recovery automation using the OCI Full Stack Disaster

Recovery.

Using this OCl feature, you can manage Oracle Analytics Server Disaster Recovery (DR) from one OCl region to
another on Oracle Cloud.
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There are two DR models with OCI Full Stack DR for OAS DR.

1. Cold Standby: A DR model in which very few or none of the components of the secondary OAS environment
need to be pre-deployed in the standby region in preparation for a future DR transition. The OAS secondary
environment is deployed as part of the DR transition. This model involves lower operating costs but a higher
RTO.

2. Warm Standby: A DR model in which all the components of the secondary OAS environment are pre-
deployed in the standby region to prepare for a future DR transition. This model involves higher operating
costs but a lower RTO.

For Cold Standby, you must create the Standby DBCS and ADW instances using Data Guard in the OCl secondary
region before Full Stack DR DR plan execution. Also, some components like VCN with the Subnets, Security Rules, and
Network Security Groups should be configured for the OCl secondary region in the existing compartment created for
the primary region.

During the FDSR DR plan execution, Full Stack DR orchestrates the primary DBCS and ADW switchover to standby,

creates new compute instances for OAS, and starts OAS by calling the respective start-up scripts on the OAS compute
VMs. The rest of the components are created at the DR plan execution time, hence the higher RTO.

For Warm Standby, you must create all the components like DBCS, ADW, VCN, Subnets, Security Rules, Network
Security Groups, OAS Compute Instances, and Block Volumes and attach them to the compute instances and Load
Balancer (all components that OAS DR requires) before Full Stack DR DR plan execution.

During the FDSR DR plan execution, Full Stack DR orchestrates the primary DBCS and ADW switchover to standby
and starts all required compute instances and OAS by calling the respective start-up scripts on the OAS compute
VMs. It also maps the Load Balancer IP Address to the required DNS Name (in the future release of Full Stack DR). As
the components are created before the DR plan execution, it results in a lower RTO.

Refer to the blogs to configure the DR environment,

1. Disaster Recovery for Oracle Analytics Server on Oracle Cloud Using RCU Schemas and Block Volume
Replication.

2. Disaster Recovery for Oracle Analytics Server on Oracle Cloud Using RCU Schemas Replication and File
System Replication with Rsync.

NOTE: If the DBCS doesn’t have a common connection string between the primary and standby, you may need to
create a script to change the connection strings in the backend OAS compute VM files.

Prerequisites for Full Stack DR

e Based on your environment's components and resources, create an IAM policy with all the required access
and permissions to the OCl components and resources for Full Stack DR.

e ADW should be configured for Standby in the OCI DR (Secondary) region using the Autonomous Data Guard.
e Using the Data Guard, DBCS should be configured for Standby in the OCI DR (Secondary) region.
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e Create a Secret in an OCl Vault as Full Stack DR reads the DBCS admin password from a Secret in both the
OCl regions.

o Create a Bucket Storage to store Full Stack DR logs in both the OCl regions.

e  Ensure the Block Volume and File System mount instructions are entered in each OAS compute
node's/etc/fstab file.

e Volume Group should be created with all the required Block and Boot Volumes of the OAS Compute nodes.
e Replicate the Volume Group to the OCI DR (Secondary) region.

e Replicate the File System to the OCI DR (Secondary) region.

e Create the Mount Target for the File System in the OCI DR (Secondary) region.

e Create Ingress and Egress Security Rules to access File System in the Private Subnet used for OAS and File
System in the primary OCI region.

¢ Load Balancer should be configured as the front end for the OAS Compute nodes in the OCI primary region.

e Inthe OCI DR (secondary) region, a Load Balancer with the same SSL Certificates, Listener, Hostname, Rule
sets, etc., should be configured as the primary LB, except for the Backends.

e Update the /etc/fstab file in the compute VMs with the File Storage details.

/etc/fstab entries as below:

[root@oas4fsdr2 obc]# cat /etc/fstab

#

# /etc/fstab

# Created by anaconda on Tue Jun 13 18:17:27 2023

#

# Accessible filesystems, by reference, are maintained under '/dev/disk’

# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

/ xfs defaults,_netdev,_netdev 0 0
/boot/efi vfat defaults,uid=0,gid=0,umask=0077,shortname=winnt,_netdev,_netdev,x-initrd.mount 0 ©
swap defaults,_netdev,x-initrd.mount 0 ©

ORACLE CLOUD INFRASTRUCTURE CUSTOMERS

If you are adding an 1SCSI remote block volume to this file you MUST

include the '_netdev' mount option or your instance will become

unavailable after the next reboot.

SCSI device names are not stable across reboots; please use the device UUID instead of /dev path.

Example:
uuID=" " /datal xfs defaults,noatime,_netdev

More information:

| : 'connectingtoavolume.htm
/dev/vg_app/vg_app-1v_app /u02/app ext4 defaults,noatime,nodiratime,nodev,_netdev 0 2
/dev/vg_data/vg_data-lv_data /u02/data ext4 defaults,noatime,nodiratime,nodev,_netdev 0 2
/dev/sdb /u@l ext4 defaults,_netdev,nofail 0 2

10.0.3.225:/FileSystem-20240516-0737-27 /sdd nfs defaults,nofail,nosuid,resvport 0 ©
Lroot@oas4fsdr2 opc |#

##
H##
H##
H##
##
H##
##
H##
##
H##
##
##

This document covers the Cold Standby or Moving Resources scenario.

OCl components involved in the Full Stack DR Cold Standby approach are as follows:

OCI Region 1 (Primary region) OCI Region 2 (DR region)
ADW Instance (Primary) Create a Standby in the DR region using the Autonomous Data Guard ADW Instance (Standby)
DBCS Instance (Primary) Create a Standby in the DR region using the Data Guard DBCS Instance (Standby)
Boot Volume of the OAS Compute VMs Full Stack DR manages during the plan execution
Block Volume of the OAS Compute VMs Full Stack DR manages during the plan execution
File System attached to OAS Compute VMs Full Stack DR manages during the plan execution
OAS Compute VMs Full Stack DR manages during the plan execution
Bastion Server to access private OAS nodes Should be created in both regions prior to Full Stack DR Plan Bastion Server to access private OAS nodes
Load Balancer Should be created in both regions prior to Full Stack DR Plan Load Balancer
Web Application Firewall (If needed) Should be created in both regions prior to Full Stack DR Plan Web Application Firewall (If needed)
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Upon failover, Full Stack DR moves the OAS compute VMs, Block Volumes, and File Systems from the primary region
to the DR region.

Similarly, Full Stack DR switches the resource/components from the DR region to the primary region.

NOTE: In a non-moving scenario, i.e., Warm Standby, all resources/components should exist in both regions and be
configured before the Full Stack DR execution. Full Stack DR only orchestrates the switchover of the ADW and DBCS
and starts the OAS compute VMs and the OAS application to make the DR region resources available to the end
users.

Key points to remember
Full Stack DR allows the creation of the DR plans only from the secondary/standby DR protection group.
When switching from primary to secondary, create the DR Plan and execute it from the secondary OCl region.

When falling back from the secondary to the initial primary, create the DR Plan and execute it from the initial primary
OCl region.

Create an IAM Policy for Full Stack DR

Refer to the blog, Configuring Identity and Access Management (IAM) policies to use Full Stack DR.

Create a Group in the IAM Domain where the OCI resources are associated

E.g., OracleldentityCloudService (domain), Default (domain), etc.

Create a group called “FullStackDRGroup” in the OracleldentityCloudService (IAM Domain) and add the required users
toit.

Create a Dynamic Group

= ORACLE Cloud |C|0UdC1355iC | Search resources, services, documentation, and Marketplace US East (Ashbum) v ﬂ (7/; @ O

Identity » Domains » OracleldentityCloudService domain > Dynamic groups

Identity domain | Dynamic groups| /n|OracleIdentityCIoudService Domain
JSie Name Description Created v
G
B Full Stack DR Dynamic Group Fri, May 17, 2024, 10:50:29 UTC

language-service-dyn-grp-for-async-job Dynamic Group for Language Service Async Job Tue, Mar 26, 2024, 04:28:50 UTC
Integrated applications
Orcie Cloud Somos language-service-dyn-grp-for-custom-models Dynamic Group for Language Service custom models Tue, Mar 26, 2024, 04:25:51 UTC
Jobs ESSBASEMP Thu, Feb 22, 2024, 06:44:16 UTC
Reports 0 selected Displaying 4 dynamic groups ¢ Page1 )

Cortet,

Rule as

All {instance.compartment.id = '<compartment ocid value>'}
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= ORACLE Cloud ‘Cloudclassic ‘ Search resources, services, documentation, and Marketplace US East (Ashbum) v ﬂ @/‘; @ Q

Identity » Domains > OracleldentityCloudService domain > Dynamic groups > Dynamic group details

fullstackdr-dg

Edit dynamic group | | Add tags

Dynamic group information Tags
OCID: ...qfbg3q Show Copy Description: Full Stack DR Dynamic Group
Created: Fri, May 17, 2024, 10:50:29 UTC

Resources Matching rules

i e

D in rol et S o S s
e (00 Instances that meet the following criteria will be included in the dynamic group: criteria defined by any of these rules

Application roles
All {instance.compartment.id = 'ocid1.compartment.oc1..ai deq])

Showing 1 matchingrule ¢ 1of1 %

Policy Statements are as follows

Allow group OracleldentityCloudService/FullStackDRGroup to manage disaster-recovery-family in compartment
oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to manage buckets in compartment oasmp
Allow group OracleldentityCloudService/FullStackDRGroup to manage objects in compartment oasmp
Allow group OracleldentityCloudService/FullStackDRGroup to manage databases in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to manage autonomous-databases in compartment
oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to manage instance-family in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to manage instance-agent-command-family in
compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to manage volume-family in compartment casmp
Allow group OracleldentityCloudService/FullStackDRGroup to read virtual-network-family in compartment oasmp
Allow group OracleldentityCloudService/FullStackDRGroup to use subnets in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to use vnics in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to use network-security-groups in compartment oasmp
Allow group OracleldentityCloudService/FullStackDRGroup to use private-ips in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to read fn-app in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to read fn-function in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to use fn-invocation in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup use tag-namespaces in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup read vaults in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup read secret-family in compartment oasmp

9 Step-by-Step Instructions to Prepare for OCI Full Stack Disaster Recovery / version 1.0 ORACLE
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Allow group OracleldentityCloudService/FullStackDRGroup to manage load-balancers in compartment oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to manage network-load-balancers in compartment
oasmp

Allow group OracleldentityCloudService/FullStackDRGroup to manage file-family in compartment oasmp

Allow dynamic-group OracleldentityCloudService/fullstackdr-dg to use instance-agent-command-execution-family
in compartment oasmp

ORACLE Cloud | Cloud Classic Search resources, services, documentation, and Marketplace US East (Ashbum) v/ 0o 6 0

Identity » Policies » Policy Details

FSDR_Policies
Edit Policy | Add tags

Policy Information Tags

OCID: ... kvi7cq3a Show Copy

Compartment:|oaseceal (root)

ACTIVE Description: FSDR for OAS

Created: Fri, May 17, 2024, 10:44:25 UTC

Resources Statements

Edit Policy Statements

Allow group OracleldentityCloudService/FullStackDRGroup to manage disaster-recovery-family in compartment oasmp

Allow group Oracl ityCl rvice/F DRGroup to manage buckets in compartment oasmp

Allow group Or i rvice/F DRGroup to manage objects in compartment oasmp .
Allow group OracleldentityCloudService/FullStackDRGroup to manage databases in compartment oasmp [@w
Allow group OracleldentityCloudService/FullStackDRGroup to manage d in p oasmp i
Allow group Oracl ityCl rvice/F DRGroup to manage instance-family in compartment oasmp

Create a Volume Group and Replicate it

Sign in to the OCI Console

Navigate to Storage > Volume Groups - Create volume group.

, Storage
\A Sea
Block Storage Object Storage & Archive
Home
Block Volumes Storage
Compute Block Volume Backups Buckets
I Storage I Block Volume Replicas
Oracle Database Volume Group Backups
Databases Volume Group Replicas
10 Step-by-Step Instructions to Prepare for OCI Full Stack Disaster Recovery / version 1.0 ORACLE
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= ORACLE Cloud ‘CIoudCIassic ‘ Search resources, services, documentation, and Marketplace US East (Ashbum) v/ o206 0

Block Storage Volume Groups in oasmp Compartment

Block Volumes Create volume group

RN D Number of Total Availability Source volume Cross region Backup

Block Volume Replicas Name State volumes size domain group replication policy Created v

Boot Volumes
Boot Volume Backups

Showing 1item 1of1
Boot Volume Replicas 9 < >

Volume Groups
Volume Group Backups
Volume Group Replicas

Backup Policies

Create a Volume Group.

= ORACLE Cloud ‘C“’“dC'aSSiC Search resources, services, documentation, and Marketplace US East (Ashbum) v ﬂ (i/]w @ 0

Create volume group

o Basic information Create a volume group to group together multiple volumes.

e Add volumes
Name

g Cross region replication FSDRVG

Backup policy

Summary Compartment

oaseceal (root)oasmp

Availability domain
| yBdo:US-ASHBURN-AD-1 2

25 Show Tagging Options

Click “Next”.

= ORACLE Cloud ‘ Cloud Classic » ‘ Search resources, services, documentation, and Marketplace US East (Ashbumn) v ﬂ @/} @ 0

Create volume group

e Add volumes For each volume you want to add, select the compartment containing the volume and then the volume to add. If you add a volume with cross region replication turned on or a backup policy
configured and you configure those features for the volume group, the configuration of the features for the individual volumes must match the volume group's configuration for those features.
e Cross region replication

O Basic information ‘

o Backup policy
Summary Volumes

Compartment Volume

3 Select a Volume E

oaseceal (root)oasmp

+ Additional Volume

Previous m Cancel

Select the Volume needed to be added to the Volume Group.

1. Boot Volume of the OAS compute instance 1

2. Block Volume of the OAS compute instance 1
3. Boot Volume of the OAS compute instance 2
4.

Block Volume of the OAS compute instance 2

11 Step-by-Step Instructions to Prepare for OCI Full Stack Disaster Recovery / version 1.0 ORACLE
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Add the Boot and Block volumes of all the OAS nodes in the cluster.

Search resources, services, documentation, and Marketplace US East (Ashbum) v

Edit volume group

() Basic information
[@) For each volume you want to add, select the compartment containing the volume and then the volume to add. If you add a volume with cross region replication tumed on or a backup policy configured and you
) Add or remove volumes 2 el > 3
configure those features for the volume group, the configuration of the features for the individual volumes must match the volume group’s configuration for those features.
() Cross region replication
O Backup policy
© Summary Volumes
Compartment Volume

<
X

“ oas4fsdr2 (Boot Volume) I

t¥oasmp

oasmp oas4fsdr1 (Boot Volume) Bl X

oaseceal (rootjoasmp

oasmp Bl ¥
oasmp Bl %

oaseceal (rootjoasmp

+Additional Volume

Previous Cancel

= ORACLE Cloud ‘ Cloud Classic > ‘ Search resources, services, documentation, and Marketplace US East (Ashbum) v

Create volume group

(@) Basic information

() Add volumes Cross region replication
Enable asynchronous cross region volume replication. Leam more
k) Backup policy
OFF
5 Summary
TARGET REGION AVAILABILITY DOMAIN VOLUME GROUP REPLICA NAME

US West (Phoenix) 3 yBdo:PHX-AD-1 s

@ Once this feature is enabled, the volume group will be replicated in the selected region and availibiity domain and your bill will include applicable storage and networks costs for the volume group replica
in the destination region. Learn more

Click “Next”.

= ORACLE Cloud ‘ClﬂudC‘HSSiC" Search resources, services, documentation, and Marketplace US East (Ashbum) v/ ﬂ ® @ 0

Create volume group

(@ Basic information
() Add volumes Backup policies

0SS I replication
Select backup policy in oasmp (Change com
L) Backup policy

None Available
e Summary

partment)

Click “Next”.
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Cloud Classic Search resources, services, documentatio

d Marketplace

US East (Ashbum) v/

Edit volume group

Summary
(@) Basic information
() Add or remove volumes

() Cross region replication Basic information

Name: FSDRVG
Compartment: oasmp

Volumes

Name

oas4fsdr2 (Boot Volume)
oasdfsdr1 (Boot Volume)
OASFSDRBV2

OASFSDRBV

Cross region replication

Target region: US West (Phoenix)
Volume group replica name: FSDRVG_R

Previous

se and Privacy G

Availability domain: yBdo:US-ASHBURN-AD-1

Compartment
oasmp
oasmp
oasmp

oasmp

Availability domain: yBdo:PHX-AD-1

Edit

Replicate the File System

Sign in to the OCI Console

Navigate to Storage - File Systems.

Storage

O

Home Block Storage

Block Volumes

Compute

Block Volume Backups

Block Volume Replicas

Networking Volume Groups

Oracle Database Volume Group Backups

Volume Group Replicas

Databases
Backup Policies
Analytics & Al
Developer Services File Storage
File Systems
Identity & Security
Mount Targets

Observability & Management

Object Storage & Archive
Storage

Buckets

Related services

Data Transfer
Limits, Quotas and Usage

Help

Getting Started on OCI
Block Storage

File Storage

Object Storage
Archive Storage
Storage Gateways
Service Limits

Select the existing File System mounted to the

OAS compute instances.
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ORACLE Cloud ‘ Cloud Classic > ‘ Search resources, services, documentation, and Marketplace US East (Ashburn) v

File Storage File Systems in oasmp Compartment

File Storage provides durable, scalable, secure, enterprise-grade network File Systems that you can connect to from any bare metal, virtual machine, or container instance in your Virtual Cloud Network (VCN). Watch

a video introduction.

RRURIS ot Create File System [N

Additional resources Name State Availability Domain Utilization (7) Created -

Mo Catoseior [ EieS)stem-202405 16075727 | ® Active yBdo:US-ASHBURN-AD-1 57,572 MiB Thu, May 16, 2024, 07:38:13 UTC

Showing Titem ¢ 10of1 )

Snapshot Policies 0 selected

List scope

Compartment

oasecesl (rootyoasmp

Create a replication

= ORACLE Cloud | CloudCk Search resources, services, documentation, and Marketplace US East (Ashbum) v/

File Storage > File Systems » File System details

| FileSystem-20240516-0737-27 |

Rename | Move resource | | Addtags  [DERY

File System information | Tags
General properties Encryption

OCID: .. zqaaaa Show Copy Encryption key: Oracle-managed key Edit
Created: Thu, May 16, 2024, 07:38:13 UTC
Utilization: 57572 Mi8 ()

Availability Domain: yBdo US-ASHBURN-AD-1

Replication
Targetable: False (7)
Replication Target: - (7)

Compartment: oaseceal (root)oasmp

ACTIVE
Clones Snapshot Policy
Hydration: Complete () Snapshot Policy: - ()
Source Snapshot: - ()
Parent File System: - (7)
Clone root: False ()
Descendants: False (7)
Resources Exports
Exports Delete
Ssetion Export path State Mount Target Created ['s)
FileSystem-20240516-0737-27 ® Active MountTarget-20240516-0737-27 Thu, May 16, 2024, 07:3827 UTC =
Snapshot Policy
0 selected Showing 1item ¢ 10f1 )
Metrics
Resources Replications
Exports Estimate the time required to replcate this File System: | Replcation estimator |
Snapshots
Delete
Snapshot Policy Name State Replication interval in minutes Recovery point time Created
Metrics )
No items found. @
Fitters 0 selected Showing Oitems ¢ 10f 11 %22
State

Use the same File System name mounted to the OAS compute instances while creating the Replication. E.g.,
FileSystem-20240516-0737-27

Using the same File System name makes identifying the replicated File System easy. You can use any name.

ORACLE

14 Step-by-Step Instructions to Prepare for OCI Full Stack Disaster Recovery / version 1.0
Copyright © 2024, Oracle and/or its affiliates / Public



= ORACLE Cloud | © e T e usesstpsumy 5l 2 D & O

Create Replication Help

Replication information

Name
Replication-20240522-2047-58

Use existing target File System  © Create new target File System

Creates an unexported File System in the specified region and availability domain that is used as the target File System for replicated data.

FileSystem-20240516-0737-27 Enter the same File System name that is mounted to the OAS compute instances.

Target region

US West (Phoenix) 2

[T —r———
Availability Domain
yBdo PHX-AD-1 2

Create in Compartment

© Encrypt using Oracie-mana; s

Tewves 1 encrypton-reimied m

Encrypt using customer-managed keys
Requres 3 vale key from 3 Vaut that you have 3ccess . (Learm more)

% Show advanced options

Replication interval

Copyright © 2024 Oracle and/or s afates. Al Fights reserved.

Terms of Use and Sriacy  Coolie Sraferences

There will be a replication File System created in the OCl Secondary region i.e., Phoenix.

File Storage File Systems in oasmp Compartment
File Storage provides durable, scalable, secure, enterprise-grade network File Systems that you can connect to from any bare metal, virtual machine, or container instance in your Virtual Cloud Network (VCN). Watch a video introduction.

File Systems

e e

Additional re rces Name State Availability Domain Utilization @ Created -

@ Active yBdo:PHX-AD-1 0B Wed, May 22, 2024, 20:57:52 UTC
Outbound Connectors
0 selected Showing Titem ¢ 1of1 )

Snapshot Policies

List scope

Compartment

:

oasecesl (ratycasms

Create a Mount Target for the File System in the OCl Secondary Region

Get the Mount Target name from the primary region and create the Mount Target in the secondary region with the
same name.

= ORACLE Cloud | ¢ Sea mentation, and Mark e US East (Ashbum) v [5]

File Storage Mount Targets in oasmp Compartment
Mount Targets are NFS endpoints that are used to access File Systems.
File Systems
Additional resources Name State Availability Domain Virtual Cloud Network Subnet IP address Created v
@ Active  yBdo:US-ASHBURN-AD-1  oasven Private Subnet-oasven3  10.0.3.225 Thu, May 16, 2024, 07:38:16 UTC
Outbound Connectors
0 selected Showing Titem ¢ 1of1 )

Snapshot Policies

Create the Mount Target with the same name in the OCI Secondary (DR) region.

Using the same Mount Target name makes identifying the replicated File System’s Mount Target easy. You can use
any name.
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= ORACLE Cloud | Cloud Classic Se umentation, and Marketplace uswestProenx)v 5] 2 ) & O
Create Mount Target Help

AMount Target is an NFS endpoint that lives in your Subnet of choice for accessing your File Systems. You can access multiple File Systems through a single Mount
Target.

Mount Target information

You can select Compartments for Mount Target, Virtual Cloud Network or Subnet. Click here to enable C

New Mount Target name Optional

| MountTarget-20240516-0737-27 |

Availability Domain @

yBdo PHX-AD-1 s

Virtual Cloud Network

Subnet

[ Private Subnet-oasven3 (Regional) | 5

Use Network Security Groups to control traffic (@)

25 Show advanced options

Saveasstack | Cancel

Prepare OAS Compute Nodes to run Commands using the OCI Cloud Agent

After the OAS compute instances are created, OAS services should be started. To start the OAS services, start.sh
script on the DOMAIN_HOME must be run on the primary OAS node, and the startNodeManager.sh script must be
run on the secondary OAS instances.

To run such scripts or commands on the OAS compute instances using the Full Stack DR, you need the OCI Cloud
Agent with run commands privileges. For more information, refer to the documentation, Running Commands on an
Instance.

Running Commands with Administrator Privileges

If a command requires administrator permissions, you must grant administrator permissions to the Compute
Instance Run Command plugin to be able to run the command. The plugin runs as the ocarun user.

The OCI Cloud Agent connects to the OAS compute instances as an ocarun user, then changes to an oracle user and
runs the required scripts and commands.

To perform such actions, the ocarun user needs sudo permissions on the Linux instances.

Grant sudo permissions on OAS compute instances

1. On the instance, create a sudoers configuration file for the Compute Instance Run Command plugin:

vi ./1l0l-oracle-cloud-agent-run-command

2. Allow the ocarun user to run all commands as sudo by adding the following line to the configuration file:
ocarun ALL=(ALL) NOPASSWD:ALL

You can optionally list specific commands. See the Linux man page for sudoers for more information.

3. Validate that the syntax in the configuration file is correct:
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visudo -cf ./l0l-oracle-cloud-agent-run-command
If the syntax is correct, the follow message is returned:
./10l-oracle-cloud-agent-run-command: parsed OK
4. Add the configuration file to /etc/sudoers.d:

sudo cp ./10l-oracle-cloud-agent-run-command /etc/sudoers.d/

Create Ingress and Egress Security Rules to access the File System on the OCI
Secondary (DR) Region

Add the Ingress and Egress security rules for the private subnet (172.0.3.0/24) used for OAS compute VMs with the
required ports and protocols TCP and UDP.

Ingress:

TCP: 111,2048,2049,2050.
UDP: 111,2048.

Egress:

TCP: 111,2048,2049,2050
UDP: 111.

Configure Load Balancer for the OAS Compute Instances

Load Balancer should be configured as the front end for the OAS Compute nodes in the OCI primary region.

Configure an OCI Load Balancer for the OAS cluster environment. For more information, refer to the blog SSL
Offloading at Oracle Cloud Infrastructure (OCI) L oad Balancer for Oracle Analytics Server on Oracle Cloud

Marketplace.

In the OCI DR (secondary) region, a Load Balancer with the same SSL Certificates, Listener, Hostname, Rule sets, etc.,
should be configured as the primary LB, except for the backends in a moving OAS compute instance type.

During the DR plan execution, the Load Balancer backends, i.e., the OAS compute instances, will be removed from the
primary region LB. Once the OAS compute instances are created in the secondary region, they get added to the
secondary region LB as backends.

Create a Secret Key in a Vault for the Admin Password of DBCS

When you have an Oracle DBCS instance as a member of Full Stack DR, it needs the admin password to switch from
the primary to the standby instance. The admin password cannot be entered as plain text; Full Stack DR reads it from
a Secret in a Vault.

Sign in to the OCI Console
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Navigate to Identity & Security - Key Management & Secret Management = Vault

Q' searcn

Home

Compute
Storage
Networking
Oracle Database
Databases
Analytics & Al

Developer Services

Identity & Security

Hybrid

Observability & Management

@ Identity & Security

Identity
Overview
Domains
Network Sources
Policies
Compartments

Federation

Access Governance

Cloud Guard
Overview
Recipes
Alerts
Configuration

Security Advisor
Threat Intelligence
Overview

Threat Indicator Database

Firewalls
Network Firewalls

Network Firewall Policies

Web Application Firewall
Policies
Network Address Lists

Edge Policy Resources

Certificates

Scanning
Vulnerability Reports
Scanning Reports
Targets

Scan Recipes

Key Management & Secret
Management

Dedicated Key Management
Extenal Key Management
Private Endpoints

Managed Access
Access Requests

Related services

Virtual cloud networks

Private Endpoints

Load balancers

Logging

0OS Management

Data Safe - Database Security

Help

Security Overview

Security Services and Features
Security Testing Policy

Security Best Practices
Government Cloud Services

All Security Documentation
Identity and Access Management

Create a Vault

(Ashbum) v

Management

Key Management & Secret

Dedicated Key Management
External Key Management

Private Endpoints.

List scope

Compartment

oasecesl (rootyoasmp

<

Vaults in oasmp Compartment

Vaults let you centrally manage the encryption keys that protect your data and the secret credentials that you use to securely access resources. Learn more

Name

Restore Vault

State

Virtual Private

Created

Showing 4items ¢ 10of1 )

Create a Master Encryption Key

18 Step-by-Step Instructions to Prepare for OCI Full Stack Disaster Recovery / version 1.0
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umentation, and Marketplace

Create Vault

Vaults provide your growing data and application encryption with scalable key storage. You can start small, with as little as a single key, and grow

to thousands of keys to support your growing cloud deployment.

Create in Compartment

oasecesl (rootjioasmp

Name

US East (Ashbum) v

B Lo &0

I FSDR_DBCY| |

Make it a virtual private vault

Creates the vault as a dedicated partition on the HSM, sets pricing based on the maximum

25 Show advanced options

Save as stack | Cancel

st key limits, and

needs.Leam more
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ntation, and Marketplace t (Ashbumn) v

Key Management & Secret Management » Vault»> Vault Details

FSDR_DBCS
EditName == Addtags Move Resource

Vault Information Tags

General information

Compartment: oaseceal (root)/oasmp Virtual Private: No
ACTIVE o o "
OCID: ._micaea Show Copy G : hitps:
: Fri 3 crypto kms us-
Created: Fri, May 24, 2024, 08:46:16 UTC i
loraclecloud.com (@)
Management Endpoint: htips //ejtfaubxaaaak-
management kms us-
ashbum-
loraclecloudcom (D)
Resources Master Encryption Keys in oasmp Compartment
Seaes Name State Protection Mode (7) Algorithm Created
List scope No items found.

arch resources, services, documentation, and Marketplace useastashum)v 5 2 ) © O
Create Key Help

Create in Compartment
oaseceal (root)loasmp
Protection Mode
HSM ~

Name

| docs_encrypt keyl |

Key Shape: Algorithm @ Key Shape: Length
AES (Symmetric key used for Encrypt and Decrypt) & 256 bits. @

Import Externalkey 5 You can also pr,g;rg aKey 5iven and manged

25 Show advanced options

Cancel

Create a Secret and encrypt it using the Master Encryption Key.
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Search resources, services, documentation, and Marketplace US East (Ashbum) v

Key Management & Secret Management» Vault> Vault Details

FSDR_DBCS
Edit Name Add tags Move Resource

Vault Information Tags

General information

Compartment: oaseceal (root)/oasmp Virtual Private: No
ACTIVE OCID: ..micaea Show Copy Cr i int: hitp:
Created: Fri, May 24, 2024, 08:46:16 UTC critabime e
ashbumn-
HSM Key Version Usage: 1 @ 1.oraclecloud.com @
Management Endpoint: https //ejtfaubxaaaak-
management kms us-
ashbum-
loraclecloudcom (@&
Resources Master Encryption Keys in oasmp Compartment
Mastar Encrypton Kays
Name State Protection Mode @ Algorithm Created -
List scope dbcs_encrypt_key. @ Enabled HSM AES Fri, May 24, 2024, 09:45:15 UTC

Cloud Classic Search resources, servict nd Marketplace East (Ashbum) v

Key Management & Secret Management » Vault> Vault Details

FSDR_DBCS

Edit Name || Addtags | Move Resource

Vault Information Tags

General information

Compartment: oaseceal (root)/oasmp Virtual Private: No
ACINE OCID: .._micaesa Show Copy C i int: hitp:
Created: Fri, May 24, 2024, 08:46:16 UTC -
ashbumn-
HSM Key Version Usage: 1 (7) 1.oraclecloud.com (@
Ei : https://ej
management kms us-
ashbum-
l.oraclecloud.com (@)
Resources Secrets in oasmp Compartment

Master Encryption Keys

Name Status Created Auto generation Auto rotation

List scope No items found
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Cloud Classic

= ORACLE Cloud

>cumentation, and Marketplace

Create Secret

Create in Compartment

oasecesl (rootjoasmp

Name

DBCS_ADMIN_PWD

o
@
&
a
2
B
=
s
S

DBCS Admin Password

Encryption Key in oasmp (© (Change compartment)

dbes_encrypt_key

Automatic secret generation
Use auto secret generation to automatically generate the secret content.

Secret Type Template
Plain-Text

Secret Contents
V2VsYzBtRTFflw==

@ Show Base64 conversion I

Cancel

useastashum)v 5] 2 ) & O
Help
Manual secret generation
Use manual secret generation to manually provide the secret content. v

Similarly, create a Vault and Secret in the same Compartment (e.g., oasmp) in the OCI Secondary (DR) region.

US West (Phoenix) v

Key Management & Secret Management » Vault> Vault Details

FSDR_DBCS

Vault Information Tags

General information

C oaseceal

fosme |

EditName | Addtags Move Resource

Virtual Private: No

OCID: .. gjyboq Show Copy Ci ic Endpoint: htp:
Created: Fri, May 17, 2024, 07:14:00 UTC crypto kms us:
phoenix-
HSM Key Version Usage: 1 (i) 1.oraclecloud.com @
End : https
management kms us-
phoenix-
1.oraclecloud.com @
Resources Secrets in oasmp Compartment
Master Encryption Keys Create Secret
‘ pecIe iy Name Status Created v | Auto generation Auto rotation
Heteeons DBCS_PWD @ Active Fri, May 17, 2024, 07:19:04 UTC off off : -

Create a Bucket to store DR Protection Group Logs

Sign in to the OCI console.

Navigate to Storage - Object Storage > Buckets.
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Storage

Block Storage

Home
Block Volumes
C t
ompute Block Volume Backups
I Storage | Block Volume Replicas
Networking Volume Groups
Oracle Database Volume Group Backups
Databases Volume Group Replicas
Backup Policies
Analytics & Al
Developer Services File Storage
File Systems
Identity & Security
Mount Targets

Observability & Management

Object Storage & Archive
Storage

= ORACLE Cloud ‘ Cloud Classic > ‘ Search resources, services, documentation, and Marketplace

US East (Ashbum) v

Object Storage & Archive Buckets in oasmp Compartment

Buckets

Name a  Default Storage Tier
List scope

Compartment

oaseces! (rootyoasmp

Service logs Manage logs

Resources: 4 (8 total logs) @
Logs enabled: 0

Storage Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more

Visibility

Created

Showing 4items ¢ 1of1 )

= ORACLE Cloud ‘CloudCIassic ‘ Search resources, services, documentation, and Marketplace

Object Storage » Bucket Details

| OASFSDR_Bucket

Edit Visibility | Move Resource || Re-encrypt || Add tags

Bucket Information Tags

General

Namespace: idseylbmvOmm

Compartment: oasmp

Created: Fri, May 17, 2024, 07:05:21 UTC
ETag: bcf20d7b-26e6-421e-8321-bf85b3294f0a

OCID: ...p7njtgza Show Copy

Usage

Approximate Object Count: 4 objects. @

Approximate Size: 381 bytes (i)

Uncommitted Multipart Uploads Approximate Count: 0 uploads @
Uncommitted Multipart Uploads Approximate Size: 0 bytes @

Features

Default Storage Tier: Standard

Visibility: Private

Encryption Key: Oracle managed key Assign
Auto-Tiering: ® Disabled Edit (7)

Emit Object Events: @ Disabled Edit (7)
Object Versioning: @ Disabled Edit @

US East (Ashbumn) v

Similarly, create a Bucket in the same Compartment (e.g., oasmp) in the OCl Secondary (DR) region.
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ORACLE Cloi Search resources, services, documentation, and Marketplace US West (Phoenix) v 0

Object Storage » Bucket Details

OASFSDR_Bucket

Edit Visibility Move Resource Re-encrypt Add tags

Bucket Information Tags
General Features
Namespace: idseylbmvOmm Default Storage Tier: Standard
Visibility: Private
Created: Fri, May 17, 2024, 07:06:43 UTC Encryption Key: Oracle managed key Assign
ETag: ef686827-dbca-4alb-a820-102ee385b02d Auto-Tiering: ® Disabled Edit @
OCID: . tmrszn3a Show Copy. Emit Object Events: @ Disabled Edit (7)
Object Versioning: ® Disabled Edit (7)
Usage

Approximate Object Count: 0 objects @

Approximate Size: 0 bytes @

Uncommitted Multipart Uploads Approximate Count: 0 uploads ()
Uncommitted Multipart Uploads Approximate Size: 0 bytes @ \@

Since the prerequisites for the Full Stack DR have been met, let's proceed to create the Full Stack DR DR Protection
Group.

Create a DR Protection Group

NOTE: Each task must be completed one after another; parallel tasks cannot be performed in both regions in the OCI
Console. To perform parallel tasks, use the OCI CLI or SDK.

Sign in to the OCI Console

Navigate to Migration & Disaster Recovery - DR Protection Groups

f oce oo [ )

Q searen & Migration & Disaster Recovery

Home Data Transfer Database Migration
Import Overview

Compute Migrations
Cloud Migrations

Storage G Database Connections

Networking Migrations Agents

Oracle Database Remote Connections Disaster Recovery

Databases Discovery Overview

Analytics & Al Inventory DR Protection Groups

Developer Services
Identity & Security
Observability & Management

Hybrid

Migration & Disaster Recovery |

Dilling @ Cace M

Click on “Create DR Protection Group”.
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USEast(ashum) v [5] 2 (@

Disaster Recovery Disaster recovery (DR) protection groups in oasmp compartment
Create a DR Protection Group to get started with Full Stack Disaster Recovery. A DR Protection Group groups together all the of a full stack lication so that all the can be together to
OYETven restore the full stack application. Learn more.
‘ DR Protection Groups Table Region map
1
k |
|
Compartment [
N Name ‘ State Role Peer DR protection group Peer region Created ‘ |
I oasmp I < ‘ ;
oasacesl (roct)/oasmp No items found. |
Showing Oitems ¢ 1of1 > | |
Filters i
State
Any state z ‘

entation, and Marketplace US East (Ashoum) v [5]  [®

Create DR protection group Help
7

Name

|

Compartment

oasmp te] ‘

oasacesl (root)ioasmp

Object storage bucket in oasmp (Change compartment)

OASFSDR_Bucket s ‘

Object storage bucket wil be used for DR plan execution logs.

Role
‘ Not configured z ‘
‘ Add member ‘ Remove members ‘
O l Member State Service Compartment
No items found.
0 selected Showing 0 items

25 Show advanced options

Terms of Use and Privacy  Cookie Preferences Copyright © 2024, Oracle and/or ts affiates. All ights reserved.

Create the DR Protection Group without Role and members initially.

Create a similar DR Protection Group in the secondary (DR) OClI region. Don’t assign any Role and Members initially.
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Cloud Clas:

Terms of Use and Privacy  Cookie Preferences

cumentation, and Marketplace

Create DR protection group

Name

US West (Phoenix) v [5]

| OASFSDR_PG |

Compartment

oaseceal (root)/oasmp.

Object storage bucket in oasmp (Change

| OASFSDR_Bucket

o be used for DR logs.
Role
Not configured ) ‘
Add member ‘ Remove members
‘ Member State Service Compartment
No items found.
0 selected Showing 0 items

35 Show advanced options

Copyright © 2024, Oracle and/or its affiliates. Al rights reserved.

Associate the DR Protection Group to a Role

Associate the DR Protection Group to the primary role in the OCI primary region (e.g., Ashburn).

East (Ashburn)

Disaster Recovery» DR Protection Groups » DR protection group details

OASFSDR_PG

‘ Run prechecks H Execute DR plan ‘ Rename " Associate " More actions v

ACTIVE

Resources

Plans
Plan executions
Members

Work requests

Filters

State
‘ Any state <

Plan type
\ Any type <

Tag filters add| clear

DR protection group information ‘ Tags

OCID: .. 2rcrpa Show Copy,
Compartment: oaseceal (root)/oasmp
Created: Sat, May 25, 2024, 06:31:42 UTC
Updated: Sat, May 25, 2024, 06:32:12 UTC
Log location: OASFSDR_Bucket Edit

Role: Not configured
Peer DR protection group: None

Peer region:

Plans

Lists the summary of all DR Plans for a DR Protection Group.

Create plan

Name State

Plan type

No items found.

Created

Showing Oitems ¢ 1of1 %

Terms of Use and Frivacy  Cookde Prefersnces

Copyright ® 2024, Oracle and/or ts afflistes. Al rights reserved.
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Cloud Classic umentation, and Marketplace

Associate protection group

Role

Peer region

Select the role of the protection group OASFSDR_PG and the protection group that you want to associate with.

US West (Phoenix) |

Peer DR protection group in oasmp (Change

| OASFSDR_PG |

oo

Terms of Use and Privacy  Cookie Preferences

Copyright ® 2024, Oracle and/or its affiliates. Al rights reserved.

The DR Protection Group in the secondary OClI region (i.e., Phoenix) role will automatically be associated with

standby.

Disaster Recovery » DR Protection Groups» DR protection group details
Run prechecks | | Execute DR plan Rename | Disassociate More actions v
DR protection group information Tags
OCID: ... 2rcrpa Show Copy. Role: Primary Edit
Ce oaseceal P Peer DR protection group: OASFSDR_PG
ACTIVE Created: Sat, May 25, 2024, 06:31:42 UTC Peer compartment: . kdndcq Show Copy
Updated: Sat, May 25, 2024, 07:51:42 UTC Peer region: US West (Phoenix)
Log location: OASFSDR_Bucket Edit
Resources Members
Lists the summary of all members for a DR Protection Group.
Plans
_ Remove members
Plan executions
Members Member State Service Compartment
Work requests No items found.
0 selected
Filters.

Showing 0 items
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RACLE Cloud ch resources, services, documentation, and Marketplace US West (Phoenix) v/

Disaster Recovery » DR Protection Groups» DR protection group details

OASFSDR_PG

Run prechecks ' | Execute DR plan Rename Disassociate More actions v

DR protection group information Tags

OCID: .Igbjda Show Copy Role: Standby Edit

Compartment: oaseceal (root)/oasmp Peer DR protection group: OASFSDR_PG
ACTIVE Created: Sat, May 25, 2024, 06:32:30 UTC Peer compartment: _kdndcq Show Copy

Updated: Sat. May 25, 2024, 06:40:17 UTC Peer region: US East (Ashbum)

Log location: OASFSDR_Bucket Edit

Resources Members
Lists the summary of all members for a DR Protection Group.

Plans

-
Plan executions
Members Member State Service Compartment @

Work requests No items found.
0 selected Showing 0 items
Filters
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Add Members

Add ADW primary Instance to the primary DR Protection Group

d | cowcassicy | s vt Staton and Marketpizce

Add member

US East (Ashbum) v | [5]

Required
Member addition or removal will delete all existing plans in the protection group.

| understand that all existing plans will be deleted

Resource type

Autonomous database

Database in oasmp (Change

Qfsdradw )

Terms of Use and Privacy  Cookie Preferances

Copyright ® 2024, Oracle and/or its affiistes. All ights reserved.

entation, and Marketplace

US West (Phoenix) v | 5]

Required
Member addition or removal will delete all existing plans in the protection group.

| understand that all existing plans will be deleted

Resource type

‘ Autonomous database

Database in oasmp (Change
q&dradw_Remote )

Cancel

Terms of Use and Privacy  Cookie Preferences

Copyright ® 2024, Oracle and/or its affiistes. All ights reserved.
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= ORACLE d Cloud Classic S: entatio e US East (Ashbum) v

Add member

Required
Member addition or removal will delete all existing plans in the protection group.

| understand that all existing plans will be deleted

Resource type

Database )

Database type

(Oracle Base Database)

Database system in oasmp (Change

Gtﬂ BIac)

Database home

thome202212061 7331 6)

Database

( db19rac ’

Database password secret in oasmp _(Change
DBCS_ADMIN_PWD (in FSDR_DBCS vautt)

Cancel

Terms of Use and Privacy  Cookie Preferences Copyright ® 2024, Oracle and/or its affiistes. All ights reserved.

Select the DBCS admin password created in the Vault.

Add DBCS standby Instance to the standby DR Protection Group

= ORACLE Clouc Cloud Classic Search res umentatio slace US West (Phoenix) v

Add member

Required
Member addition or removal will delete all existing plans in the protection group.

| understand that all existing plans will be deleted

Resource type
Database )

Database type
Oracle Base Database

Database system in oasmp (Change

db19rac-dr

Database home

dbhome20221206173316

Database

' db19rac )

Database password secret in oasmp (Change

DBCS_PWD (in FSDR_DBCS vaull))

Add Cancel

Terms of Use 3nd Privacy  Cookie Praferances Copyright ® 2024, Oracle and/or ts affliates. Al rights reserved.
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Add Volume Group to the primary DR Protection Group

= ORACLE Cloud | Cloud Classic ‘ Searc ces, se entation, and M

Add member

UsEast(ashoum) v ) 5] S2 ()

be)

(3]

Help

[@) Required
Member addition or removal will delete all existing plans in the protection group.
| understand that all existing plans will be deleted

Resource type

0 Volume group )

Volume group in oasmp (Change

([Fsorva )

Add Cancel

Terms of Use and Privacy  Cookie Prefersnces

Copyright © 2024, Oracle andjr its affiliates. All ights reserved.

For the moving instance scenario, a Volume Group is not needed in the Secondary (DR) OCI region. The Primary

Volume Group replica will be used in the DR region during the switchover/failover.
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= ORACLE Cloud ‘CloudCIaSSic ‘ Search reso documentation, and Marketplace UsEast(ashoum) v ) 5] L2 @

Add member Help

[Of Required
Member addition or removal will delete all existing plans in the protection group.

| understand that all existing plans will be deleted

Resource type

.File system ' ) ‘

File system in oasmp (Change

(Fiesystem-20240516-073727 ) =

The following configurations are required when executing plans but can be configured at a later time ’

Destination availability domain @

]

Source export path (@) Destination mount target in oasmp (@ (Change
‘ IFileSystem-20240516-0737-27 ’ S ‘ (Moun|Target-2024051 6-0737-27) 2| X

+ Another export mapping

' lCanceI

Terms of Use and Privacy  Cookie Preferances Copyright © 2024, Oracle and/or its affiliates. All rights reserved.

Add OAS compute instances to the primary DR Protection Group

In a non-moving compute instance type, the OAS compute instances with the same hostnames are expected to be
pre-created in the secondary (DR) OCl region before the DR plan execution like an active-passive DR architecture.

The OAS compute instances exist only in the primary OCIl region in a moving compute instance type. When the
switchover/failover happens due to DR plan execution, these compute instances are moved to the secondary (DR)
OCl region.

In a moving compute instance type, you can select a private IP and hostname if required. However, for the OAS, you
don’t need to specify a private IP and hostname as we use non-overlapping CIDR ranges between the private subnets
of the primary and secondary OCl regions.

Since the private subnet used for OAS compute instances has labels like “e.g., oase,” you will have the same domain
name between the primary and secondary compute instances, which results in the same hostnames across regions.
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US East (Ashbum) v | 5]

Add VNIC mapping Help

VNIC

(uasdfsdn ) 2

Destination VCN in oasmp (Change
(oasvcn ) & ‘

Destination subnet in oasmp (Change

Q’riva!e Subnet-oasven3 (regional) ' < ‘

Destination primary private IP address Optional ()

Destination primary private IP hostname label Optional ()

If you have a NSG select it, otherwise skip it

Network security groups

. Specify the Network Security Groups you want to assign to this VNIC in the destination (standby) region. ]

Destination network security group in oasmp (Change

‘ No data available | x

+ Another network security group ‘

Terms of Use and Privacy  Cookde Preferences Copyright © 2024, Oracle andjor its affiliates. All rights reserved.

Cloud Classic v a US East (Ashbum) v ) 5]

Add member Help

Required
Member addition or removal will delete all existing plans in the protection group.

| understand that all existing plans will be deleted

Resource type
D) d

Instance in oasmp (Change

Gas“sdﬂ) 2 ‘

Comgme instance gge
Moving instance Non-moving instance

This type of instance is moved from the 'grimavy DR Protection Group to the v This type of instance is not moved from the lgrimr-ny DR Protection Group to

standby DR Protection Group, during DR operations. Learn more. the standby DR Protection Group, during DR operations. Learn more.

‘The instance type cannot be changed after adding the member to the DR protection group.

n Provide the mappings between the VNIC for each instance and a destination subnet in the standby region to which the VNIC attaches l

Add VNIC mapping

VNIC ‘ VCN ‘ Subnet Private IP address Private IP hostname label Network security groups

[oaszifsdn oasven Private Subnet-oasven3 o - — H

Showing 1 item

l ptions '
Cancel

Terms of Use and Privacy  Cookde Preferences Copyright ® 2024, Oracle andjor its affiliates. All ights reserved.
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ation, and e

Add member

US East (Ashbum) v

n Provide the mappings between the VNIC for each instance and a destination subnet in the standby region to which the VNIC attaches ’

Add VNIC mapping

VNIC ‘ VCN ‘ Subnet Private IP address

Private IP hostname label

Network security groups

[oasdfsdn oasven Private Subnet-oasven3 o o

- )

Showing 1 item

35 Hide advanced options

Settings Destination l File systems “

Export path @)

[FileSystem-2024051 6-0737-27)

Mount point &

Unmount target in oasmp (® (Change

(Mouml‘argel-zoz«wm5-0737»27 )

Mount targ oasmp Change compartment)
MountTarget-20240516-0737-27

l Cancel

Terms of Use and Privacy  Cookie Preferences

Copyright © 2024, Oracle and/or ts affiistes. All ights reserved.

Similarly, add all the OAS nodes that are part of the Cluster.

cumentation, al

Terms of Use and Privacy ~ Cookie Preferences

US East (Ashbum) v

A0

G’n‘vate Subnet-oasven3 (regional) )

Add VNIC mapping Help
VNIC
(oasutsar2) 2|
Destination VCN in oasmp  (Change compartment)

<
Destination subnet in oasmp (Change

-

Destination primary private IP address Optional @

Destination primary private IP hostname label Optional @

Network security groups

If you have a NSG select it, otherwise skip it

Specify the Network Security Groups you want to assign to this VNIC in the destination (standby) region. l

Destination network security group in oasmp (Change compartment)

No data available

‘ X

<

‘ + Another network security group ‘

Cancel

Copyright ® 2024, Oracle and/or its affiiates. All ights reserved.
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US East (Ashbum) v a 2 ®

Required

1 understand that all existing plans will be deleted

Member addition or removal will delete all existing plans in the protection group.

Resource type
Compute

Instance in oasmp  (Change

(cnasAfser)

Comgme instance gge

Moving instance

This type of instance is moved from the primary DR Protection Group to the
standby DR Protection Group, during DR operations. Learn more. v

Non-moving instance

This type of instance is not moved from the primary DR Protection Group to
the standby DR Protection Group, during DR operations. Learn more.

The instance type cannot be changed after adding the member to the DR protection group.

n Provide the mappings between the VNIC for each instance and a destination subnet in the standby region to which the VNIC attaches

‘ Subnet

Private IP address

Private IP hostname label Network security groups

¥oas465d12 oasven Private Subnet-oasven3

Showing 1 item

Add Cancel
Terms of Use and Privacy  Cookie Preferences Copyright © 2024, Oracle and/or its affiliates. All rights reserved.
mentatior farketplace US East (Ashbumn) v/ @ & 0
Add member Help

Terms of Use and Privacy  Cookie Preferences

ﬂ Provide the mappings between the VNIC for each instance and a destination subnet in the standby region to which the VNIC attaches ‘

Add VNIC m

VNIC

VCN ‘ Subnet

Private IP address

Private IP hostname label Network security groups

oasdfsdr2 oasven Private Subnet-oasven3

Showing 1 item ‘

35 Hide advanced options

Settings Destina’tlon' File systems l

Export path ()

IFi iIeSystem-20240516—0737-20

Mount point (D

Isdd

Unmount target in oasmp (7) (Change
MountTarget-20240516-0737-27 )

Mount target in oasm| Change
MountTarget-20240516-0737-27

+ Another export mapping

Cancel

Copyright ® 2024, Oracle and/or its affiiates. All ights reserved.
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tion, and Marketplace UsEast(ashoum) v |5 L2 ()

Add member Help

Required
Member addition or removal will delete all existing plans in the protection group.

| understand that all existing plans will be deleted

Resource type
Load balancer 2 ‘

Load balancer in oasmp (Change

(oasfserB ) s

The following configurations are required when executing plans but can be configured at a later time l

Destination load balancer in oasmp Optional (Change

(D) d

Source backend set Destination backend set
bs_lb_2024-0517-0306 3 ‘ (bs_lh_2024-0517-0306 S [| Is for non-movable compute instances only (D
+ Another backend set mapping ‘
Terms of Use and Privacy  Cookie Preferences Copyright ® 2024, Oracle and/or its affliates. All rights reserved.

ation, and Marketplace Us west (Proeni) v | 5] S2 (@

Add member Help

Required
Member addition or removal will delete all existing plans in the protection group.

| understand that all existing plans will be deleted

Resource type
‘ Load balancer) z ‘

Load balancer in oasmp (Change

((oastsarts ) ¢

The following configurations are required when executing plans but can be configured at a later time I

Destination load balancer in oasmp Optional (Change

(== J

Source backend set Destination backend set
(bs_,.,_zoz,,_of;ﬂ,osoe ) 2 Ds_lb_zon_osﬂ_oms) 2] () Isfornon-movable compute instances only @ x
+ Another backend set mapping ‘
Cancel
Terms of Use and Privacy ~ Cookie Preferences Copyright © 2024, Oracle and/or its affiliates. All rights reserved.
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> DR Protection Groups > DR protection group details

OASFSDR_PG e rimay

Run prechecks || Execute DRplan | Rename | Disassociate || More actions v

DR protection group information | Tags

OCID: .. 2rcrpa Show Copy. Role: Primary Edit

Compartment: oaseceal (root)oasmp Peer DR protection group: OASFSDR_PG

ACTIVE

Created: Sat, May 25, 2024, 06:31:.42UTC Peer compartment: ._kdndcq Show Copy
Updated: Sat. May 25, 2024, 222225 UTC Peer region: US West (Phoenix)
Log location: OASFSDR_Bucket Edit

Resources Members

Lists the summary of all members for a DR Protection Group.
Plans

Remove members
Plan executions
Membar Sate Service Compartment

Work requests oasfsdrlB ® Active Load balancer oasmp
casdfsdr @ Running Compute instance (moving) oasmp
Filters

sdfsdrt @ Running Compute instance (moving) oasmp

Member type
Any type s EileSystem-20240516-0737-21 ® Active File system oasmp
ESDRVG @ Available Volume group oasmp
db19rac (db19rac_ceal_ash) @ Available Database oasmp
fsdradw ® Available Autonomous database oasmp

0 selected

Showing 7 items |~

US West (Phoenix) v [5]

Disaster Recovery » DR Protection Groups » DR protection group details

OASFSDR_PG @ standy

Run prechecks | Execute DRplan || Rename || Disassociate || More actions ~

DR protection group information | Tags

OCID: _.Igbjda_Show Copy Role: Standby Edit
Compartme:

oaseceal (oot)oasmp Peer DR protection group: OASFSOR_PG
‘Created: Sat, May 25, 2024, 06.32:30 UTC Poer compartment: ._kdndeq Shoy
Updated: Sat. May 25, 2024, 222228 UTC Peer region: US East (Ashbum)
Log location: OASFSDR_Bucket Edit

ACTIVE

Resources Members

Lists the summary of all members for a DR Protection Group.
Plans

Remove members
Plan executions

Member State Service Compartment

Work requests oasfsdrlB ® Active Load balancer oasmp
= db19rac (db19rac_phxihs) @ Available Database oasmp
iiters

fsdradw_Remote ® Standby Autonomous database oasmp

Member type

Any type s 0 selected

Showing 3 tems

IS\

All the components involved in the OAS primary environment are added as members of the DR Protection Group.

Create a Switchover Plan

When switching from primary to secondary, always create the DR Plan and execute it from the secondary OClI region.

When falling back from secondary to primary, always create the DR Plan and execute it from the primary OCI region.

Create a switchover plan
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Disaster Recovery » DR Protection Groups » DR protection group details

( OASFSDR_PG @ s |

DR protection group information Tags

OCID: ..Igbjda Show Copy

Compartment: oaseceal (root)/oasmp
ACTIVE Created: Sat, May 25, 2024, 06:32:30 UTC
Updated: Sat, May 25, 2024, 22:22:28 UTC
Log location: OASFSDR_Bucket Edit

Run prechecks ‘ Execute DR plan H Rename ‘ Disassociate More actions v

Role: Standby Edit

Peer DR protection group: OASFSDR_PG
Peer compartment: . kdndcq Show Copy
Peer region: US East (Ashbumn)

Resources Plans

Lists the summary of all DR Plans for a DR Protection Group.

Plan executions

Members Name State

Work requests

Plan type Created

No items found.

Filters

State
‘ Any state 2

Plan type
\ Any type <

Tag filters add | clear

Terms of Use and Privacy  Cookie Preferences

Showing Oitems ¢ 1of1 %

Copyright ® 2024, Oracle and/or its affiiates. All ights reserved.

Can create multiple plans parallelly.

Cloud Classic ‘ Search resout e entation, and Marketplace

US West (Phoenix) v

Create plan Help
Name

[OAS_DR_IAD_Z_PHX) ‘
Plan type

(Swilchover (plannedD s ]

35 Show advanced options

Terms of Use and Privacy  Cookie Preferences

Copyright ® 2024, Oracle and/or its affiistes. All ights reserved.
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Search resources, services, documentation, and Marketplace US West (Phoenix) v

Disaster Recovery » DR Protection Groups » DR protection group details

(OASFSDR_PG s

Run prechecks Execute DR plan Rename Disassociate More actions v

DR protection group information Tags

OCID: ..Igbjda Show Copy Role: Standby Edit

Peer DR protection group: OASFSDR_PG

Compartment: oaseceal (root)/oasmp

ACTIVE Created: Sat, May 25, 2024, 06:32:30 UTC
Updated: Sat, May 25, 2024, 22:22:28 UTC
Log location: OASFSDR_Bucket Edit

Peer compartment: . kdndcq Show Copy
Peer region: US East (Ashburn)

Resources Plans

Lists the summary of all DR Plans for a DR Protection Group.
Plan executions Create plan

Members Name State Plan type Created v

OAS _DR_IAD_2 PHX @ Active Switchover

Work requests Sat, May 25, 2024, 22:46:50 UTC

Showing 1item ¢ 1of1 )

Filters

State
Active S

Plan type { HH
Any type <

Tag filters add | clear =

Terms of Use and Privacy  Cookie Preferences Copyright © 2024, Oracle andor its affiliates. All ights reserved.

Click on the Plan created.

US West (Phoen) v [5] £

s, documentation, and Marketplace

Disaster Recovery » DR Protection Groups > DR protection group details » DR plan details

OAS_DR_IAD_2_PHX

Run prechecks || Execute DRplan || Rename | Addtags | [y

DR plan information | Tags

ACTIVE

OCID: ..424ypq Show Capy
Compartment: oaseceal (root)/oasmp
Created: Sat, May 25, 2024, 22.46:50 UTC
Updated: Sat. May 25, 2024, 224737 UTC

Plan type: Switchover

DR protection group: OASFSDR_PG
Peer DR protection group: OASFSDR_PG
Peer region: US East (Ashbum)

Resources Plan groups
e <
sk cueats Name Type Enabled / Disabled Timeout Error mode
> Built-In Prechecks Built-in precheck @ Enabled _— —_—
> Update Source Load Balancers' Backend Sets Buittin @ Enabled - -
> Unmount File Systems from Compute Instances Buittin ® Enabled = =
> Stop Compute Instances Buitin ® Enabled = =
> Switchover Volume Groups Buittin @ Enabled - - 3
> Svitchover File Systems Buittin @ Enabled - — ‘6‘
» Switchover Databases Buittin ® Enabled — — to22)
> Switchover Autonomous Databases Built-in @ Enabled -_— _—
L~_Launch Comoute Instances. Builtio. @ Enabled — — : M

Observe the Built-in groups created. The process starts by stopping the primary compute instances in the primary
region and starting the secondary compute instances in the secondary region.

While doing such actions, it's always suggested to stop OAS services safely on the primary OAS compute instances
and start OAS services on the secondary OAS compute instances.

Add User-Defined Groups to include calls to stop OAS Services, stop Node Manager, etc.

ORACLE
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Terms of Use and Privacy  Cookie Preferences

mentation, and Mar} e

Add plan group

US West (Phoenix)

Group name
. Stop_OAS )

Add before

Group
‘ Built-In Prechecks ’

Name ’ Type Enabled / Disabled

Timeout

Error mode

No items found.

Showing 0 items

Copyright © 2024, Oracle and/or its affliates. All rights reserved.

= ORACLE(

Terms of Use and Privacy  Cookie Preferances

Add plan group step

UswestPhoen)v ) [5] /2 @ © O

Step name

D)

Region

(US East (Ashbum))

_ Run object storage script

© Run local script

_ Invoke function

Target instance in oasmp (D (Change

‘ oasdfsdri )

Script parameters

Iu01/data/dom:;

Run as user Optional

‘ oracle >

Error mode

Stop on error

Timeout in seconds

3600

Enable step

Cancel

Copyright ® 2024, Oracle and/or its affiites. All rights reserved.
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Terms of Use and Privacy  Cookie Preferences

entation, and pl US West (Phoenix) \ | 5] ® & 0
Add plan group Help
Group name

(Stnp_OAS ) \
© Addafter _ Add before
Group
‘ Buitt-In Prechecks s ‘
‘ Type Enabled / Disabled Timeout Error mode
(slopOAS Run local script @ Enabled 1h Stop on error J
Showing 1 item

Cancel

Copyright ® 2024, Oracle and/or its affiiates. All ights reserved.

Terms of Use 3nd Privacy  Cookie Preferances

Add plan group

US West (Phoenix) v E] 2 ®

Group name

Stop_NodeManager

© Add after Add before

Grouf
( Slop_OAS)

Enabled / Disabled Timeout Error mode

No items found.

Showing 0 items

Add Cancel

Copyright © 2024, Oracle and/or ts affiiates. Al rights reserved.
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Cloud Classi

Terms of Use and Privacy  Cookie Preferences

Add plan group step

US West (Phoenix) v

Step name

(slopNodeManager )

Region

(Us East (Ashburn) )

 Run object storage script

© Run local script

) Invoke function

Target instance in oasmp (D (Change compartment)
oasdfsdr2

Script parameters

1u01 ins/bilbis n )

Run as user Optional

(ene)

Error mode

‘ Stop on error

Timeout in seconds

| 3600

Enable step

Cancel

Copyright ® 2024, Oracle and/or its affiiates. All ights reserved.

= ORACLEC

Terms of Use 3nd Privacy  Cookie Preferances

entation, anc e

US West (Phoenix) v | 5]

Add plan group Help
Group name
| Stop_NodeManager ' ‘
Add before
Type Enabled / Disabled Timeout Error mode
[stopNadeManager Run local script @ Enabled 1h Stop on emor E)
Showing 1 item

Copyright © 2024, Oracle and/or ts affiiates. Al rights reserved.
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= ORACLE Cloud | Cloud Classic ‘ Search re: , services, documentation, and Marketplace US West (Phoenix) v f g @ & 0

Add plan group Help

Group name
(Stan_NudeManager) ‘

© Add after Add before

Groy
‘ Mount File Systems on Compute Instances ) © ]
()
Name ‘ Type Enabled / Disabled Timeout Error mode

No items found.

Showing 0 items

Terms of Use 3nd Privacy  Cookie Praferances Copyright ® 2024, Oracle and/or its affliates. Al rights reserved.

Add Cancel

Start NodeManager task should be run on the secondary nodes of the OAS cluster, e.g., oas4fsdr2. Do not run on the
AdminServer node.

Create a script startNM.sh (/u01/data/domains/bi/bin/startNM. sh) with the below commands in all the
secondary nodes of the OAS cluster.

startNM.sh

#!/bin/bash

cd /ull/data/domains/bi/bin

. /stopNodeManager. sh

cd /ull/data/domains/bi/bin
nohup ./startNodeManager.sh &

The Full Stack DR requires a script that can exit after execution for a user-defined group. The startNodemanager.sh
script exits, but upon exit, the Node Manager will stop.

Either create the startNodeManager.sh as a service on the secondary nodes of the OAS cluster and call the
systemctl start node-manager.servicecommand inthe user-defined group or create a different script
startNM. sh as above and call it in the user-defined group.
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= ORACLE Cloud Cloud Classic es ntation, and Marketplace

Add plan group step

uswestPhoen)v | 5] 2 @ © O

Step name

‘ startNodeManager >

Region

((us East (ashoum) )

_ Run object storage script
© Run local script
 Invoke function

Target instance in oasmp (@ (Change compartment)

oasdfsdr2

Script parameters
(0 tidataidomainsioitin/stariNMsh )

Run as user Optional

oracle )

Error mode

‘ Stop on error

Timeout in seconds

| 3600

Enable step

' Add Step 'Cancel

Terms of Use and Privacy  Cookie Preferences

Copyright ® 2024, Oracle and/or its affiistes. All ights reserved.

While adding the startNM. sh script as a user-defined group, the OAS computes in the secondary region have yet to
be available, so we must select the region value as the primary OClI region. Full Stack DR manages it at runtime to

execute on the OAS computes in the secondary OCl region.

= ORACLE Cloud | Cloud Classic mentation, ce

Add plan group

US West (Phoenix) v/ : JASO) —;_« 0

Group name

Start_NodeManager

© Add after Add before

Group

(Mounl File Systems on Compute Ins'ances)

Add Step

Name ‘ Type Enabled / Disabled

Timeout Error mode

(slartNodeManager Run local script @ Enabled

Stop on error

Showing 1 item

=

Terms of Use and Privacy  Cookie Preferences
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Cloud Classic cumentation, a e US West (Phoenix) v ) []

OCID: ..424ypq Show Copy. Plan type: Switchover
Compartment: oaseceal (root)/oasmp DR protection group: OASFSDR_PG
ACTIVE Created: Sat, May 25, 2024, 22:46:50 UTC Peer DR protection group: OASFSDR_PG
Updated: Sat, May 25, 2024, 23:28:49 UTC Peer region: US East (Ashburn)
Resources Plan groups
- Y
oricromests Name Type Enabled / Disabled Timeout Error mode
> Built-In Prechecks Built-in precheck @ Enabled — —
> Stop_OAS User defined @ Enabled — —
> Stop_NodeManager User defined @ Enabled — — H
> Update Source Load Balancers' Backend Sets Built-in @ Enabled —_ —_
> Unmount File Systems from Compute Instances Built-in @ Enabled — — :
> Stop Compute Instances Built-in @ Enabled — —
> Switchover Volume Groups Built-in @ Enabled — — H
> Switchover File Systems Built-in @ Enabled —_ —_
> Switchover Databases Built-in @ Enabled — — H
> Switchover Autonomous Databases Built-in @ Enabled — — H
> Launch Compute Instances Built-in @ Enabled — —
> Update Destination Load Balancers’ Backend Sets Built-in @ Enabled — —
> Mount File Systems on Compute Instances Built-in @ Enabled — —
> Start_NodeManager User defined @ Enabled — — H
n. EVRIPS ¢ Danlinn I -
Terms of Use and Privacy  Cookie Preferences Copyright © 2024, Oracle andor ts affliates. All ights reserved.

cumentation, a tplace US West (Phoenix) \ | 5]

D4
®
o

Add plan group Help

Group name

KS?art 0AS) \

© Add after Add before

Grou;
‘ Start_NodeManager )

Name l Type ‘ Enabled / Disabled Timeout Error mode

<

No items found.

Showing 0 items

Cancel

Terms of Use and Privacy  Cookie Preferences Copyright © 2024, Oracle and/or its afiliates. All rights reserved.
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yud | Cloudci

Terms of Use and Privacy  Cookie Preferences

mentation, and Marketplace

Add plan group step

US West (Phoenix) v/ ) [5] IO

D
be)

Step name

(startons))

Region

US East (Ashburn]

un objec
un local script
_ Invoke function

Target instance in oasmp () (Change

&asdfsdn )

Script parameters

(1uot/datatdomainsibibitoolsibinistartsh )

Run as user Optional

oracle] )

Error mode

Stop on error

Timeout in seconds

3600

& Enable step

Add Stej Cancel

Copyright ® 2024, Oracle and/or its affiistes. All ights reserved.

While adding the start. sh script as a user-defined group, the OAS computes in the secondary region have yet to be
available, so we need to select the region value as the primary OCl region. Full Stack DR manages it at runtime to

execute on the OAS computes in the secondary OCl region.

Cloud Classic cumentation, and Marketplace US West (Phoenix) v
> Built-In Prechecks Built-in precheck @ Enabled — —
> Stop_OAS User defined @ Enabled — —
> Stop_NodeManager User defined @ Enabled — — H
> Update Source Load Balancers' Backend Sets Built-in @ Enabled —_ —_
> Unmount File Systems from Compute Instances Built-in @ Enabled — — H
> Stop Compute Instances Built-in @ Enabled — —
> Switchover Volume Groups Built-in @ Enabled — — H
> Switchover File Systems Built-in @ Enabled —_ —_
> Switchover Databases Built-in @ Enabled — — H
> Switchover Autonomous Databases Built-in @ Enabled — — H
> Launch Compute Instances Built-in @ Enabled — —
> Update Destination Load Balancers' Backend Sets Built-in @ Enabled — —
> Mount File Systems on Compute Instances Built-in @ Enabled — —
> Start_NodeManager User defined @ Enabled — — H
> Start_OAS User defined @ Enabled — —
> Reverse Volume Groups' Replication Built-in @ Enabled — — H
> Terminate File Systems Built-in @ Disabled — —
> Reverse File Systems' Replication Built-in @ Enabled — —
> Terminate Compute Instances Built-in @ Disabled — —
> Remove Compute Instances from DR Protection Group Built-in @ Enabled — —
> Terminate Volume Groups Built-in @ Disabled —_ —_
> Remove Volume Groups from DR Protection Group Built-in @ Enabled — — H
Terms of Use and Privacy  Cookie Preferences Copyright ® 2024, Oracle and/or ts affiates. All ights reserved.
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Enable the Disabled Groups. If you don’t follow these steps, you may need to do housekeeping for the resource while

falling back.

Run prechecks

Search resources, services, documentation, and Marketplace

Disaster Recovery » DR Protection Groups » DR protection group details > DR plan details
OAS_DR_IAD_2 PHX

Execute DR plan || Rename || Addtags

DR plan information Tags

OCID: ...424ypq Show Copy

Compartment: oaseceal (root)/oasmp
ACTIVE Created: Sat, May 25, 2024, 22:46:50 UTC
Updated: Sat, May 25, 2024, 23:31:22 UTC

Resources Plan groups
Add group [IIFNTEIEIRA
Work requests .

> Built-In Prechecks
> Stop_OAS
> Stop_NodeManager

> Update Source Load Balancers' Backend Sets

v

Unmount File Systems from Compute Instances

> Stop Compute Instances

v

Switchover Volume Groups

v

Switchover File Systems

Switchover Databases

v

Terms of Use and Privacy  Cookie Preferences

Plan type: Switchover

DR protection group: OASFSDR_PG

Peer DR protection group: OASFSDR_PG
Peer region: US East (Ashbumn)

Type

Built-in precheck
User defined
User defined
Built-in

Built-in

Built-in

Built-in

Built-in

Built-in

Enabled / Disabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled

@ Enabled

Timeout Error mode

Copyright © 2024, Oracle and/or its affiliates. Al rights reserved.
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= ORACLE Cloud | Cloud Classic Search reso locumentation, and Marketplace uswestPhoen)v ) (5] 2 @ © O

Run prechecks Help

Are you sure you want to run precheck for plan OAS_DR_IAD_2_PHX?
|| Ignore wamings

Plan execution name Optional
0AS_PreCheck SO )

25 Show advanced options

( Run prechecks [eETE]

Terms of Use and Privacy  Cookie Preferences

Copyright ® 2024, Oracle and/or its affiistes. Al rights reserved.

The precheck should be successful. If it fails, troubleshoot and fix the issues based on the information displayed in
the precheck execution or the logs stored in the object storage bucket.

Once the precheck is successful, create a switchover plan and execute it.

= ORACLE Cloud
Disaster Recovery» DR roups » DR protection group DR pli jon details
OAS_PreCheck_SO
Rename Pause Resume Cancel More actions v
I x DR plan execution information Tags
OCID: . rignaq Show Copy DR protection group: OASFSDR_PG
Compartment: oaseceal (root)oasmp DR plan: OAS_DR_IAD_2_PHX
@ Created: Sun, May 26. 2024, 00:34:34 UTC Plan type: Svitchover precheck
Updated: Sun, May 26, 2024, 00.36:39 UTC Prechecks: Enabled
Started: Sun, May 26, 2024, 00:34:46 UTC Ignore warnings: Disabled
Ended: Sun, May 26, 2024, 00.36:39 UTC Log location: QASFSOR_Bucket
Duration:2m 5 s
Resources Plan execution groups
comia | Gl
Wi teqats) Name Type State Started Ended Duration
+ Builtn Prechecks Builtin prechack Sun, May 26, 2024, 00:35:03 UTC Sun, May 26, 2024, 00:36:17 UTC 1m13s
fsdradw Autonomous Database switchover precheck @ Succeeded Sun, May 26, 2024, 00:35:03 UTC Sun, May 26, 2024, 00:35:18 UTC 15s
oasdfsdr1 Launch compute instance precheck @ Succeeded Sun, May 26, 2024, 00:35:03 UTC Sun, May 26, 2024, 00:35:43 UTC 40s
oasdfsdr2 Launch compute instance precheck @ Succeeded Sun, May 26, 2024, 00:35:03 UTC Sun, May 26, 2024, 00:36:16 UTC 1m13s
oasdfsdr! Remove compute instance precheck @ Succeeded Sun, May 26, 2024, 00:35:03 UTC Sun, May 26, 2024, 00:35:16 UTC 13s
oasdfsdr2 Remove compute instance precheck @ Succeeded Sun, May 26, 2024, 00:35:03 UTC Sun, May 26, 2024, 00:35:16 UTC 12s
e Ao ded S inctancn nenchack - Cunmnndnd Quwn Maw IE_INIA_N0-2ENLITO Suwn Manc IE_INIA_N0-2EAT LITO. 14e M
Note: You can create any Plan like (Failover, Switchover, DRDrill, etc).
Here, create a switchover plan and execute it.
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Search reso documentation, and Marketplace

US West (Phoenix) v

Disaster Recovery» DR Protection Groups» DR protection group details » DR plan details

OAS_DR_IAD_2_PHX

‘ Run prechecks [ ExeculeDRplanD Rename ‘ Add tags

DR plan information Tags

OCID: ...424ypq Show Copy Plan type: Switchover
Compartment: oaseceal (root)/oasmp DR protection group: OASFSDR_PG
ACTIVE Created: Sat, May 25, 2024, 22:46:50 UTC Peer DR protection group: OASFSDR_PG
Updated: Sat, May 25, 2024, 23:31:22 UTC Peer region: US East (Ashburn)
Resources Plan groups
En
ploriiegucsts Name Type Enabled / Disabled Timeout Error mode
> Built-In Prechecks Built-in precheck @ Enabled —_ —_ H
> Stop_OAS User defined @ Enabled — — H
> Stop_NodeManager User defined @ Enabled — — H
> Update Source Load Balancers' Backend Sets Built-in @ Enabled — — H
> Unmount File Systems from Compute Instances Built-in @ Enabled — — H
> Stop Compute Instances Built-in @ Enabled — —
> Switchover Volume Groups Built-in @ Enabled —_ —_
> Switchover File Systems Built-in @ Enabled — — H
Database: Built-in @ Enabled — — H e
Terms of Use and Privacy  Cookie Preferences Copyright © 2024, Oracle and/or ts affiiates. All ights reserved.

Cloud Cla

t (Phoenix) v

Execute DR plan Help

DR plan

Enable prechecks

Ignore warnings

Plan execution name Optional
[ switch_DR I

o .
32 Show advanced options

The DR Plan should be successful.
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Search resources, services, documentation, and Marketplace

US West (Phoenix) v

Disaster Recovery » DR Protection Groups » DR protection group details » DR plan execution details
Switch_DR
Rename || Pause || Resume || Cancel More actions v
I x DR plan execution information Tags
OCID: ...i35ueq Show Copy DR protection group: OASFSDR_PG
Compartment: oaseceal (root)/oasmp DR plan: OAS_DR_IAD_2_PHX
SUCCEEDED Created: Sun, May 26, 2024, 00:42:44 UTC Plan type: Switchover
Updated: Sun, May 26, 2024, 01:44:26 UTC Prechecks: Enabled
Started: Sun, May 26, 2024, 00:42:53 UTC Ignore warnings: Disabled
Ended: Sun, May 26, 2024, 01:44:26 UTC Log location: OASFSDR_Bucket
Duration: Th1m42s
Resources Plan execution groups
Expand all Collapse all
W
VETEEE Name Type State Started Ended Duration
> Built-In Prechecks Built-in precheck @ Succeeded Sun, May 26, 2024, 00:43:16 UTC Sun, May 26, 2024, 00:44:37 UTC Tm20s
> Stop_OAS User defined @ Succeeded Sun, May 26, 2024, 00:44:50 UTC Sun, May 26, 2024, 00:46:34 UTC Tmdds
> Stop_NodeManager User defined @ Succeeded Sun, May 26, 2024, 00:46:51 UTC Sun, May 26, 2024, 00:48:22 UTC 1m30s H
> Update Source Load Balancers’ Backend Sets Built-in @ Succeeded Sun, May 26, 2024, 00:48:22 UTC Sun, May 26, 2024, 00:49:11 UTC 48s {@w
> Unmount File Systems from Compute Instances Builtin @ Succeeded  Sun, May 26, 2024, 00:49:23 UTC Sun, May 26, 2024, 00:50:11 UTC a7s =
> Stop Compute Instances Built-in @ Succeeded Sun, May 26, 2024, 00:50:24 UTC Sun, May 26, 2024, 00:51:13 UTC 49s
S\ uitalauins Malima Ceatina LR PPN O MAeiAE ADAA_DACAACLITA L VINEYSPY V) PRTEON o e
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During the DR Plan Execution, the following are the tasks performed by the
Full Stack DR

User-defined task: Runs the stop OAS services command on the OAS compute instance.

User-defined task: Stops the Node Manager on the managed servers of the OAS cluster compute instances.
Unmounts the volumes and file system from the primary OAS compute instances.

Stops the OAS compute instances in the primary region.

Switchover the ADW from primary to standby instance.

Switchover the DBCS from primary to standby instance.

Using the Volume Group replication, creates the volumes added to the Volume Group.

Using the File System replication creates a File System in the secondary region.

o 0o N o vk~ W N2

Enable the plan group to terminate a compute instance, Volume Group, and File System, Full Stack DR will
delete them in the primary region as they are redundant. By default, Full Stack DR shows them as Disabled;
you can enable them.

10.
1.
12.
13.
14.

Creates the OAS compute instances in the secondary region.

Mounts the volumes and file system in the secondary OAS compute instances.

User-defined: Starts the Node Manager on the managed servers of the OAS cluster compute instances.
User-defined: Starts the OAS services on the admin server of the OAS cluster compute instances.

Removes the Backends from the Backendset of the primary Load Balancer.

ORACLE
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15. Adds the OAS compute instances in the secondary region as backends of the Backendset in the secondary
Load Balancer.

After executing the Full Stack DR DR plan, you need to map the secondary region Load Balancer IP Address to the
required DNS Name in your DNS Domain Management portal, such as GoDaddy.

If you have delegated your DNS domain to the OCI Zone, you can use the scripts with OCI CLI or SDKs to manage the
DNS Name mapping within the OCl Zone.

What happens to the Full Stack DR Protection Group and its DR Plans?

The DR Protection Group is still active, but the DR Plan state will be inactive.

All the members added to the primary region’s DR Protection Group will now be visible in the secondary region’s DR
Protection Group as the members like Volume Group, File System, and Compute instances are moved to the
secondary region.

Now, the secondary region's OAS environment has become the primary.

The DR Protection Group in the primary OCI region, Ashburn, will now include ADW, DBCS, and Load Balancer
without the Backends as members.

Fallback OAS to the primary OCl region

Considering the moved OAS environment in the secondary OClI region, e.g., Phoenix, as the primary OAS
environment, create the DR Switchover Plan in the primary OCl region, i.e., Ashburn, and execute it so that the OAS
and its dependencies move to the primary OCl region.

If you need to fall back your OAS environment to the primary OCl region, you need to create the DR Plan in the DR
Protection Group existing in the primary OCl region and execute it using the same approach that we used to move to
the secondary region.

Summary

You have understood the Full Stack Disaster Recovery feature of OCl and how to use it to orchestrate the disaster
recovery of the OAS compute instances and their dependency resources, such as ADW, DBCS, Load Balancer, Block
Volumes, Boot Volumes, File System, etc. Create the DR Plan type that suits your requirements and perform the DR.

The DR Plan types available in Full Stack DR include Switchover, Failover, and DR drill. The DR Drill is a simulated test
case that tests all the configurations in a DR Plan instead of executing the plan on the OCl resources.
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