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Watch the video
https://otube.oracle.com/media/1 gsembwx
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Why IDCS Group?

 You can create Oracle Identity Cloud Service (IDCS)
groups and map them to Oracle Cloud Infrastructure
ldentity and Access Management identities.
 https://docs.oracle.com/en/cloud/paas/integratio
n-cloud/oracle-integration-oci/creating-idcs-
group.html
 |IDCS groups can also be used to map to Azure groups
providing flexibility in managing users via Azure.




How are IDCS Groups supported in EPM Cloud?

* This article describes:

How to create an IDCS Group?

How to assign Users to an IDCS Group?

How to assign a pre-defined role to an IDCS Group?

How is the user’s indirect role (via IDCS Groups) assignment reflected in EPM
Cloud UI?

 This article describes the above steps to perform from both My
Services and IDCS Console Ul

« Avideo link is also published to perform the above steps
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» Loginto My Services Ul
* Navigate to
» Users - Identity




My Services - How to create an IDCS Group?

ORACLE Cloud Classic

User Management

Identity Console

Users Contacts My Profile

Search Q Sort By  Last Name (Ascending) S B R Add
test1 NewUser test1 NewUser NewUser
1 1 1 3
Email: Email: Email: Email: Email:
om oracle.com com i

oracle.com oracle.com

NewUser NewUser raja Mohamed ElHafiz Frederick N%“h“m?
4 5 a Abubakr ElTahir Chambers

Abubakr ElTahir
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My Services - How to create an IDCS Group?

= ORACLE Cloud Classic 0oOREE . C]]Ck on Add

User Management Identity Console

Users = Groups = Contacts My Profile

All Tenant Users
A group representing all users.

IDCS_Administrators
IDCS Group with Administrator privileges

@6
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My Services - How to create an IDCS Group?

* Enter Group Name and
Description

» Click on Add




My Services - How to assignﬁsder'sto an IDCS
Group?

= ORACLE Cloud Classic

 Select Edit on
“financeGroup”

User Management

Users Groups Contacts My Profile

Add

All Tenant Users
A group representing all users.

financeGroup

Handling Company Finance
Edit

IDCS_Administrators

Remove
IDCS Group with Administrator privileges
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My Services - How to assign users to an IDCS
Group?

= ORACLE Classi

* Click on Users tab
< financeGroup

Details Roles



My Services - How to assign users to an IDCS
Group?

* Click on “Add To Group”

< financeGroup

Details : Users - Roles

=] 0



My Services - How to to an IDCS
Group?

Select Users to assign to

group
Click on Add

Add To Group

The 2 selected users will be added to this group. Consider using the Users list page I
Name User Name

NewUser 1 s @discard .oracle.com

NewUser 2 SR @discard.oracle.com

[ NewuUser3 s @discard oracle.com

[J NewUserd eweenadiscard.oracle.com

[ NewUser 5 s @discard.oracle.com




My Services - How to assign a pre-defined role to
an IDCS Group?

« Click on Roles tab

* Select EPM Cloud Instance
< financeGroup * Select pre-defined role to
R assign to the group.

All Services . Show Both Services and Instances = Add Admin Roles = Add User Rol

@ Identity Cloud

Click here to add roles
ﬁ Enterprise Performance Management
Click here to add roles

Planning_epm

Power User (Power User Role)
Service Administrator (Service Administrator Role)
User (User Role)

Viewer (Viewer Role)



My Services - How to assign a pré—defined role to
an IDCS Group?

= ORACLE Cloud Classic

2 * Pre-defined role added
< financeGroup successfully to group

Sarvice Administrator role added successfully.
Jse ol jive t roup Service Entitlements a

All Services . Show Both Services and Instances

¢ Add Admin Roles  Add User Roles
(\j Identity Cloud
Clici

K here to add roles

(‘j Enterprise Performance Management
Clici

Planning_epm

Click here to add roles
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IDCS Console - How to create an IDCS Group?

ORACLE" identity Cloud Service License Type :: Foundation 7 @ ° Logi n to I DCS CO n SO] e U I

Users US@[‘S User name, first name, last hame or email starts with N -
* avigate 10 Groups
Groups [Jselect Al 4 Add L import L Export v Activate More ¥ E i
./(‘ B
O ( AV | viewer Display Name a viewer Email Ssm@stmuj28.us.oracle.com (V] ) |
N J
o (AT) miep@oracl... Display Name Aaron ThornleyEmail mesewmemsiey @oracle.com (] E
H-\\\
O (AS ) abhijeet_test Display Name Abhijeet Singh Email mem@eesn@gmail.com (v] E
y N
O ( AS ‘ wh@oracl... Display Name Abhijeet Singh Email o js@oracle.com o |
\*/
O (AR ) sasla@oracle.c... Display Name Abhijit Rede  Email W @oracle.com (V) ;|
"
o (AG) .. Display Name Aditi Gangrade Email sesmgewgmmis@oracle.com (] =
N y
N
0O [ AG aditi1 Display Name Aditi Gangrade Email wen e i ® =
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IDCS Console - How to create an IDCS Grdup?

ORACLE' Identity Cloud Service

up

License Type :: Foundation 7 e °
[ select All | < Add Remove A Import .t Export ¥

Click on Add

All Tenant Users

B-
A group representing all users

financeGroup

Handling Company Finance

IDCS_Administrators

IDCS Group with Administrator privileges
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IDCS Console - How to create an IDCS Group?

* Enter Group Name and
Description
* C(Click on Next

Add Group
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IDCS Console - Ho
Group?

o assign users to an IDCS

» Select Users to assign to

group
* C(Click Finish

Add Group

Step 2: Assign Users to Group (Optional)

This step is optional.

[ Select All

Selected: 2  Clear Selection

Page 1 of 1 (1-5 of 5 items) [Il




IDCS Console - How to assign users to an IDCS
Group?

) = Dr\tACl—e Identity Cloud 'Sirvice License Type :: Foundation ? @ ° U Se rS a Ssi g n ed to th e
group successfully

> auditingGroup

. £
& auditingGroup 3 Ramoss/Grofip
Team to audit company finances
Details Usel



IDCS Console - How to assign a pre-defined role
to an IDCS Group?

= QORACLE' Identity Cloud Service License Type :: Foundation 7 @ ° N avi gate 9 O ra CI e CI O u d
Ol'aC|e C|Oud Ser\/|ces Enter a string that begins with the application name or description (= S e rvi Ce S

e e e e * Select EPM Cloud Service
Instance

Planning ®

Oracle Enterprise Performance Management

ml

Planning_epm ®

Oracle Enterprise Performance Management

il

Planning_epm-test ®

&
&
&
&
@

il

PSMApp-cacct-827886426c... &

PSM App for API OAuth support

PSMintegrationsApp-cacct-8... &

App for PSM internal use

SAASPAAS ®

Oracle SAAS PAAS



IDCS Console - How to assign a pre-defined role
to an IDCS Group?

= QORACLE’ Identity Cloud Service License Type :: Foundation 7 @ ° C] i C k O n “Ap p] i Cati O n

Oracle Cloud Services > Planning_epm-test
’ Roles” tab
(a) Planning_epm-test @ Descitvte

Oracle Enterprise Performance Management

Oracle Cloud Services Details Configuration Web Tier Policy Application Roles Groups Users

App Details

Reports

Setinge ; Application ID 2c6¢70d6b529427990f349b3a6b6!
Name PlanningSi-a
Display Name Planning_epm-tes

Description Oracle Enterprise Performance
Management

Application lcon (\b




IDCS Console - How to assi

to an IDCS Group?

ORACLE’ Identity Cloud Service

1

Oracle Cloud Services > Planning_epm-test

@ Planning_epm-test

Oracle Enterprise Performance Management

Applic

Oracle Cloud Services Details Configuration Web Tier Policy Application Roles Groups Users
Search O, [ Select All % Import I, Export v
Power User ®

78 Users Assigned

Power User Role

Service Administrator

Service Administrator Role

Admin Role 73 Users Assigned
User o
User Role “

174 Users Assigned
Viewer ®

36 Users Assigned

1 Groups Assigned

gn a pre-defined role

License Type :: Foundation 7

@

Select “Assign Groups”
against pre-defined role.

@ Deactivate

Assign Users
Revoke Users
Assign Groups
Revoke Groups
Assign Applications

Revoke Applications

ml
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IDCS Console - How to assign a pre-defined role
to an IDCS Group?

« Click OK

Assign Groups

spas Power User

To add the group to the role, select from the list below and click Assign.
Search a [J select All

Selected: 1  Clear Selection
Group Name Description

auditingGroup Team to audit company finances
financeGroup Handling Company Finance

IDCS_Administrators IDCS Group with Administrator privileges

Page 1 of 1 (1-3 of 3 items)
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IDCS Console - How to assign a pre-defined role
CS Group?

= QORACLE Identity Cloud Service License Type :: Foundation 7 @

A | | « Group assigned to Power
O’ra:le Cloud Services > Planning_epm-test U Se r rOI e S u CceSSf ully

@ Planning_epm-test @ Desconate

Oracle Cloud Services Oracle Enterprise Performance Management

Details Configuration Web Tier Policy Application Roles Groups Users

Search O, O SelectAll . import .t Export E

Power User L] @0

Power User Role " lu'

80 Users Assigned 1 Groups Assigned

. - [ @ =
Service Administrator M i =
Service Administrator Role

Admin Role

73 Users Assigned 1 Groups Assigned

User ®

User Role )

174 Users Assigned

Viewer L]

Viawor Rolo Y ]

36 Users Assigned
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EPM Cloud- How are user roles reflected?

® @ === < |ogintoEPM Cloud as
Service Administrator,

o 000 OO0 e
4 . m o * Select Tools

= Workforce Tasks s
epm
+]—|
BE
Activity Recent Favorites
' Rules Approvals Application Tools Academy
Tools:



EPM Cloud- How are user roles retlected?

» Select Access Control
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EPM Cloud- How are user roles reflected?

= ORACLE suomenmmmeiran a o = -+ C(lick on “Role Assignment

2 O 0 06 0O 6 & 06 ¢ Report” tab

Appearance Variables Announcements  Artifact Labels  Access Control  Navigation Flows Daily G i i Glone E ment Audit User Preferences ° Users’ |nd|rect rOIeS Via IDCS

Manage Groups  Manage Users  Managa Application Foks  Role Assignment Report  User Login Report  Usar Group Repor G rou ps S h owh a p p ro p ri ate |y

Users hew N Exporttocsv )

First Name Last Name Email User Login Roles

NNNNN Jawt iscard orac Service Administrator
NewUser 2 Newtest2@discard oracle.com NewUser2 Service Administrator
NNNNN ewte Iscard.oracl NewUser3 'ow

NewUser 4 Newtestd@discard.oracle.com NewUserd Power User



Thank You



