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Why manage security through IDCS Group?

» Customers can maintain all users and groups
centrally in the Identity Management system of
choice and control their EPM access through these
central groups by assigning IDCS Group to

- Pre-Defined Role
- Application Role
- EPM Group

- ACL




How IDCS Group security is managed in EPM
Cloud?

 This article describes:
« How IDCS Groups are available in EPM Ul
How to assign IDCS Group to EPM Group
How to assign application roles to an IDCS Group
How to view Role Assignment Report for an IDCS Group

How to view Role Assignment report for a User who is a member of IDCS
Group

« How to assign ACL to an IDCS Group
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How are IDCS Groups are available in EPM UI

= ORACLE EpM Cloud Planning: Vision

IDCS

Planning Process

The 2023 liscal year planning process will conclude

on Fnday.
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Variables Announcemenls Arlifact Labels Actess Conlrol Navigalion Flows

8s I I3

Conneclions Migration Clone Environment

Login to EPM Cloud as
Service Administrator,
Select “Tools”.

Select “Access Control”.




How are IDCS Groups are available in EPM UI?
(Contd..)

= ORACLE EPMCloud Planning: Vision . O # EE IDCS User v ° Ma nage Groups tab ]ists
O B « |IDCS Group
Access Control lav : i ligrat C Predefined Group
- -y « EPM Group (a.k.a
| Native Group)
Number of EPM Groups: 5 Number of Predefined Groups: 4  Number of IDCS Groups: 4 o
e —— — . * Groups are categorized

Jroups

Create ExporttoCSV @

;‘.',‘. Analyst Used for access assignments for Users EPM {} Wlth “Type" a nd “ | mage"
st ® to differentiate easily.

it GroupSA IDCS o

et Interactive User ‘ Used for access assignments for Power Users EPM o

i NG2 ‘ NG2 Description IDCS ol

wat Power User i Povrer User Role PREDEFINED {3

i Reviewer ‘ Used for access assignments for Viewers EPM 02

Manage Groups Manage Users Manage Application Roles Role Assignment Report User Login Report User Group Report
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How are IDCS Groups are available in EPM UI?

(Contd..)

= ORACLE EPMCloud Planning: Vision ‘ﬁ‘ EE IDCS User v I D CS gro u ps a re

B UE T ™Y W IR LS N AR

9, ' e provided only with
N =N “View” option.

Groups \ Create  Exportto CSV (@

Number of EPM Groups: 5  Number of Predefined Groups: 4  Number of IDCS Groups: 4

Group Name Description Type Actions
e Analyst Used for access assignments for Users EPM 2 {3}77
i s GroupPU ‘ IDCS e

&4 GroupSA IDCS {3}
s Interactive User Used for access assignments for Power Users EPM {3}
o NG2 NG2 Description IDCS o]
Tas Power User Power User Role PREDEFINED {3}
T Reviewer Used for access assignments for Viewers EPM {3}

Manage Groups Manage Users Manage Application Roles Role Assignment Report User Login Report User Group Report
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How are IDCS Gros ér aalin EPM UI?
(Contd..)

* On Viewing IDCS
Group,
« It will list all the
Users assigned to
it.




Edit Group: Analyst

* Name: ‘Analyst

Description: ‘ Used for access assignments for Users.

Groups  Users

Available Groups | Groups

Group Name

Description

Type

GroupPU

IDCS

GroupSA
Interactive User
NG2

Power User
Revievier

Service Administrator

Used for access assign...

NG2 Description

Power User Role

Used for access assign...

Service Administrator ...

IDCS

EPM

IDCS

PREDEFINED

EPM

PREDEFINED

Assigned Groups

Group Name
No records were found.

Description

» IDCS groups can be
assigned as member
of EPM groups similar
to other groups.



How to assign application roles to an IDCS
Group?

« Click on “Manage
Application Roles” tab.

* Click on dropdown and
select “Groups”.

» Click “Search” icon.

= ORACLE EPM Cloud Planning: Vision O # Eg IDCS User v

R TE TG BT T W T | - S

First Name Last Name User Login Actions
w Userl 001@oracle.com o]

i w Robin 0068964 o]
u Stacey 0068982 ol
 Holly 0117896 ol
w Kulwarar 0176261 o
 Kell 0177589 o
& And 0224181 Fol
* fan £

Manage Groups Manage Users Manage Application Roles Role Assignment Report User Login Report User Group Report
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How to assign application roles to an IDCS
Group? (Contd..)

= ORACLE EPM Cloud Planning: Vision - | 7  On SEIeCting GroupS N

B UE T T w . - T X T A A A -

0 ' ] Manage Application
ool NovigtonFiows Comectons  Migstan o Roles tab
— e« It will list both EPM
and IDCS groups.

Groups Search

Number of EPM Groups: 5  Number of IDCS Groups: 4

EVlimup Name Description Type Actions

l it Analyst Used for access assignments for Users EPM fo

I s GroupPU IDCS o
ot GroupSA IDCS fo
it Interactive User Used for access assignments for Power Users EPM {:}
. NG2 NG2 Description IDCS o
it Reviewer Used for access assignments for Viewers EPM {}
o Service_Administrator DCs o
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Manage Groups Manage Users Manage Application Roles Role Assignment Report User Login Report User Group Report
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How to assign application roles to an IDCS
Group? (Contd..)

= ORACLE EPMCIudPlannIg: Vision _ . ) & B8 iocsuserv ° Se]ect IDCS Grou p_
9 0 e Click on “Actions”.
Access Control ~ Navigati WS onnectior Migratios G | o Se]ect “Manage

1
Groups .-,Vﬂ;:; 0 ROIeS =

Number of EPM Groups: 5  Number of IDCS Groups: 4

Group Name Description Type Actions
s Analyst Used for access assignments for Users FPM o3
‘ i GroupPU IDCS Viarege foes

e GroupSA IDCS ‘ Role Assignment Report Y f Actions
it Interactive User Used for access assignments for Power Users EPM ‘ {:}

ok NG2 NG2 Description IDCS 3

i Reviewer Used for access assignments for Viewers EPM {}

im Service_Administrator DCS o3

188 Cteatanic Dlannor 1icad far nmdaatinn How sccionmont - all aranine EDAA »r

Manage Groups Manage Users Manage Application Roles Role Assignment Report User Login Report User Group Report
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How to assign application roles to an IDCS

Group? (Contd..)

Manage Application Roles to Group: GroupPU

Available Application Roles

Assigned Application Roles

Ad Hoc - Read Only User

Ad Hoc - User

Application - Mass Allocate
Approvals - Administer
Approvals - Assign Ownerships
Approvals - Design Process
Approvals - Supervise

Data Integration - Create

Data Integration - Drill Through
Data Integration - Run

Task List - Manage Access
Task Manager - Approver

Task Manager - Artifacts - Manage

Ad Hoc - Create

Select and Move
Application Roles to
assign.

Click OK.
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How to view the Role Assignment report for an
IDCS Group?

O 4 B ncstenv « Select IDCS Group.

B W, O T WY W

A * (Click on “Actions”.
Access Control  Navigat . ; s Clone ° Se]ect “Role
m — Assignment Report”.

Groups Search \ &
Number of EPM ps:5  Number of IDCS Groups: 4
Group Name Description Type Actions
v Analyst Used for access assignments for Users EPM o]
. ims GroupPU | DCS Fr——
i GroupsA Ibcs Role .;;mgnmem Report 1 ‘Q}
s Interactive User Used for access assignments for Power Users EPM I {:1-
o NG2 NG2 Description IDCS fo]
tus Reviewer Used for access assignments for Viewers EPM {3}
s Service_Administrator IDCS ol
2%, Cteatanie Dlannor Licad far naviaatinn flmu accionmant - all araine EDM ru

Manage Groups Manage Users Manage Application Roles Role Assignment Report User Login Report User Group Report



How to view the Role A351gnment report fr an
IDCS Group? (Contd..)

Role Assignment Report ©, | ExporttocsV Close

« |IDCS group’s role
assignment shown
appropriately with,

» Pre-Defined Roles
(in Bold letters)
» Application Roles
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How to view the Role Assignment report for a
User who is a member of IDCS Group?

= ORACLE EPM Cloud Planning: Vision . QO & 55 ipcsuserv O Chck On “ ROIE

LB = - . - Y AT X N N LT [ S 3 B WE O N -w . A

9 W Assignment Report
=N e tab”.

Users idcsuser4 A ExporttoCsvV @)

Number of Users: 1 ° User iS a member Of
First Name Last Name Email User Login Roles IDCS Group “G rOUpPU"

Power User (GroupPU)

ides user4 _ idcsuser 4 Ad Hoc - Create (GroupPU), Application - Mass Allocate (Analyst->GroupPU), Data

Integration - Create

« “GroupPU” assigned
with “Power User”
Predefined role and
few Application Roles.

Manage Groups Manage Users Manage Application Roles Role Assignment Report User Login Report User Group Report

« Users’ indirect roles via
IDCS group are shown

appropriately.



How to assign ACL to an IDCS Group?

Navigator: Default
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Tasks

Dashboards

Infolets

Data

Reports

Rules

Approvals

Appearance
Variables
Announcements
Artifact Labels
Access Control
Navigation Flows
Daily Maintenance

Connections

Integration
Data Load Settings

Data Management

Create and Manage
Action Menus
Alias Tables
Dimensions
Rules
Rules Security

Smart Lists

Select “Navigator”.
Click “Dimensions”



How to assign ACL to an IDCS Group? (Contd..)

= ORACLE EPMCloud Planning: Vision

Dimensions

Djmensions Performance Settings  Evaluation Order

Cube <AllCubes> v Dimension Account v &7 Sot Descendants v {3} Search Name

Actions = View ~ &-o‘x:‘ /x.av
Name
Account

No Account

Statistics
Revenue Driver Assumptions
Revenue
Expense Driver Assumptions
Capital Expenditures
Misc Drivers
LRP Drivers
Project Assumptions

AllA

CF

Cash Flow Hierarchies

Ratios

Misc

PL

Tk E & Hpetach

Assign Access

r

AMlias (Default)

All Accounts
Cash Flow

Data Storage
Never Share
Store

Never Share
Never Share
Dynamic Calc
Never Share
Dynamic Calc
Never Share
Label only
Never Share
Label only
Label only
Label only
Label only
Label only
Never Share

() ® IDCSUserv

Security Custom Attributes

View

View

Select appropriate
dimension.

Click “Assign
Access’.



How to assign ACL to an IDCS Group? (Contd..)

» Select “Groups” tab.
* Click “Add Access”".
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How to a551gn ACL to an IDCS Group'? (Contd )

It lists all the
available groups.
» Select IDCS group.
» Click Add.




What are not supported currently with IDCS
Group in EPM

« epmautomate doesn’t support
« any CRUD operation on IDCS Group.
 assigning/unassigning Pre-Defined role on IDCS Group.
« assigning/unassigning Application role on IDCS Group.
« assigning/unassigning IDCS Group to EPM Group.
« migrating IDCS Group and its members.

» Role Assignment Report Ul doesn’t generate report with all IDCS Groups but can be
generated for selected IDCS Group.
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What are the common behavior of IDCS Groups
feature in EPM?

» |IDCS Groups are created in IDCS (Identity Cloud Service) as similar to Users.
« IDCS Groups are loaded into EPM only if it is assigned to pre-defined role.
« |IDCS Group name restriction is managed by IDCS.
« |IDCS Groups behave the same was a native groups but they are no editable and only
Viewable
« |IDCS Group are ignored in EPM,
 |f an Native group exists with the name of an IDCS group.
« |f an IDCS Groups exists with the name of an Pre-Defined Group.
« If an IDCS Groups exists with the name longer length than 256 characters.
« |IDCS groups will not get imported with LCM Import Users option
« Renaming an IDCS group is functionally equivalent to deleting it and creating a new

one.
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