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Why manage security through IDCS Group?

• Customers can maintain all users and groups 
centrally in the Identity Management system of 
choice and control their EPM access through these 
central groups by assigning IDCS Group to

- Pre-Defined Role
- Application Role
- EPM Group
- ACL



How IDCS Group security is managed in EPM 
Cloud?

• This article describes:
• How IDCS Groups are available in EPM UI
• How to assign IDCS Group to EPM Group
• How to assign application roles to an IDCS Group
• How to view Role Assignment Report for an IDCS Group
• How to view Role Assignment report for a User who is a member of IDCS 

Group
• How to assign ACL to an IDCS Group



How are IDCS Groups are available in EPM UI

• Login to EPM Cloud as 
Service Administrator, 

• Select “Tools”.
• Select “Access Control”.



How are IDCS Groups are available in EPM UI? 
(Contd..)

• Manage Groups tab lists
• IDCS Group
• Predefined Group
• EPM Group (a.k.a

Native Group)
• Groups are categorized 

with “Type” and “Image” 
to differentiate easily.



How are IDCS Groups are available in EPM UI? 
(Contd..)

• IDCS groups are 
provided only with 
“View” option.



How are IDCS Groups are available in EPM UI? 
(Contd..)

• On Viewing IDCS 
Group,
• It will list all the 

Users assigned to 
it.



How to assign IDCS Group to EPM Group?

• IDCS groups can be 
assigned as member 
of EPM groups similar 
to other groups.



How to assign application roles to an IDCS 
Group?

• Click on “Manage 
Application Roles” tab.

• Click on dropdown and 
select “Groups”.

• Click “Search” icon.



How to assign application roles to an IDCS 
Group? (Contd..)

• On selecting Groups in 
Manage Application 
Roles tab
• It will list both EPM 

and IDCS groups.



How to assign application roles to an IDCS 
Group? (Contd..)

• Select IDCS Group.
• Click on “Actions”.
• Select “Manage 

Roles”.



How to assign application roles to an IDCS 
Group? (Contd..)

• Select and Move 
Application Roles to 
assign.

• Click OK.



How to view the Role Assignment report for an 
IDCS Group?

• Select IDCS Group.
• Click on “Actions”.
• Select “Role 

Assignment Report”.



How to view the Role Assignment report for an 
IDCS Group? (Contd..)

• IDCS group’s role 
assignment shown 
appropriately with,
• Pre-Defined Roles 

(in Bold letters)
• Application Roles



How to view the Role Assignment report for a 
User who is a member of IDCS Group?

• Click on “Role 
Assignment Report 
tab”.

• User is a member of 
IDCS Group “GroupPU”

• “GroupPU” assigned 
with “Power User” 
Predefined role and 
few Application Roles.

• Users’ indirect roles via 
IDCS group are shown 
appropriately.



How to assign ACL to an IDCS Group?
• Select “Navigator”.
• Click “Dimensions”.



How to assign ACL to an IDCS Group? (Contd..)
• Select appropriate 

dimension.
• Click “Assign 

Access”.



How to assign ACL to an IDCS Group? (Contd..)
• Select “Groups” tab.
• Click “Add Access”.



How to assign ACL to an IDCS Group? (Contd..)
• It lists all the 

available groups.
• Select IDCS group.
• Click Add.



What are not supported currently with IDCS 
Group in EPM

• epmautomate doesn’t support 
• any CRUD operation on IDCS Group.
• assigning/unassigning Pre-Defined role on IDCS Group.
• assigning/unassigning Application role on IDCS Group.
• assigning/unassigning IDCS Group to EPM Group.
• migrating IDCS Group and its members.

• Role Assignment Report UI doesn’t generate report with all IDCS Groups but can be 
generated for selected IDCS Group.



What are the common behavior of IDCS Groups 
feature in EPM?

• IDCS Groups are created in IDCS (Identity Cloud Service) as similar to Users.
• IDCS Groups are loaded into EPM only if it is assigned to pre-defined role.
• IDCS Group name restriction is managed by IDCS.
• IDCS Groups behave the same was a native groups but they are no editable and only 

Viewable
• IDCS Group are ignored in EPM,

• If an Native group exists with the name of an IDCS group.
• If an IDCS Groups exists with the name of an Pre-Defined Group.
• If an IDCS Groups exists with the name longer length than 256 characters.

• IDCS groups will not get imported with LCM Import Users option
• Renaming an IDCS group is functionally equivalent to deleting it and creating a new 

one.
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