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Purpose Statement

This document provides the instructions necessary to configure the Oracle Autonomous Database in an OCI Private Subnet(as a private end point) and
access it using Bastion service to connect with below Oracle Development Client tools and applications.

Part1

* SQLplus

* SQL Developer

« SQL Developer for VS Code
+ SQLd

Part 2

» Oracle APEX
» ORDS(Oracle REST Database Service)
» Database Actions(Formerly SQL Developer Web)

It is assumed the tools above are used with the latest version available as of May-2024 and you have full access to the OCl console and compartments
and IAM policies is already created.
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Use case

In a best designed OCI architecture all the Production databases are deployed in a Private Subnet with minimal and restricted
access within the VCN network itself. From a production security standpoint, this is a typical setup but it is not easy for the
Developers or Administrators to connect with the database for maintenance or short time development activity.

Such scenarios can be overcome at no cost by a OCl Bastion service, which is a fully managed service providing secured access
to the private OCl resource. Prior to Bastion, a normal access setup would be to use a jumphost at extra cost and that can lead to
a weaker security for mission critical databases.

Now with the fast-growing OCl Autonomous Database which is a fully Oracle managed database service that is integrated with
Generative Al, Analytics, and all types of production workloads built into a single service. The Developer and Administrator must
access the databases for their activity. Oracle provides multiple Database Development tools for such activities. With a secured
Autonomous database let us see how can we connect to the database using Bastion which is a time-bound, ephemeral SSH
session service.

For more details on the OCI bastion service - https://www.oracle.com/security/cloud-security/bastion/




VCN - OCI Virtual Cloud Network
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VCN - OCI Virtual Cloud Network

First let us create a Private Subnet(Private Regional) in a VCN. This means the IP address generated in the subnet will not have any
access outside the subnet or Public network. Let us use a most common Private subnet CIDR 10.0.0.0/24 and create 2 private
subnet as below.

Subnet Name Subnet address Range of addresses Useable IPs Hosts Divide Join
PvtSubnet A 10.0.0.0/25 10.0.0.0- 10.0.0.127 . 126 Divide /25
R R R 10.0.0.126
/24
PvtSubnet B 10.0.0.128/25 10.0.0.128 - 10.0.0.255 OB ) 126 Divide /25

10.0.0.254



VCN Reference Architecture
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Use the “Create VCN” under Networking-> Virtual Cloud networks and ensure to choose the right compartment that has been
provisioned. Enter the Ipv4 CIDR Blocks as 10.0.0.0/24 and click on “Create VCN”

Cloud Classic ‘ Japan East (Tokyo) v [5] _“F 7) S 0
Create a Virtual Cloud Network Help
Name :
| adb-ven-1 ‘

Create In Compartment

IPv4 CIDR Blocks

n You can assign up to 5 IPv4 CIDR blocks to a VCN. There must be at least one IPv4 CIDR block assigned to a VCN. Leamn more.

IPv4 CIDR Blocks

1000024 x ~
IPv4 Example: 10.0.0.0/18
DNS Resolution

& Use DNS hostnames in this VCN
Required for instance hostname assignment if you plan 1o use VCN DNS or a third-party DNS. This choice cannot be changed after the VCN is created. Learn more. [:]

DNS Label
adbveni

Generated from virtual cioud network name if not specified.

DNS Domain Name Read-only

‘ adbven1. oracleven com |

Generated from virtual cloud network name if not specified.

e | G

Copyright € 2024, Oracle and/or its affiliates. All rights reserved.

Terms of Use and Privacy  Coolde Praferences



The page will be redirected to the VCN that is created and verify there are no additional Resources created except the default
Route Tables, Security Lists and DHCP Options.

ACLE Cloud Cloud Classic ‘ Search resources, services, documentation, and Marketplace Japan East (Tokyo) v

Networking » Virtual cloud networks » Virtual Cloud Network Details

adb-ven-1

Move resource Add tags m

VCN Information Tags

compartment: IR OCID: ._csqnka Show Copy
Created: Fri, Apr 26, 2024, 12:57:38 UTC DNS Resolver: adb-ven-1

AVAILABLE IPv4 CIDR Block: 10.0.0.024 Default Route Table: Default Route Table for adb-ven-1
IPv6 Prefix: - DNS Domain Name: adbven1.oracleven.com

Resources Subnets in N o /1partment
suets @

CIDR Blocks/Prefixes (1
" ! Name State 1Pv4 CIDR Block IPv6 Prefixes Subnet Access Created

Route Tables (1) @
No items found f
Internet Gateways (0) -

Showing Oitems ¢ 1of1 )
Dynamic Routing Gateways

Attachments (0)
Network Security Groups (0)
Security Lists (1)

DHCP Options (1)



Click on Create Subnet and create Subnet “PvtSubnetA” with SubnetType = Regional, IPv4 CIDE Block = 10.0.0.0/25 and
Subnet Access = Private Subnet and use defaults for other options

ORACLE Cloud

Terms of Use and Privacy  Coclde Preferences

Cloud Classic

Create Subnet

Name

p
PviSubnetA

Create In Compartment

Subnet Type

Japan East (Tokyo) v [o] [® (@)

Regional (Recommended)

Instances in the subnet can be created in any availability domain in the region.

Availability Domain-specific

Instances in the subnet can only be created in one availability domain in the
Useful for high availability. region.
IPv4 CIDR Block
IPv4 CIDR Block
| 1000025

Specified IP addresses: 10.0.0.0-10.0.0.127 (128 IP addresses)

IPv6 Prefixes

H Maximum amount of 0 IPv6 prefixes per Subnet. IP ranges of the IPv6 prefixes must not overlap. Learn more

Route Table Compartment in | (Chonce compartment)

‘ Defauit Route Table for adb-ven-1

<>

Create Subnet Cancel

Copyright © 2024, Oracle and/or its affifiates. All rights reserved.



Click on Create Subnet

ORACLE ( id c S v a Japan East (Tokyo) v [5]

Create Subnet

Subnet Access -
Private Subnet Public Subnet
Prohibit public IP addresses for Instances in this Subnet v Allow public IP addresses for Instances in this Subnet

DNS Resolution

® Use DNS hostnames in this Subnet
Aliows assignment of DNS hostname when launching an Instance.

DNS Label

| Pvisubneta |

Only letters and numbers, starting with a letter. 15 characters max.

DNS Domain Name Read-only
<dns-label> adbven 1.oracleven.com |

Dhep Options Compartment in | (C':oqe compartment)

‘ Default DHCP Options for adb-ven-1 s |

Security Lists

You can associate up to S network security lists with the subnet.
security List Gompartment in | Cncc compartment)

Default Security List for adb-ven-1

<>
X

+ Ancther Security List ‘

Resource logging

| Enable resource logging lo allow resource tracking, Ir ing. and data insights b

Create Subnet Cancel

Terms of Use and Privacy  Cookde Preferences Copyright © 2024, Oradie and/oe its affiiates. All rights reserved.



Follow the same steps above to create another Private Subnet with CIDR Range as 10.0.0.128/25

Search resources, services, documentation, and Marketplace Japan East (Tokyo) «/

Networking » Virtual cloud networks » Virtual Cloud Network Details » Subnets

adb-ven-1

Move resource Add tags m

VCN Information Tags

compartment: | NG OCID: ._csqnka Show Copy
Created: Fri, Apr 26. 2024, 12:57:38 UTC DNS Resolver: adb-vcn-1

AVAILABLE 1Pv4 CIDR Block: 10.0.0.0/24 Default Route Table: Default Route Table for adb-ven-1
1Pv6 Prefix: - DNS Domain Name: adbven1.oracleven.com

Resources Subnets in | - o 2 tment
Subnets (2)

CIDR Blocks/Prefixes (1)

Name State IPv4 CIDR Block IPv6 Prefixes Subnet Access Created v
Route Tables (1)

PviSubnelB @ Available 10.0.0.128/25 - Private (Regional) Fri, Apr 26, 2024, 13:40:15 UTC
Internet Gateways (0)

PviSubnetA @ Available 10.0.0.0725 - Private (Regional) Fri, Apr 26, 2024, 13:35:58 UTC :

Dynamic Routing Gateways
Attachments (0)

Showing 2items ¢ 1of1 )
Network Security Groups (0)

Security Lists (1)

DHCP Options (1)

Local Peering Gateways (0

NAT Gateways (0) v



Create a Network Security Group to allow common resource access(firewall)

= ORACLE Cloud Search resources, services, documentation, and Marketplace Japan East (Tokyo) v @ [:: @ @ [e]

Create Network Security Group

Help
o Basic Info First, provide basic information about the group. Next, you will add security rules
e Security Rules
Name ()
AllowbastionNSG ]
Create In Compartment
] s
<

35 Show advanced oplions

opyright © 2024 Oracle and/or its affiliaves. Al rights reserved



Create a Security Rule to allow Bastion host to access the Autonomous Database over TCP/1522

Japan East (Tokyo) v

= ORACLE C|Oud Cloud Classic Search resources, services, documentation, and Marketplace

Create Network Security Group Help
© Basicinfo Add Security Rules
@ security Rules Optionally add one or more rules to the network security group. Leam more about security rules

v Rule X

Stateless (D)

Direction Source Type O Source CIDR @

Ingress 5 CIDR - 10.0.0.025

127 (128 IF addresses)

IP Protocol (O Source Port Range Optional (O Destination Port Range Cptional (O
All 1522

<y

TCP

Allows: Allows TCP traffic 1522

Description Optional

AllowBastionToAccessADB

Maximum 255 characters

+ Another

Previous Cancel

Terms of Use and Privacy




Now the NSG will have one Security Rule and later the rules can be added when required.

Cloud Classic Search resources, services, documentation, and Marketplace

Networking » Virtual cloud networks » adb-vcn-1» Network Security Group Details

AllowbastionNSG

Edit Move resource Add tags

Network Security Group Information Tags

OCID: ..gagpra Show Copy compartment: [

Created: Fri, Apr 26, 2024, 14:15:54 UTC

AVAILABLE

Resources Security Rules
These security rules apply to all VNICs in this network security group. You can filter the list by ingress or egress. There can be other security rules that apply to a given VNIC in this group: from any other network security groups the VNIC is

= in, and any security lists associated with the VNIC's subnet. Learn more about security rules.
Security Rules

VNICs Add Rules Edit Remove

Filters Direction @ Source or Destination @ Protocol @ ~ | Details @ Description @
Direction Source Port Range: All
Egress Direction: Ingress Source Type: CIDR
Destination Port Range: 1522 v o .
Ingress Stateless: No Source: 10.0.0.0/25 Tce AllowBastionToAccessADB H

Allow: TCP tra... Show

0 selected Showing 1item < 10of1 >




Autonomous Database
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Autonomous
Database



Create a Autonomous Database with Workload Type as Transaction Processing

Search resources, services, documentation, and Marketplace

Japan East (Tokyo) »~

Create Autonomous Database Help

Provide basic information for the Autonomous Database
Compartment

]

Display name

adb-demo-1

A user-friendly name to heip you easily

Database name
adborcl

The name must contain caly letiers 3nd numbers, s # a letier. Manimum of 3

Choose a workload type

Data Warehouse

Built for decision support and data
warehouse workloads. Fast queries
over large volumes of data

Choose a deployment type

Transaction Processing

Built for transactional workloads. High
concurrency for short-running queries
and transactions.

Serverless

Run Autonomous Database on serveriess architecture

Configure the database

Create Autonomous Database Save as stack Cancel

Praferances

JSON
Built for JSON-centric application de-

velopment. Developer-friendly docu-
ment APIs and native JSON storage

Dedicated infrastructure

APEX

Built for Oracle APEX application de-
velopment. Creation and deployment
of low-code applications, with data-
base included

Run Autonomous Database on Dedicaled Exadata Infrastructure

2024 Oracle andjor its afffiates. Allrights reserved



Choose the database version and ECPU/Storage as per the need.

Search resources, services, documentation, and Marketplace Japan East (Tokyo) v

Create Autonomous Database Help

Configure the database
Always Free @

Show only Always Free configuration options

Choose database version

19¢c v

ECPU count ()

Compute auto scaling

Storage auto scaling

w

Allows system 10 expand up K

E}; Show advanced oplions

Backup retention

Automatic backup retention period in days
60 1 60

@ Automatic backups are managed by Oracle. Backup siorage is billed separately and in addition {o database storage. When a backup ages beyond the backup
retention setting, it is deleted. Leam more

Create Autonomous Database Save as stack Cancel

Copyright 4 Oracle and/or izs affifiates. All right




Enter the Admin passwords and choose the Network access as Private endpoint access only” and VCN as adb-vcn-1, Subnet as
PvtSubnetB and Create Autonomous Database.

= ORACLE Cloud | Cioud Ciassic > Search resources, services, documentation, and Marketplace

Japan East (Tokyo) ~/

Create Autonomous Database

Create administrator credentials (@) §

Usemame Read-only
ADMIN

ADMIN usemame cannot be edited

Password

Confirm password

Choose network access

Access type
Secure access from everywhere Secure access from allowed IPs Private endpoint access only
Allow users with database credentials to access and VCNs Dnly Restrict access to a private endpoint within an OCI
the database from the intemet. VCN

Restrict access to specified IP addresses and
VCNs v

Virtual cloud network in _ {Change compartment)

adb-ven-1

Subnet in NN (Change compartment)
PviSubnetB

25 Show advanced options

Create Aulonomous Database Save as stack Cancel

Terms of Use and Privacy  Coolds Praferances

Copyright € 2024 Oracle and/or its affiliates. All rights reserved.



Now check the Autonomous Database is created with Private endpoint IP under PvtSubnetB and no Public Address assigned.

Search resources, services, documentation, and Marketplace

Overview » Autonomous Database » Autonomous Database details

adb-demo-1 ermmay

Database actions || D f hub | Manage resource allocation | More actions

Autonomous Database information Tool configuration Tags

General information Disaster recovery @

Database name: adborcl Role: Primary

AVAILABLE (D)

type: Data \ Local: Backup-based Upgrade to Autonomous Data Guard Switchover
compartment: [

OCID: ...epjffeq Show Copy

Cross-region: Not enabled

Created: Sat, Apr 27, 2024, 09:34.51 UTC Backup
License type: License included Automatic backup retention period: 60 days Edit

Database version: 19¢ Total backup storage: -

Lifecycle state: Available Check database availability Last i No active ps exist for this database.

Terms of Use and Privacy

Coolée Preferences

Instance type: Paid

Character set: AL32UTF8

National character set: AL16UTF 18

Auto startistop schedule: Disabled Schedule

Mode: Read/write Edit

Resource allocation

ECPU count: 2

Compute auto scaling: Enabled ®
Storage: 1 TB

Storage auto scaling: Disabled ®

Next long-term backup: -

Long-term backup schedule: Schedule

Network

Access type: Virtual cloud network
Virtual cloud network: adb-ven-1
Subnet: PuiSubnetB

Private endpoint IP: 10.0.0.157 Copy,

Private endpoint URL: ..ud.com Show Copy

Network security groups: None Edit

Mutual TLS (mTLS) authentication: Not required Edit

acle and/or its affs

1l rights reserved




Assign the created NSG to the Autonomous Database to follow the security rules created.

Japan East (Tokyo) v/

= ORACLE Cloud | Cloud Classic Search resources, services, documentation, and Marketplace

Update network access configuration

The Autonomous Database belongs to the network security groups (NSGs) you specify. An NSG has a set of security rules that control
allowed types of inbound and outbound traffic. The rules apply only to the resources in the group. Contrast this with a security list,
where rules apply to all the resources in any subnet that uses the list. Learn more about security rules.

Network security groups (NSGs) @
Network security groups in [ N ;o= (Change compartment)

AllowbastionNSG S| X

+ Another network security group

Save Cancel




Click on Database Actions and a pop-up appears with Warning. Copy the Access URL and run in a browser

ORACLE Cloud | Cloud Classic > | Search resources, services, documentation, and Marketplace Japan East (Tokyo)~  [55]

Database actions

in the VCN. Learmn more.

L Database actions uses a private IP address that is only from a running with the virtual cloud
network (VCN) used by the Autonomous Database. Copy and paste the following access URL into a browser running on a

Access URL: ._.eloper Show Copy

It is expected a 404 Error occurs for the Database actions and it confirms the database is not accessible over Internet.

< c 2z hups// = db.-ap-tokyo-1.oraclecioudapps.com/ords/sql-developer

oOoOrRACL e Cloud

Error code: 404

© Not Found

The page you are trying to access does not exist.

request 10 I



Click on Database connection and choose Wallet type as Instance wallet. Enter the wallet password when the prompt appears
and download the wallet.

Japan East (Tokyo) v [55]

Database connection Help

Ci ions to your Aut D are and can be authorized using TLS or mTLS authentication options. TLS authentication is easier to use,
provides better connection latency, and does not require you to download client credentials (wallet) if any of these is true for your connections:

» You are using JDBC Thin Client (version 12.2.0.1 or higher) with JOK 8(u163+) or higher.

« You are using the Python python-oracledb driver.

» You are using ODP.NET version 19.14 (or higher), or 21.5 (or higher).

= You are using an Oracle Call interface based driver with Oracle Client libraries version 19.14 (or higher), or 21.5 (or higher).

Lear more about TLS authentication and how to enable it

Download client credentials (Wallet)

To your client select the wallet type, and click Download wallet. You then enter a password for the wallet. This client credential download enly
ins i ion for mTLS i You do not need a wallet for TLS connections.
Wallet type @
Instance wallet S

 Download wallet || Rotate waliet |

Wallet last rotated: -

Connection strings

Use the following connection strings or TNS names for your connections. See the documentation for details.

TLS

Mutual TLS 4]
TNS name @ Connection string @

| 1 |
adborcl_high £ ity=(ssl_server_dn_maich=no))) Show Copy

L i
adborcl_low rity=(ssl_server_dn_malch=no))) Show Copy

Close

Terms of Use and Privacy  Coolkde Preferances
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Bastion Service



Create a Bastion service by choosing the Target Subnet as PvtSubnetA. CIDR block allowlist is the list of Client IP address where
the bastion service will be accessed. Typically this is a On-Premise client machine PC IP or CIDR.

To allow any PC to access the bastion service 0.0.0.0/0 is used in this demo.

JapanEast(Tokyo)v [G] [t @) @ O
Create bastion Help

Bastion name

adbdemobastion

Configure networking
Target virtual cloud network in N O (Change compartment)

I adb-ven-1

<

Targetsutet n I (Chnos corspariment]

| Putsubneta -

() Enable FQDN Support and SOCKSS (D

CIDR block aliowlist

[ 00000 x | <

Example: 71.0.0.0/24 The IP addresses or address ranges that you want to allow 1o connect to target resources through SSH connections created through sessions hosted by this bastion

25 Show advanced options

Create bastion Save as stack Cancel

Terms of Use and Privacy  Cookie Praferences Copyright © 2024 Oracle and/or its affiiates. All rights reserved.




To create a SSH session click on “Create session” in the bastion that is created, enter the following details and Create session.
Choose the Session type - SSH port forwarding session.

Update the Session name

Choose the Connect to the target host — IP address

IP address — Enter the IP address of the Autonomous Database machine.

Port-1522

Choose to Generate SSH key pair or if already key exists Choose SSH key file

| Cloud Classic Se: ace Japan East (Tokyo) v [55] 20 @ 0
Create session Help

Bastion name
adbdemobastion

Session type (D
SS5H port forwarding session - ‘
Session name

sshifor1522 ‘

Connect to the target host by using:
© IP address Instance name

IP address
10.0.0.157 \

Add SSH key

Select SSH key options:
© Choose SSH key file Paste SSH key Generate SSH key pair

SSHkey
<t> Drop file here. Or browse
SSH public key ( pub) fies cnly
| keybastion22.pub x | @
_f]/sas
2% Show advanced options -

Create session Cancel

Terms of Use and Privacy  Cookie Preferances
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A new SSH session will be create for 3 hours and the state should be Active. Click on the Kebab menu (3 vertical dots) right corner
of the SSH session to show options and click on “View SSH command”.

st (Tokyo) ~ [o3] [%®

Search resources, services, documentation, and Marketplace

Security > Bastion » adbdemobastion

adbdemobastion

Edit Add tags Move resource Delete bastion
Bastion information Tags
OCID: _wwueukayiq Show Copy CIDR block allowlist: 0.0.0.0/0
Created: Sat 27 Apr 2024 102848 UTC compartment: [
ACTIVE Target virtual cloud network: adb-ven-1 Private endpoint IP address: 10 0.0 27

Target subnet: PviSubneta Bastion type: Standard

Maximum session time-to-live (TTL): 3 hours, 00 minutes FQDN support: Disabied

SOCKSS support: Disabled

Resources Sessions
Metrics
Name Session type Target resource Target port Usermname State Session TTL Started
State sshifor1522 Port forwarding 10.0.0.157 1522 @ Active 3 hours, 00 minutes Sat Apr 27, 2024, 13:13.38 UTC

Showing 1itlem & 1of1 >

State
Any state -~ @

=
P
=)

View SSH command

SSH command Resd-only
ssh -i <privateKey> -N -L <localPort> 10.0.0.157:1522 -p 22 ocid 1 bastionsession oc1.ap-tokyo-
N - <> 25 0+ oci orsclecioud com | G201

When you use this command to establish an SSH connection to the target host, replace the placeholder text appropriately. For
managed SSH sessions, replace the placeholder with the path to the private key (from the SSH key pair used to create the session).
For SSH port forwarding sessions, replace the placeholders with the path to the private key and the local port on the machine from
which you plan te run the SSH commands, respectively.




ADB Connection with SQLplus



Before we make a database connection using the wallet, take a backup of the Autonomous Database wallet. Make the changes as
below in the tnsnames.ora file. The actual host name of the Autonomous Database is replaced with localhost.

For this demonstration purpose, low service type connect string is used.

From

adborcl_low = (description=
(retry_count=20)(retry_delay=3)(address=(protocol=tcps)(port=1522)(host=XXXXXXXX.adb.ap-tokyo-
1.oraclecloud.com))(connect_data=(service_name=XXXXXXX_adborcl_low.adb.oraclecloud.com))(security=(ssl_s
erver_dn_match=no)))

To

adborcl_low = (description=
(retry_count=20)(retry_delay=3)(address=(protocol=tcps)(port=1522)(host=localhost))(connect_data=(service_na
me= XXXXXXX _adborcl_low.adb.oraclecloud.com))(security=(ssl_server_dn_match=no)))



By default the SSH command available from the OCI bastion is below

ssh -i <privateKey> -N -L <localPort>:10.0.0.157:1522 -p 22 ocidl.bastionsession.ocl.ap-tokyo-
TXXXXXXXXXX @host.bastion.ap-tokyo-1.oci.oraclecloud.com

Replace the values to match the local machine details and capture addition details —v for debugging.

ssh -0 ConnectTimeout=7200 -i <privateKey> -v -N -L 1522:10.0.0.157:1522 -p 22 ocidl.bastionsession.ocl.ap-
tokyo-T.XXXXXXXXX@host.bastion.ap-tokyo-1.oci.oraclecloud.com

Running the above command should be forwarding the session to localhost with port 1522.

Hebugl: Authentication succeeded (publickey).

Authenticated to host.bastion.ap-tokyo-1l.oci.oraclecloud.com ([ ] =22)
Local connections to LOCALHOST:1522 forwarded to remote address 10.0.0.157:1522
Local forwarding listening on ::1 port 1522.
channel ©: new [port listener]

Local forwarding listening on 127.0.0.1 port 1522.
1: channel 1: new [port listener]
Entering interactive session.
: pledge: filesystem full




Run SQLplus with TNS_ADMIN pointing to the Autonomous Database wallet.
C:\Windows\System32>set TNS_ADMIN=XXXXXXXXXXX\Wallet_adborcl
C:\Windows\System32>sqlplus admin@adborcl_low

SQL*Plus: Release 21.0.0.0.0 - Production on Mon May 6 19:55:22 2024 Version 21.3.0.0.0
Copyright (c) 1982, 2021, Oracle. All rights reserved.

Enter password:

Last Successful login time: Mon May 06 2024 19:46:16 +05:30

Connected to:

Oracle Database 19c¢ Enterprise Edition Release 19.0.0.0.0 - Production

Version 19.23.0.1.0

sQL>
C:\Windows\System32>set TNS_ADMIN= \Wallet_adborcl

C:\Windows\System32>sqlplus admin@adborcl_low

SQL*Plus: Release 21.8.0.0.0 - Production on Mon May 6 19:55:22 2024
ersion 21.3.0.0.0

Copyright (c) 1982, 2021, Oracle. All rights reserved.

Enter password:
Last Successful login time: Mon May 06 2024 19:46:16 +05:30

Connected to:
Oracle Database 19c Enterprise Edition Release 19.0.0.0.9 - Production
ersion 19.23.90.1.0




ADB Connection with SQL Developer



Download the latest SQL Developer, create a new connection with the below details and click “Test” to check the connection.

Connection Name: admin@oci

Authentication Type: Default

Username: admin

Password:

Connection Type: Cloud Wallet

Under Details - Configuration File >Update the modified Autonomous database wallet filename with full path.
Service - ADB service name

B Oracle SQL Developer == 2] X

'Ff' LR ¢ m% || 5B New / Select Database Connection x Version: 23.1.1.345.2114 I
3 orade Connections . ) o -
= Database Schema Service Connections (Connection Name | Connection Detais | | Name [admin@od ] B3 color

Database Type

Username [admin | Role n Tutorials Demos Training

Passnord  sessessesses | [[]savePassword

Reports. | = 1
T Al Reports Update Wallet file name with full path
& @ e vew s Contpeatonrie proe..
& (2 Data Modeler Reports Service [adbord_low -

I:E-ﬁmu‘rmkwk
@ (& User Defined Reports

Team Blogs and Magazine Articles

. Oracle Live SQL - Learn and share SQL, for free.



Connect to the database and check the ADB services available to confirm the Autonomous database connection.

B Oracle SQL Developer : admin@oci

-

Connections < = el & adnngoo
+-RWTHD PEB-BA BRQA &od N
G [ admin@od T

select value from v§parameter where name = 'pdb lockdown';

Reports = .

@ All Reports dbwm x|

& (& Analytic View Reports A & @) G 0L | AlRows Fetched: 4in 0. 166 seconds

@ (@ Data Dictionary Reports 7 nave

@ & Data Modeler Reports 1 ;4
N .2 OR

&3 OLAP Reports AAe

@ (@ TimesTen Reports 2 [N ;. 0EORCL_high.adb.oraclecloud.com
3 IS ADEORCL_low.adb.oraclecloud.com

@ (& User Defined Reports
4 I 70B0RCL_medium.adb.oraclecloud.com

-

| Line 3 Column 45 | Insert | Modified | Windows: U




ADB Connection with SQL Developer for VS Code



In this demonstration it is assumed, the VS code is installed and SQL Developer plugin in already configured. Click on “Create
Connection”

File Edit Selection View Go Run Terminal Help

D E J Welcome X
v CONNECTIONS
No database connections found.

In order to use Oracle SQL Developer

Sl o Visual Studio Code

Create Connection Editing evolved

fer to the

information about datal Start Walkthroughs

X" Get tarted with VS Code

ze your editor, learn the basi

Learn the Fundamentals

\~ SQL SNIPPETS Get started with Oracle SQL Developer Extension f... Updated
> Aggregate Functions Recent
Analytic Functions You have no recent folders, Get started with Oracle SQL Developer Extension f... Updated
Character Functions
Conversion Functions
Date Formats
Date/Time Functions

Number Formats

> SQL Developer Tips
v/ Show wi

X ®oA0 @Wo




Create a new connection with the below details and click “Test” to check the connection.
Connection Name: admin@ociADB
Authentication Type: Default
Username: Admin
Password:
Connection Type: Cloud Wallet
Under Details > Configuration File > Update the modified Autonomous database wallet filename with full path.
Service — ADB service name
File Edit Selection View Go Run Terminal Help <«
) ] New connection: admin@ociADB X
~ CONNECTIONS o=
Create Connection admin@ociAl
No data e connectiol
Connection Name
In order to use Oracle SQL Developer

reate a

Authentication Type Role

fault
further
] Username

admin

Connection Type
Cloud Wallet
Details

SQL SNIPPETS Configuration File

e Functions Choose File ADBORCL_LOW

Cancel Test
Convers
Date Formats
Time Functions

Number Forma

Techniques

Test passed for conne

Sour acle SQL Developer Extension for V! Cancel




Save the connection and connect to the database. Run the SQL to check the connection with the Autonomous database

File Edit Selection View Go Run Terminal Help L O Search

[ select name from cdb_services order by n Untitled-1 @

v CONNECTIONS I cdb_services or 5

dmin@ociA.. W U [ 67 &£

QUERY RESULT
All rows fetched: 4 in 0.215 seconds

 SQL SNIPPETS NAME

> Aggregate Functions

| ADBORCL_high.adb.oraclecloud.com
version Functions CL_low.adb.oraclecloud.com
Formats
UADBORCL_medium.adb.oracleclod¥.com
2/Time Functions

> Number Forma

2 Numeric Fun

ive Analytics
Pseudocolum
Flashback
SQL Developer Tips

X ®oAo %o

Ln 1, Col 45 (44 selected)

Spaces: 4

UTF-8 CRLF PL/SQL % © admin@odADB [




ADB Connection with SQLcl



Download and install the latest SQLcl version. Test the connection type of wallet using set cloudconfig command

Microsoft Windows [Version 10.0.22631.3447]
(c) Microsoft Corporation. All rights reserved.

C:\Users \<username>> set JAVA_HOME=D:\Soft\Java\jdk-11.015_windows-x64_bin\jdk-11.0.15
C:\Users \<username>> set PATH=%JAVA_HOME%\bin

C:\Users \<username>> cd D:\Soft\Sqlcl\sqlcl-24.1.0.087.0929\sqlcl\bin
C:\Users\<username>>d:

D:\Soft\Sqlcl\sqlcl-241.0.087.0929\sqlcl\bin>sql /nolog

SQLcl: Release 24.1 Production on Fri May 10 20:09:512024

Copyright (c) 1982, 2024, Oracle. All rights reserved.

SQL> set cloudconfig <Update full wallet PATH here>\Wallet_adborcl.zip

SQL> connect admin@adborcl_low
Password? (**********?) %k 3k %k 5k %k ok Kk Sk Kk kK

Connected.
SQL> select name from cdb_services order by name;

NAME

XXXXKXXXXXXXXXXX_ADBORCL

XXXXKXXXXXXKXXXXX _ADBORCL _high.adb.oraclecloud.com
XXXXKKXXXXXXXXXX _ADBORCL _low.adb.oraclecloud.com
XXXXXXXXXXXXXXXX _ADBORCL_medium.adb.oraclecloud.com



1 CAWINDOWS\system32\cmd. X + v

Microsoft Windows [Version 10.0.22631.3447]
(c) Microsoft Corporation. All rights reserved.

:\Users\ >set JAVA_HOME=D:\ \jdk-11.0.15_windows—x64_bin\jdk-11.0.15

:\Users\ . set PATH=%JAVA_HOME%\bin

:\Users\ »cd D:\ \Sqlcl\sqlcl—-24.1.0.087.0929\sqlcl\bin

:\Users\ >d :

:\ \Sqlcl\sqlcl-24.1.0.087.0929\sqlcl\bin>sql /nolog

SQLcl: Release 24.1 Production on Fri May 10 20:09:51 2024

Copyright (c) 1982, 2024, Oracle. All rights reserved.

SQL> set lo config D:\ _ A\Wallet_adborcl.zip
SQL> c t 1in@adborcl_low

Password? (Fxxxxkxkkkkx?) *kkhkkkAkkkkkk

Connected.

SQL> select name from cdb_services

_ADBORCL

i_ADBORCL _high.adb.oraclecloud.com
_ADBORCL _low.adb.oraclecloud.com
i_ADBORCL _medium. adb.oraclecloud.com
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