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https://github.com/malderete
https://www.linkedin.com/in/alderetemartin
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Databases at  Booking .com

MySQL is our main relational datastore

Single primary for WRITEs, tens or hundreds of replicas for READs
Always deploy across multiple regions ( > 2) 
In general, choose availability over consistency 1 

Multi-cloud

Our fleet spans across different 
platforms:

● Bare-Metal (ServerDB)
● Private Cloud (Openstack)
● Public Cloud (AWS)

○ Self-managed (EC2)
○ Managed (RDS)

Multi-tier Replication

MySQL 
clusters
> 250

MySQL servers

> 10K

ServicesQPS

100M+

Ownership

We support two replication 
mechanisms:

● Semi-sync Replication
● Synchronous (Group) 

Replication
 

We do not own database schemas
We do not own table contents
We do own database infra and tooling

1. https://en.wikipedia.org/wiki/CAP_theorem / https://en.wikipedia.org/wiki/PACELC_theorem 

Transactions, Fintech, 
Payments, Frontend, 
Customer Support

https://en.wikipedia.org/wiki/CAP_theorem
https://en.wikipedia.org/wiki/PACELC_theorem
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1. Anatomy of a MySQL’s plugin

2. Runtime environment

3. The Hot-path

4. Concurrency

5. Observability

6. Demo

7. Takeaways

Agenda
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Runs inside MySQL 🔥
Load once
Called N times

Anatomy of a MySQL audit plugin

init()
deinit()
notify()
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Anatomy of a MySQL audit plugin (code)
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Where does the plugin run?

Synchronously on the query path!
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The Hot Path! 🔥

notify() executes on every audit event ♻
If the plugin is slow MySQL becomes slow ⏳
If the plugin crashes MySQL crashes 🔥
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The Hot Path patterns! ⚡

notify()  MUST BE lightweight and non-blocking

● Defensive programming ✔
● Early returns ✔
● Stack allocations (minimize malloc) ✔
● Async / fire & forget / non-blocking ✔ 
● Minimize lock ✔
● Offload work ✔

Each microsecond counts! ⏳
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Concurrency Reality 🤯

Multiple threads can call notify() simultaneously — plugin 
MUST handle concurrency safely!

��
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● Read-only globals
● Atomics operations
● Avoid locking inside hot path
● Prefer lock-free data structures
● Async offload for heavy tasks

Concurrency without Pain ✅
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MySQL plugins expose almost no visibility by default

● No metrics
● No errors

Observability matters! 👀 
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SHOW GLOBAL LIKE ‘my_plugin_%’;

● Global status variables

○ Simple Counters

○ Cheap to increment / non-blocking 

○ Cheap to expose

○ No Push / No network

What can a plugin expose? 👀 
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Going to production!

Pull-based metrics flow for safe observability
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Demo time! 🎬

Let’s go LIVE🤞
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Demo setup! 🧰🎬
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When plugins go wrong 💥

My log!

My code!

A NULL pointer in an audit plugin can crash MySQL
https://bugs.mysql.com/bug.php?id=113992

https://bugs.mysql.com/bug.php?id=113992
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Audit plugins run in the hot path
Treat notify() as production-critical code: fast, non-blocking, 
and predictable.

Plugins are multi-threaded by nature
Even if they look simple, every MySQL connection can call your 
plugin concurrently.

Observability must be designed in
Without status variables, you are flying blind in production.

Safety beats perfection
Prefer dropping data over blocking queries or crashing MySQL.

“A good audit plugin should be 
invisible – until you need it.”
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Questions
?



martin.alderete@booking.com

Thank you!

https://jobs.booking.com/booking/jobs 

mailto:martin.alderete@booking.com
https://jobs.booking.com/booking/jobs
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Demo code
● mysql_belgium_days_2026 

MySQL source
● sql/sql_plugin.cc 
● sql/sql_audit.cc
● include/mysql/plugin_audit.h

Talks from Booking
● Reliable Operations and Rapid Development with 

MySQL
● Running MySQL on Three Different Platforms
● Sailing the Database Seas: Applying SRE Scale
● and more…

Links

https://github.com/malderete/mysql_belgium_days_2026
https://github.com/mysql/mysql-server/blob/trunk/sql/sql_plugin.cc
https://github.com/mysql/mysql-server/blob/trunk/sql/sql_audit.cc
https://github.com/mysql/mysql-server/blob/trunk/include/mysql/plugin_audit.h
https://www.youtube.com/watch?v=kBDL9B-HyEw
https://www.youtube.com/watch?v=kBDL9B-HyEw
https://www.youtube.com/watch?v=_vgar66kuNI
https://www.youtube.com/watch?v=JtK-WiEE1R4

