Accessing private resources with Oracle Digital Assistant.

With the introduction of Oracle Digital Assistant release 23.04 it is now possible for a Digital
Assistant instance to access resources which are not publicly accessible from the Internet.
Such resources can be located in an Oracle Cloud Infrastructure Virtual Cloud Network (VCN)
or running in an on-premise environment or within other data centers.

Like other public services running in Oracle Cloud Infrastructure, Oracle Digital Assistant now
supports the private endpoint feature. At this moment Digital Assistant provides outbound
connectivity to private resources. However, unlike other services supporting the private endpoint
feature, exposing a Digital Assistant instance itself as the private resource in a VCN for inbound
calls is not yet supported.

About ODA Private Endpoints

An ODA private endpoint is a private resource provisioned within your VCN and represents the
Oracle Digital Assistant in this VCN. The Digital Assistant service sets up the private endpoint
in a subnet of your choice within the VCN.

You can think of the private endpoint as just another VNIC in your VCN.

You can control the access to it like you would for any other VNIC: by using security rules.
However, the service sets up this VNIC and maintains its availability on your behalf. You only
need to maintain the subnet and the security rules.

ODA Private Endpoint also supports specifying Network Security Groups when creating private
endpoint.

Currently the Digital Assistant service supports private endpoint access to on-premises databases
or databases running in an Oracle Cloud Infrastructure VCN when you use SQL Dialog skills.
You can also use a private endpoint to connect to REST services running on-premises or within
Oracle Cloud Infrastructure VCN using built-in Call REST Service component.

You can create an ODA Private Endpoint, associate it to one or multiple ODA instances and
create scan proxies by means of any of the following:

- OCI Console

- One of the available OCI SDKs - there are SDKs for Java, Python, and a few other languages
- OCI CLI (Command Line Interface)

- Terraform using OCI Provider

Creating an ODA Private Endpoint using OCI Console


https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/privateaccess.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingVNICs.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/securityrules.htm#Security_Rules
https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/networksecuritygroups.htm#Network_Security_Groups
https://docs.oracle.com/en/cloud/paas/digital-assistant/use-chatbot/sql-dialog-skills.html#GUID-F55056E1-A618-451D-B7C3-79012EDF61DC
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To create an ODA private endpoint, open the hamburger menu, select Analytics & Al then

select Digital Assistant under Al Services.
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httns:/lconsole us-nhoenix-1.oraclecloud com/diaital-assistant/oda-instances

Once the Digital Assistant Instances page is opened, click “Private endpoints” and select “Create
private endpoint™:
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Create private endpoint

Private endpoints enable access to databases and REST resources that are hosted in a cloud or an on-premise private network. A private endpoint can be us
databases and can be used by multiple Digital Assistant instances.

Create in compartment

pe-db

odadevtest (root)/pe-db
Name

Description Optional

Configuration

Choose a VCN in pe-db  (Change compartment)

‘ No data available

Subnet in pe-db  (Change compartment)
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In the opened dialog you will need to select the compartment in which the ODA private endpoint
should be managed, the virtual cloud network (VCN) and subnet in which the private endpoint
should be created and the name of the private endpoint. Optionally you can specify the
description, network security groups and tags.

Once the ODA private endpoint is created, you can view its details.



US West (Phoenix)

Cloud Classic earch resources, services, documentation, and Marketplace

Private endpoints » Private endpoint details » Associated services
dlipin_pe_test

pe_description

Edit Move resource Add tags

Private endpoint information Tags
A General information Configuration
OCID: ...zt237bktecbfkj7p2fda Show Copy Virtual cloud network: pe-vcn
Compartment: pe-network Subnet: pe-host-sn-2
Created: Fri, Jun 16, 2023, 06:00:13 UTC Network security groups: test1 Edit
Updated: Fri, Jun 16, 2023, 06:17:05 UTC
Resources Associated ODA Instances

Digital assistant instances Associate ODA instance

SCAN proxies Instance State

Work requests
No items found.

Terms of Use and Privacy  Cookie Preferences Copyright ® 2023, Orac

In order to enable an ODA private endpoint to be used in Digital Assistant, you’ll need to
associate this private endpoint with the Digital Assistant instance by clicking the “Associate
ODA instance” button:
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SCAN Proxies
If you plan to use SQL Dialogs Skills to connect to a RAC-enabled database using the private
endpoint, you will need to configure a SCAN proxy for this database pointing to the database
SCAN Listener.

Open the created private endpoint, click on “SCAN proxies” in the left panel under the
Resources section and then click “Add SCAN proxy” and provide the required details.
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Terms of Use and Privacy ~ Cookie Preferences

When creating a new SCAN proxy, you can either select the FQDN type, if you have the DNS
name of SCAN Listener configured for your RAC-enabled database, or the IP type, if you have
the list of IPs for your SCAN Listener. If your SCAN listener has an associated DNS name, then
it is recommended to use the FQDN type when creating the SCAN Proxy and later when you are
registering the data service in Digital Assistant; otherwise, you can register IP addresses in the
SCAN proxy and use those addresses when configuring the data service.

Copyright ® 2023, Oracle



If you use Oracle Base Database provisioned in Oracle Cloud Infrastructure, you can find the
FQDN name and port in the OCI Console Ul by searching for the “SCAN DNS name” value.
You would need to specify this value as the Hostname while creating the SCAN proxy and, later
on, the data service in Digital Assistant.

Search resources, services, documentation, and Marketplace US West (Phoenix) v

Overview » Oracle Base Database » DB Systems » DB System Details
PEDBSystem2

Scale storage up Change shape Clone Add SSH keys More actions v

DB system information Tags

General information Network

Lifecycle state: Available VCN: pe-ven

AVAILABLE

Availability domain: aleO:PHX-AD-1 Client subnet: pe-db-sn

OCID: ...n5umjg Show Copy. Cluster Name: pedbcluster

Shape: VM.Standard.E4.Flex

CPU core count: 4 Hostname prefix: pedbhost2

Created: Wed, Jun 8, 2022, 06:28:10 UTC Host domain name: pedbsn.pevcn.oracleven.com u Copy.

Time zone: UTC @ | SCAN DNS name: pedbhost2-scan.pedbsn.pevcn.oracleven.com IH\de Copy.

Compartment: odadevtest (root)/pe-db | SCAN IP address: 10.0.0.92, 10.0.0.89, 10.0.0.87 |

Oracle Database software edition: Enterprise Edition Extreme Performance Network security groups: None Edit
Storage management software: Oracle Grid Infrastructure

Available data storage: 256 GB

Recovery area storage: 256 GB

Total storage size: 912 GB

Theoretical max IOPS: 15.36K

IOPS limiting factor: Storage

License type: License included

Node maintenance reboot: Nothing Scheduled

Diagnostics collection: Disabled Edit

Version

DB system version: 19.15.0.0.0

Latest patch available: 19.19.0.0.0 View
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Connecting to an ATP/ADW instance on shared infrastructure does not require a SCAN proxy to
be created. It is also not required when you connect to a single-node database which does not
have a SCAN listener.



Search for ODA Private Endpoints

You can always search for ODA private endpoints using the OCI console’s search. Currently you
can search by OCID, name, description, OCIDs of network security groups, OCID of subnet,
SCAN proxy OCID, SCAN proxy FQDN/IP Addresses and Port, tag names and values.
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If you click “View All” in that search box, you’ll be able see the details about all search results:
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Identifying ODA Private Endpoint details

An ODA private endpoint is represented as a VNIC with private IPs in the subnet where you
create it.



To create an ODA private endpoint, you need at least 3 available IPs in the subnet that you
selected. If less than 3 IPs are available, then your provisioning will fail.

To find out how many private IPs are already used in the subnet, you can run the following
command using the CLI (assuming you have the OCI CLI and the jq tool already installed):
oci network private-ip list --subnet-id ocid1.subnet.oc1.phx.xxx --all | jq '.data | length'

To find out what is the configured the CIDR range for the subnet, you can run the following
command using the CLI (or you can also find this information in OCI Console):
oci network subnet get --subnet-id ocid1.subnet.oc1.phx.aaabbbcc | jq -r '.data."cidr-block™

Once you have identified the CIDR range, you can find out how many IP addresses are in this
range. For reference, here is a CIDR calculator: http://www.ipaddressguide.com/cidr

The total number of used private IPs plus 3 should be less than the total number of IPs in the
CIDR range.

If you have less than 3 IPs available in the existing subnet, then the solution is either to set up a
new subnet, or to expand the CIDR range for the existing subnet (make sure there’s no
intersection with other subnets in the same VCN) or remove unused resources consuming private
IPs in that subnet.

Once the ODA private endpoint is created, it will consume 3 IP addresses in your subnet. You
might need those IPs to set up narrow security lists. How can you find out those addresses?

Currently IPs consumed by ODA private endpoint are not returned in its metadata, but you can
figure them out if you run the following command:
oci network private-ip --subnet-id <subnet-ocid> --all

For each private endpoint there would be 3 private IPs in the output of that command (maybe
among other IPs not related to the ODA private endpoint). They will be created very close in
time — usually within a few minutes of each other.

Here’s an example of this command output:

"availability-domain": "aleO:PHX-AD-2",
"compartment-id": "ocid1.compartment.oc1..aaabbbcec",
"defined-tags": {},

"display-name": "test oda pe",

"freeform-tags": {},

"hostname-label": "test_oda_pe",

"id": "ocid1.privateip.ocl.phx.abcabcabc",
"ip-address": "10.0.0.44",

"is-primary": true,

"subnet-id": "ocid1.subnet.oc1.phx.aabbcc",
"time-created": "2023-04-20T21:31:51.126000+00:00",
"vlan-id": null,


http://www.ipaddressguide.com/cidr

"vnic-id": "ocidl.vnic.ocl.phx.aaaaaaaaa"
})
{
"availability-domain": null,
"compartment-id": "ocidl.compartment.ocl.. aaabbbcce ",
"defined-tags": {
"Oracle-Tags": {
"CreatedBy": "rce",
"CreatedOn": "2023-04-20T21:32:46.073Z"
}
)
"display-name": "RCE_PE_SEC _IP",
"freeform-tags": {},
"hostname-label": null,
"id": "ocid1.privateip.ocl.phx.bcabcabea",
"ip-address": "10.0.0.57",
"is-primary": false,
"subnet-id": "ocid1.subnet.oc1.phx.aabbcc",
"time-created": "2023-04-20T21:32:46.113000+00:00",
"vlan-id": null,
"vnic-id": "ocid1.vnic.ocl.phx.aaaaaaaaa"
}’
{
"availability-domain": null,
"compartment-id": "ocid1.compartment.ocl.. aaabbbceex",
"defined-tags": {},
"display-name": "ReverseConnectionlp",
"freeform-tags": {},
"hostname-label": null,
"id": "ocid1.privateip.ocl.phx.cbacbacba",
"ip-address": "10.0.0.58",
"is-primary": false,
"subnet-id": "ocid1.subnet.oc1.phx.aabbcc",
"time-created": "2023-04-20T21:32:17.131000+00:00",
"vlan-id": null,
"vnic-id": "ocidl.vnic.ocl.phx.aaaaaaaaa"

}

And here’s what to look for in that output:

1) One object in that array will have the same display-name value as the name of the ODA
private endpoint you created. In the example above it has id “ocid1.privateip.oc1l.phx.abcabcabc”
and IP “10.0.0.44”. Currently this IP is not used — it is reserved for future use.

2) Another one will be with display name ReverseConnectionlp. In the example above it has the
id “ocid1.privateip.ocl.phx.cbacbacba” and IP “10.0.0.58”.



This IP address is used as the source of the traffic coming from ODA instance into the subnet in
which you created this private endpoint. You can use this [P address in your ingress/egress rule
as a source/destination address.

3) The third one has the “RCE_PE_SEC IP” as its display name. In the example above it has the
ID “ocidl.privateip.ocl.phx.bcabcabca” and IP “10.0.0.57”

This IP address is used to originate DNS traffic from the ODA instance into your VCN.

Troubleshooting
Sometimes your request to create an ODA private endpoint or SCAN proxy can fail.
How can you debug why did it fail and what needs to be fixed?

First of all, you need to identify the OCID of the work request which has failed. You can do this
either in the OCI console (by opening the Work Requests tab under the Resources panel) or
using the OCI CLI. The following command will return the list of all work requests submitted
for the given ODA private endpoint and sorted by submission time in ascending order so the last
submitted work requests will be at the end of the list:

oci oda work-request list --compartment <private-endpoint-compartment-ocid> --resource-id
<oda-private-endpoint-ocid> --sort-by TIME ACCEPTED --sort-order ASC

Get the summary of the specific work request:
oci oda work-request get --work-request-id ocid1.coreservicesworkrequest.oc1.phx.aaabbbcce

Get log entries (usually informational messages) about the work request:
oci oda work-request-log-entry list --work-request-id
ocidl.coreservicesworkrequest.oc1.phx.aaabbbccc

Get errors associated with specific work request:
oci oda work-request-error list --work-request-id
ocidl.coreservicesworkrequest.oc1.phx.aaabbbccc

Typical reason for failures while creating a private endpoint:

1) Missing IAM policies

To create a private endpoint you should have “manage” permission for oda-family or oda-
private-endpoints

allow group <group-name> to manage oda-private-endpoints

The same policy is required if you want to create or delete SCAN proxies.

If you want to use a private endpoint from the ODA UI, you need to associate the private
endpoint with the ODA instance. To do that you should have “manage” permission for oda-
private-endpoint-attachment (oda-family also works):



allow group <group-name> to manage oda-private-endpoint-attachments

If you need to get the list of work request IDs or read the specific one you would need, at least,
allow group <group-name> to inspect oda-instances (to get list) in compartment <abc>

allow group <group-name> to read oda-instances (to read specific work request by ID) in
compartment <abc>

“oda-family” should also work instead of “oda-instances” in the policy above.

Since the process whereby ODA creates private endpoints requires making changes in a subnet,
you’ll need to create a corresponding policy:

allow group <group-name> to manage virtual-network-family in compartment <pe-compartment>

If your private endpoint is created in a compartment different from the subnet compartment, then
additionally you should create another policy:
allow group <group-name> to manage virtual-network-family in compartment <subnet-compartment>

If you prefer to define more granular policies, you can use the following:

allow group <group> to manage private-ips in compartment <pe-compartment>

allow group <group> to manage vnics in compartment <pe-compartment>

allow group <group> to use subnets in compartment <subnet-compartment>

allow group <group> to use network-security-groups in compartment <pe-compartment>

2) Not enough private IPs in the private endpoint subnet
You need to make sure you have at least 3 unused IPs in the subnet in which you provision the
ODA private endpoint.

\3)\ Creating a private endpoint in a subnet which has a IPv6 prefix block assigned. Currently [Pv6
is not supported with ODA private endpoint. Learn more about IPv6 support in Oracle Cloud
Infrastructure here: https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/ipv6.htm

4) Subnet is not in Available state, e.g. if it is still being provisioned or updated. You can check
the subnet state in OCI Console.

Using ODA Private Endpoint on the ODA Service Instance Ul

Once you have created an ODA private endpoint and have associated it with an ODA instance,
you can utilize this private endpoint to make connections to your private resources.

Currently the use of private endpoints is supported for SQL Dialogs (data services) and REST
services.

Configure SQL Dialogs with Private Endpoint
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To create a data service using a private endpoint, you need to specify the details for the database
connection, then enable the “Private Endpoint” option in the last step of the wizard and select
one of the attached private endpoints. If you have multiple private endpoints, make sure you
select the right one.

New Data Service

l < Back J Basic Info End-User Connection Details AddiService

Authentication

Connection Details

Connection Type

Basicl

Host Name

’ privatehost.com

Port

‘ 1521

Service Identifier

O sib

@ Service Name

Private Endpoint .:)

Select Private Endpoint to use this connection

dlipin_test_pe

Configure API Service (Call REST Service component) with Private Endpoint



To create a REST service using a private endpoint, you first add a REST service and specify the
URL in the Endpoint field.

Create REST Service

Name

REST_Private

Endpoint

{ http://private-endpoint-host.com

Description

REST Service accessible via private endpoint

Methods

e

After you have created the REST service, you will see an option to enable Private Endpoint for
this REST Service and to select one of the available private endpoints.

If you don’t see the Private Endpoint enablement option or list of available private endpoints is
empty, then make sure you have associated the private endpoint with that ODA instance.
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Private Endpoint
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Private Endpoint Limitations and Restrictions

You can assign a maximum of 5 network security groups to a given ODA private endpoint.

You can create a maximum of 15 SCAN proxies (for a RAC database) for the given ODA
private endpoint. If you need to access more that 15 RAC databases and thus need to create more
than 15 SCAN proxies, create an additional ODA private endpoint. Make sure you associate this



private endpoint with the ODA instance in order to use it in SQL Dialog or Call REST Service
components.

When you create a SCAN proxy, you need to specify the type of the proxy. And to make this
choice, you need to decide whether you want to use IP addresses or the fully qualified domain
name of the SCAN Listener to access it. For an [P-based SCAN proxy you can specify up to 3 [P
addresses for each SCAN proxy and for a FQDN-based SCAN proxy, you can specify only one
fully qualified domain name.

Technically, there is no limit on how many ODA private endpoints you can associate with one
ODA instance, or how many ODA instances can use the same ODA private endpoint. However,
there is a limit on how many ODA private endpoints can be created in your tenancy. By default,
this limit is set to 1 for all customers. You can check your limits in the OCI Console on the
Governance and Administration -> Limits, Quotas and Usage page:

Select “Digital Assistant” as the service name, the region of your choice and “Digital Assistant
private endpoint count”, leave compartment at the default root (tenancy) compartment. If you
need to increase the limit, please file a service request.
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Tenancy Management Limits, Quotas and Usage

Your tenancy has limits on the maximum number of resources you're allowed to use. You can use guotas to allocate resources to compartments. If you're an administrator in an eligible account, you can
Tenancy Explorer request a service limit increase.

Quota Policies Service Scope @ Resource Compartment

Digital Assistant C  us-phoenix-1 {  Digital Assistant private endpoint count X ~. (root)
Limits, Quotas and Usage

Tag Namespaces
Show deprecated limits
Domain Management

Description Limit Name Service Limit Usage Available @
Digital Assistant private endpoint . o
9 P P private-endpoint-count 1 0 1
count
Showing 1 ltem ¢ 1of1
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When registering a data service in Digital Assistant with private endpoints, there is an existing
limitation for using IP addresses as a database hostname.

Currently you can specify the IP address only for SCAN Listener of the RAC database and only
if you have already created a corresponding SCAN proxy for it.

Specifying an IP address for non-RAC database is currently not supported. FQDN addresses
work just fine for non-RAC databases.

When creating a new API Service (REST service) with a private endpoint, you can only use the
fully qualified domain name at this moment. IPv4/6 addresses are not currently supported.

Conclusion



ODA private endpoint is a new powerful feature which enhances ODA capabilities to connect to
customers resources.



