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Abhay Bhavsar, September 2023

Part 1 of this series of 3 articles is a prerequisite for this article. Part 1 describes how to setup
an Oracle Kubernetes Engine Cluster (i.e. OKE). Part 2 guides on how to deploy Oracle
Digital Assistant custom components to OKE as an OCI Administrator. Part 3 will provide
instructions on how to configure the necessary permissions to a developer account. This

developer account will have a limited role in which to access and deploy to the OKE cluster.

Disclaimer

The article will list OCI resources that were automatically configured upon completion of the
terraform scripts from Part 1 of this series. Please use the OCI Cost Estimator to perform
cost calculation to understand the cost associated with this setup. The author is not
responsible for the costs incurred by the setup created.

Cost Estimator - https://www.oracle.com/cloud/costestimator.html
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1 Summary and Outline

1.1 Before you begin

The article assumes that the OCI administrator and the developers have a basic understanding of OCI resources
like Virtual Cloud Network (VCN), Load Balancers, Oracle Cloud Infrastructure Registry (OCIR), OCI Compute,
OCPU and Memory. Knowledge about OCIR Oracle APl Gateway Cloud, OCI Vault is not necessary, but it would
help. An OCI Administrator access is required to complete the setup. This article creates a new IAM user and adds
that user to the Administrator group on OCI.

1.2 Resources

With this article you will find a resources-part3.zip file. Download and unzip the file. Here are the included files and
their purpose that are applicable to this article.

o docker-compose : The docker compose command to build any artifact as a docker image
e OKE-ARTICLE.postman_collection.json : Postman collection to test the APIs through Oracle APl Gateway

e Part3-commands.txt: file containing commands used in this article.

1.3 Access Requirements

In Part 1 of this series an OCI administrator account was created. This administrator account will be used
throughout this article, like it was in Parts 1 and 2 of this series, to run the various scripts and the OCI commands.
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2 Create an IAM developer account on OCI

2.1 Create a developer account okedeveloper

Within the OCI console, login, as user OKEAdmin, to the same tenancy where the OKE cluster was created (Part 1
of this series).

OKEAdmin refers to the administrator user that was created in Part 1 of this series. Use what is the
administrator user that was created. However, for simplicity, this article will use OKEAdmin whenever
the admin user is referred to.

https://cloud.oracle.com/?region=us-ashburn-1

Change the URL as per your region.

Select the main menu ER=aXX=E=gele] icon. Next, select the Identity and Security menu option in the left menu

pane, and then select Users.

Q s @ Identity & Security
Lome Identity Security Zones. Scanning
P Users Overview Vulnerability Reports.
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Figure 1: Visit User Management in Identity & Security

From the User screen, select the Create User button.
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https://cloud.oracle.com/?region=us-ashburn-1

US East (Ashburn) ~~

Create User Help

(D This page creates a local user only. To create and manage federated users, go to the Federation page to find
the appropriate ldentity Provider Details page.

Name

okedeveloper

No spaces. Only letters, numerals, hyphens, periods, underscores, +, and @
Description

OKE Developer

Email Optional Confirm Email

myemail@example.com myemail@example.com

%E Show advanced options

Cancel Create Another User

Figure 2: Create okedeveloper user account

This screenshot will be different, if the tenancy is secured through IDCS. The Create User dialog will
also provide an option (IDCS or IAM) where to create the user. Choose the appropriate User Type.

In the Create User dialog, where the User Type is IAM, complete the following sections:
e Username: okedeveloper

e Email address (optional). Although optional, completing the email will allow the user to reset the password
using Forgot Password option.

Next, select the Create button to complete the new user creation.
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2.2 Create a temporary password

Once the new developer user is created, select Create/Reset Password. In the proceeding dialog, select the
Create/Reset Password button, which will provide an option to copy the temporary password.

= ORACLE Cloud Q US East (Ashburn) v 3 @ @ g

Identity » Users » User Details

okedeveloper

OKE Developer for OKE-DEMO cluster

Edit User Create/Reset Password Enable Multi-Factor Authentication

Edit User Capabilities More actions v

User Information Tags

OCID: ...076zkq Show Copy.
Created: Fri, Aug 11, 2023, 10:13:18 UTC

Multi-factor authentication: Disabled

ACTIVE

Email: -

Figure 3: Create/Reset Password
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Create/Reset Password

(@) New Password

Copy this password for your records. It will not be shown again.

s Show Copy

Close

Figure 4: Copy the temporary password

Save this temporary password securely and provide it to the okedeveloper user. The okedeveloper will use this
temporary password to reset the password once the user logs into the OCI console for the first time.

The next sections of this article will continues to use the OKEAdmin account to configure the necessary
permissions for the new okedeveloper account.
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2.3 Create an Auth token.

In the okedeveloper user screen, select the Auth Tokens menu option. The console screen will review the Auth
Tokens section. Select the Generate Token button. This will bring up the Generate Token dialog where you can
add in a Description similar to this: This token will be required for user to perform a docker login to the OCIR (e.qg.
repository). Next, select the Generate Token button to complete the token creation.

LE Cloud | Searchres documentation, and Marketplace

okedeveloper

OKE Developer for OKE-DEMO cluster

User Information Tags

ACTIVE OCID: ...076zkq Show Copy

Created: Fri, Aug 11, 2023, 10:13:18 UTC
Multi-factor authentication: Disabled

Email: -

Capabilities
Local password: Yes
API keys: Yes

Auth tokens: Yes

Resources Auth Tokens

API K
— Description
Auth Tokens

Customer Secret Keys

Database Passwords

Figure 5: Auth Token

US East (Ashburn) v A O]

Edit User Create/Reset Password Enable Multi-Factor Authentication Edit User Capabilities More actions

Federated: No

My Oracle Support account: -

SMTP credentials: Yes
Customer secret keys: Yes
OAuth 2.0 Client Credentials: Yes

Database Passwords: Yes

s @

No items found.

No Token to display

Generate the Auth token and save this securely to be supplied to the owner of the okedeveloper.

Generate Token

Description

Auth Token for OKE Cluster

‘ Generate Token Cancel

Figure 6: Generate, copy and save Auth token.

Generate Token

[ON Generated Token

Copy this token for your records. It will not be shown again.

" o

Close
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2.4 Create a group OKEDeveloperGroup and add okedeveloper to this group

In the Identity & Security section, create a new group hamed: OKEDeveloperGroup and add the okedeveloper
user to this group.

Note the OCID for the group as shown below. This is OCID for the group and not for the user. Once the

OKE cluster is ready. The OKEAdmin user can setup a role based, security access control for the cluster
based on the OCID of the group.

= ORACLE C|0Ud Search resources, services, documentation, and Marketplace

Identity » Groups » Group Details

OKEDeveloperGroup
Edit Group Add tags

Group Information Tags

OCID: ...e2mm5a

Created: Fri, Aug 11, 2023, 10:16:35 UTC

ACTIVE

Resources Group Members
Group Members Add User to Group
ERapnedGlotbs Name Description
okedeveloper OKE Developer for OKE-DEMO cluster

Figure 7: Capture OCID of the newly created compartment

Note the OCID of the OKEDeveloper group. This required to set up role based security for accessing OKE cluster.

2.5 Create Policies

Once the group is created, the next step is to create the policies for the group. These permissions will enable the
execution of the various tasks such as accessing and deploying new application to the OKE cluster. The

okedeveloper user, who is part of this group, will then be able to execute these tasks. Here are the list of
permissions required:

e Cloud Shell & Code Editor — Run docker and kubectl commands and edit code in the code editor
e OCI Registry — Push docker images to OCI registry
e OKE cluster — Deploy pods to the cluster using kubectl commands

e Object storage - View logs
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2.5.1 Cloud Shell Access

Navigate to the main Identity & Security page and in the left menu pane, select Policies. Next select the Create

Policy button. In the Create Policy dialog, complete the required information. For the Compartment, select the
(root) compartment.

= ORACLE Cloud  Search resources, services, documentation, and Marketplace

Idlentity Policies in odaimsfgm1 (root) Compartment

Users

Groups Name Description
Dynamic Groups

Network Sources

Policies

Compartments

Federation

Authentication Settings

List scope

Comi aill l

Figure 8: Policy for OKEDeveloperGroup

= ORACLE Cloud () US East (Ashbum) v 206 0
Create Policy Help
MName

OKEDeveloperGroupCloudShellPolicy
Mo spaces. Only letters, numerals, hyphens, periods, or underscores.
Description

Cloud Shell Policy for OKE Developers Group - Member is okedeveloper

Compartment

(8

Policy Builder ~ Show manual e@

allow group OKEDeveloperGroup to use cloud-shell in tenancy{

Cancel Create Another Policy

Figure 9: Create cloud shell policy for OKEDeveloperGroup

Next, in the Policy Builder, enable the Show manual editor option and then add the following statement:

allow group OKEDeveloperGroup to use cloud-shell in tenancy

Select the Create button to complete the Policy creation.
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2.5.2 Compartment Level Access

This section will create the policies for the compartment where OKE cluster is configured (e.g. OKE-DEMO). Follow
the same steps in 2.5.1 to create a new policy. However, select the OKE-DEMO compartment. In the Create Policy
dialog, add in the following statements using the manual editor.

= ORACLE Cloud Search resources, services, documentation, and Marketplace US East (Ashburn) v

Identity » Policies » Policy Detail

OKEDeveloperPolicyForCompartment

Edit Policy Add tags

Policy Information Tags

OCID: ..jf2ej7ia Show Copy.

Compartment: odaimipm1 (root)/OKE-DEMO
ACTIVE Description: OKE-Demo policies at the compartment level

Created: Fri, Aug 11, 2023, 10:40:13 UTC

Resources Statements

Statements Edit Policy Statements

Allow group OKEDeveloperGroup to use cluster-family in compartment OKE-DEMO
allow group OKEDeveloperGroup to manage buckets in compartment OKE-DEMO
allow group OKEDeveloperGroup to manage objects in compartment OKE-DEMO

allow group OKEDeveloperGroup to manage repos in compartment OKE-DEMO

Figure 10: Compartment level policies
allow group OKEDeveloperGroup to use cluster-family in compartment OKE-DEMO
allow group OKEDeveloperGroup to manage buckets in compartment OKE-DEMO
allow group OKEDeveloperGroup to manage objects in compartment OKE-DEMO

allow group OKEDeveloperGroup to manage repos in compartment OKE-DEMO

Ensure you select the compartment where OKE cluster is configured. The managed verb used in the
statement for both buckets and objects can be switched to use. However, in order to deploy images the
verb managed must be used for repos (e.g. OCI registry).

You may choose to provide “use” access rather than “manage” for the buckets and objects. But in order to provide
permissions to deploy images this user must have manage permissions on repos i.e. OCl Registry.
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2.6 Implement role based security for your OKE Cluster
The OKEAdmin can control access to the OKE cluster by implementing role based access control.
The YAML script for supporting this is provided in the resources-part3.zip in the file oke-rbac.yaml.

Upload the oke-rbac.yaml script to the Cloud Shell and store the file in the ~/OKE/roles directory.

= ORACLE C|0Ud Search res ervices, documentation, and Marketplace

Network: Public

Code Editor
File Edit Selection View Go Terminal Help

@ EXPLORER oke-rbac.yam| x

» OPEN EDITORS

g
g
H
2

.cache
.docker
[kube
Jocal

terraform.d

theia

COO0O00O OO0 S

» B3 FOR-ARTICLE
~ B3 roles
oke-rbac.yaml

> B3 STACK

» B3 sample-CC
.bash_history
.bash_logout
bash_profile

Figure 11: Edit the oke-rbac.yaml

In the Code Editor, edit the oke-rbac.yaml file (line 20) by replace the OCID of the group with the OCID of the
OKEDeveloperGroup. The OCID was captured in step 2.4 of this article.

Open the Cloud Shell and navigate to the ~OKE/roles directory. Run the following command
kubectl apply -f oke-rbac.yaml

This will provide the necessary permissions for this group to access the cluster and to run various kubectl
commands.
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3 Verify access as okedeveloper
3.1 Login to OCI console

Log into tenancy using the okedeveloper user. If this user has not already done so, use the temporary password
provided by the administrator to change the password to a permanent one.

We're updating the sign in and -
identity experience for OCL femli

adaimfpm1 Change tenancy

Single Sign-On (SSO)

W have detectad that your tenancy has been federated to another dentity
Provider.

Select your Identity Provider below.

oracleidentitycloudservice z

Oracle Cloud Infrastructure Direct Sign-In () A~

This login is uncomman for federated accounts. If you have quastions, please
review the FAQ or contact your tenancy administrator.

aokedeveloper

Signin | Forgot Password?

Figure 12: Login as okedeveloper using Oracle Cloud Infrastructure Direct Sign-In

3.2 Access OKE Cluster

Under Developer Services, select Kubernetes Clusters (OKE). In the proceeding screen, select the compartment
(e.g. OKE-DEMO) to view the DEMO-OKE Cluster that was create in Part 1 of this series.

EEm—T
Q searcn <> Developer Services
Home Containers & Artifacts Application Integration

* Kubernetes Clusters (OKE) Integration

Compute Container Instances tomah'on
Storage Container Registry Notifications
Networking Artifact Registry Email Delivery
Oracle Database Service Mash Queues
Databases Functions Visual Builder
Analytics & Al Applications Visual Builder Studio

I Developer Services Pre-Built Functions Visual Builder

Figure 13: Access Kubernetes Cluster
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ORACLE Cloud  Search resources, services, documentation, and Marketplace

Containers & Artifacts Clusters in OKE-DEMO Compartment

Kubernetes Clusters (OKE)

Container Instances
Name Status Node pools (V)

Container Registry
DEMO-OKE Cluster @ Active 1

Artifact Registry

Service Mesh

List scope

Compartment
:

Figure 14: Find the cluster in the compartment

Next, slect the DEMO-OKE Cluster name and in the proceeding screen, select the Access Cluster button. In the
Access Cluster dialog, ensure that the Cloud Shell Access is selected and then select the Launch Cloud Shell
button. This will open the Cloud Shell below. Next, select the Copy link in the dialog’s step 2. This will copy the
cluster config command. Paste the contents into the Cloud Shell. Once done, access to the OKE cluster is
enabled.

ORACLE Cloud Sear rces, services, documentation, and Marketplace

Containers » Clusters » Cluster details

DEMO-OKE Cluster

Access Cluster Edi New Kubernetes version available

Cluster details Cluster tags Initial load balancer tags

Cluster status: @ Active

Node pools: 1

ACTIVE

Cluster Id: ...ctdpdpxvpbq Show Copy

Figure 15: Access Cluster
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= ORACLE Cloud

Access Your Cluster

Cloud Shell Access Local Access
Use Kubect! to manage the cluster remotely Use kubectl and the Kubernetes Dashboard to
via Cloud Shell. || manage the cluster Locally.

Manage the cluster via Cloud Shell.

° Launch Gloud Shell

o To access the kubeconfig for your cluster via the VCN-Native public endpoint, copy the foliowing
‘command:

§ oct ce cluster ig ~-cluster-id ocidl.cluster.ocl. iad Copy
1 y ~File SHOME/ g --region us-ashNgn
-1 —-token-version 2.0.8 --kube-endpoint PUBLIC_ENDPOINT

Learn more about Gloud Shell

Figure 16: Launch Cloud Shell & Copy the cluster config command
3.3 Configure access to OKE cluster

Access Your Cluster

Cloud Shell Access Local Access

Use Kubectl to manage the cluster re- Use kubectl and the Kubernates
motely via Cloud Shell. Dashboard to manage the cluster
Locally.

Manage the cluster via Cloud Shell.

o Launch Cloud Shell

e To aceess the kubeconfig for your eluster via the VCN-Native public endpoint, copy the
following command:

$ oci ce cluster creote-kubeconfig --cluster-id ccidl.cluster.ccl.iod.aaan C_op_y
ocaafu22w371noldepjrmjt3i2mmafevaverhieynrfe?ctdpdpxvpbq --file $HOME/. kub
efconfig --region us-ashburn-1 --token-version 2.8.8 --kube-endpoint PUBL
IC_ENDPOINT

Learn more about Cloud Shell

Cloud Shell

with 5GB of storage for your home directory. ¥ Shell (machine and home directory) are located in: US East (Ashburn).
cy odaimfpml as an OCI local user okede

fo.
~ (us—ashburn-1)% pwd
/home fokedevelop
okedeve lop@cloudshell:~ (us-ashburn-1)% oci ce cluster create-kubeconfig —cluster-id ocidl. cluster.ocl, iad, aasaaaaa7u22w37 woldepj rmjt3i2mmafeuauerhieynrfectdpd) bg —file $HOME/. kub
onfig —region us-ashburn-1 —token— ion 2.0.8 —kube-endpoint PUBLIC_ENDPOINT
Existing Kubeconfig file found at /home/okedevelop/.kube/config and new config merged into it
okedevelop@cloudshell:~ (us-ashburn-1)%

Figure 17: Configure OKE cluster access for okedeveloper account
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3.4 List pods running

Run the following command to ensure that okedeveloper is able to list pods

kubectl get pods

_

Cloud Shell

Your Cloud Shell machine comes with 5GB of storage for your home directory. Your C
You are using Cloud Shell in tenancy odaimfpml as an OCI local user okedeveloper

Type “help” for more info.

okedevelop@cloudshell:~ (us—ashburn-1)% kubectl get pods

NAME READY  STATUS
demo-oke-ccs=7559T8T7T4-x826x 1/1 Running
demo—-oke-services-traefik-865T677b5-6krrb / Running
demo—oke-utils-authorizer-796Tbb9487-chwic / Running
demo—-oke-vault-cache-redis-master—@ / Running
demo—-oke-vault-cache-redis-replicas-@ / Running
demo—-oke-vault-cache-redis-replicas-1 / Running (70d ago)
demo—-oke-vault-cache-redis-replicas-2 / Running
demo—oke—vault-client-79c798946b—mwbjv / Running (70d ago)
ingress-nginx-controller-6b448794df-rxkj T / Running
oda-cc-hcmvZoke-BcETE564T—g7hbv / Running
okedevelop@cloudshell:~ (us—ashburn-1)%

Figure 18: List of pods

If there is an authorization issue, there is a permissions issue. Contact the OKE administrator.

3.5 Verify access to OCI Registry

Access the OCI registry using the following URL:
https://cloud.oracle.com/compute/registry/containers?region=us-ashburn-1
Change the region code based on your region

= ORACLE Cloud  search resous locumentation, and Marketplace

Containe- i EGmaad Container Registry in OKE-DEMO compartment

Kubernetes Clusters (OKE) Create repository Settings

Container Instances

Container Registry
Atifact Registry Layers

Service Mesh

List scope

Compartment

OKE-DEMO

<O

Include unversioned images

odaimfpm1 (root)/OKE-DEMO
Repositories and images

Search for a repository or an image
= demo-oke/oda-sample-cc (Public)
1.0

unknown@sha256:0104650ac0a1c8913c9d019a513979878¢449a2ac97110315a2526d9c04eff17
11965053 19d5424

= demo-oke/oda_ccs (Public)
1.0

= demo-oke/oda_utils_authorizer (Public)
1.0

= demo-oke/oda_utils_vault_client (Public)
1.0

Figure 19: Access to OCI registry
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https://cloud.oracle.com/compute/registry/containers?region=us-ashburn-1

3.6 Perform docker login

In the Cloud Shell, perform a docker login to check if the okedeveloper is able to login to the OCI registry.

Run the following command
docker login -u '<tenant namespace>/okedeveloper ' iad.ocir.io

When prompted, enter the Auth token that was created in Step 2.3 by the OKEAdmin.

okedevelop@cloudshell:~ (us-ashburn-1)% docker login —u * idmmelgiiesfq/okedeveloper’ iad.ocir.io
Password:

WARMING! Your password will be stored unencrypted in /home/okedevelop/.docker/config.json.
Configure a credential helper to remove this warning. See

https: //docs.docker. com/engines reference/commandline/ login/#credentials-store

Login Succeeded
okedeve Lopac Lloodshell:~ (us-ashburn-1)%

Figure 20: Successful docker login

This complete the configuration and verification for the okdeveloper account.

The developer owing the okedeveloper account can follow the same steps as indicated in part 2 of the series of
articles to build and deploy new or existing custom components or other APIs to the OKE cluster. The steps
provided in the part 2 are equally applicable to okedeveloper.

Conclusion

OKE cluster administrators can delegate the development activities to APl developers for building and deploying
custom components to the OKE cluster. By controlling access to the cluster through role based security and also
implementing OCI policies at the compartment level, access and privileges can be controlled. But, still allowing for
complete flexibility for developers to perform development and deployment activities.

Resources

Design Camp Session - Unleash The Power of OCI for ODA Part 1 - Custom Component Enterprise Deployment
https://videohub.oracle.com/media/Oracle+Digital+Assistant+Design+CampA+Unleash+The+Power+of+ OCl+for+ ODA+Part+1+-
+Custom+Component+Enterprise+Deployment/1_rio2lgzg
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http://iad.ocir.io/
https://videohub.oracle.com/media/Oracle+Digital+Assistant+Design+CampA+Unleash+The+Power+of+OCI+for+ODA+Part+1+-+Custom+Component+Enterprise+Deployment/1_rio2lqzq
https://videohub.oracle.com/media/Oracle+Digital+Assistant+Design+CampA+Unleash+The+Power+of+OCI+for+ODA+Part+1+-+Custom+Component+Enterprise+Deployment/1_rio2lqzq

