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Part 1 of this series of 3 articles is a prerequisite for this article. Part 1 describes how to
setup an Oracle Kubernetes Engine Cluster (i.e. OKE). Part 2 guides on how to deploy

Oracle Digital Assistant custom components to OKE.

Disclaimer

The article will list OCI resources that were automatically configured upon completion of the
terraform scripts from Part 1 of this series. Please use the OCI Cost Estimator to perform
cost calculation to understand the cost associated with this setup. The author is not
responsible for the costs incurred by the setup created.

Cost Estimator - https://www.oracle.com/cloud/costestimator.html
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1 Summary and Outline

1.1 Before you begin

The article assumes that the OCI administrator and the developers have a basic understanding of OCI resources
like Virtual Cloud Network (VCN), Load Balancers, Oracle Cloud Infrastructure Registry (OCIR), OCI Compute,
OCPU and Memory. Knowledge about OCIR Oracle API Gateway Cloud, OCI Vault is not necessary, but it would
help. An OCI Administrator access is required to complete the setup. This article creates a new IAM user and adds
that user to the Administrator group on OCI.

1.2 Resources

With this article you will find a resources-part2.zip file. Download and unzip the file. Here are the included files and
their purpose that are applicable to this article.

e Sample-CC.zip: This is a completed sample custom component API. The articles suggest to copy certain
files from this into your custom component API.

e OKE-ARTICLE.postman_collection.json : Postman collection to test the APIs through Oracle API Gateway.

e SampleCCSkill(1.0).zip: This is a sample skill that calls an external custom component on the OKE cluster.

e part2-commands.txt: file containing commands used in this article.

1.3 Access Requirements

This article assumes that the person executing steps in this article is an OCI Administrator. In one of the steps in
the subsequent sections of this article an OCI administrator account is created. This account is then used
throughout this article and other parts of the series of this articles to run various scripts and OCI commands.
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2 Creating a sample custom component

Create a new custom component by following these steps
2.1 Install NodeJS

Download and Install node by following https://nodejs.org/en/download

Run the following command from your windows laptop/pc/mac to ensure node in installed

node -version

This should show the version of the node installed on your machine.

o0 B8 abhay — -zsh — 80x24

Last login: Wed Aug 23 16:33:05 on ttys@e4
abhayPabhay-mac ~ % node --version
vl6.14.2

abhay@Pabhay-mac ~ % I

Figure 1: npm installed

2.2 Install bots-node-sdk

Install the bots-node-sdk using the following command

npm install -g @oracle/bots-node-sdk

o0 B8 abhay — -zsh — 80x24

Last login: Wed Aug 23 16:33:05 on ttys@e4
abhay@Pabhay-mac ~ % node --version

vl6.14.2

abhay@Pabhay-mac ~ % bots-node-sdk —--version
Version: 2.6.1

abhay@Pabhay-mac ~ % I

Figure 2: Oracle Bots Node SDK installed

More information about the Oracle Bots Node SDK is available at https://github.com/oracle/bots-node-sdk
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2.3 Create new custom component

Create a new custom component in a new directory e.g. NEW-CC

bots-node-sdk init Sample-CC --name sample-cc

[ N B NEW-CC — -zsh — 103x41

abhay@abhay-mac ~ % mkdir NEW-CC

abhay@abhay-mac ~ % cd NEW-CC

abhay@abhay-mac NEW-CC % 1s -1

total @

abhay@abhay-mac NEW-CC % bots-node-sdk init Sample-CC —--name sample-cc

Create component package in directory 'Sample-CC'

Writing files...

Writing file: /Users/abhay/NEW-CC/Sample-CC/Dockerfile

Writing file: /Users/abhay/NEW-CC/Sample-CC/README.md

Writing file: /Users/abhay/NEW-CC/Sample-CC/.dockerignore

Writing fil /Users/abhay/NEW-CC/Sample-CC/.gitignore

Writing fil /Users/abhay/NEW-CC/Sample-CC/.npmignore

Writing fil /Users/abhay/NEW-CC/Sample-CC/docker-compose.yml
Writing fil /Users/abhay/NEW-CC/Sample-CC/main.js

Writing fil /Users/abhay/NEW-CC/Sample-CC/package.json

Writing file: /Users/abhay/NEW-CC/Sample-CC/spec/test.cc.req.json
Writing file: /Users/abhay/NEW-CC/Sample-CC/spec/test.eh.req.json
Writing file: /Users/abhay/NEW-CC/Sample-CC/components/helloWorld.js

Installing dependencies...

added 73 packages, and audited 74 packages in 5s

8 packages are looking for funding
run “npm fund® for details

found © vulnerabilities

Custom Component package 'Sample-CC' created successfully!

cd Sample-CC
npm start Start a dev server with the component package
abhay@abhay-mac NEW-CC % I

Figure 3: Sample Custom Component API created
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3 Configure Custom Component API for OKE
From the supplied resources-part2.zip extractthe Sample-CC.zip into a (new) separate directory. Copy
the following files from this directory to the extracted Sample-CC directory. This will override the existing files.

1. package.json
2. docker-compose.yml
3. deploy folder including all files and subdirectories

Open the newly created sample custom component API (Sample-CC) in your preferred code editor. This article
uses Visual Code as the default code editor.

Review the content of the files within the Sample-CC directory
1. package.json
Note the following
o Line number 2, name of the custom component api: oda-sample-cc

o Line number 12, docker build command

@)

Line number 13: undeploy — command to undeploy the custom component API from OKE

o Line number 14: deploy — command to deploy the custom component API to OKE

@ EXPLORER {} packagejson X

v SAMPLE-CC {} package.json > {} scripts
components {
"name": "oda-sample-cc",
"version": "1.0.0",
"description": "Oracle Digital Assistant Component Package",
"main": "main.js",
.dockerignore [> Debug
"scripts": {
"bots-node-sdk": "bots-node-sdk",
"help": "npm run bots-node-sdk -- --help",
docker-composeyml "prepack": "npm run bots-node-sdk -- pack --dry-run",
Dockerfile "start": "npm run bots-node-sdk —— service ."
J5 mainjs "docker-build": "docker-compose build --force-rm —-no-cache",
"build": "docker-compose build ——force-rm ——no-cache",
"undeploy": "helm delete oda-sample-cc",
"deploy": "helm install oda-sample-cc deploy/custom-component"

deploy
node_modules
spec

.gitignore
.npmignore

]

{} package-lock json
{} package.json
README.md I
"repository": {},
"dependencies": {},
"devDependencies": {
"@oracle/bots-node-sdk": "~2.6.1",
"express": "~4.17.1"
|3

"bundledDependencies": []

Figure 4: Review package.json
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2. docker-compose.yml

The following screenshot shows more information about the various parts of the image repository.

docker-composeyml X

docker-composeyml > {} services > {} oda-sample-cc > [ ] ports

version: "3.3"
services:
oda-sample-cc:
build: .
image: "iad.ocir.io/idyipliam q/demo—oke/oda—-sample-cc:1.0"
container_name: "oda-sample-cc"
command: "npm start"
ports:
— 3000:3000

docker-compose.yml — Sample-CC

EXPLORER docker-composeym| @
v SAMPLE-CC O omposeyml > { s > {} oda-cc-sample-cc > (= image
> components -
> node_modules
> spec
dockerignore
gitignore
npmignore
docker-composeyml
Dackerfile

IS main.js

{} package-lockjson

{} package.json
README.md

Figure 5: Review docker-compose.yml

The format of the image property is very important. Find the region code from the following documentation
https://docs.oracle.com/en-us/iaas/Content/General/Concepts/regions.htm. The screenshot example
shows: iad.ocir.io where iad is the region code for us-ashburn-1.

The tenancy-namespace can be found by referring to Part 1 (Step 5) in the Deploying Oracle Digital
Assistant Custom Component APIs to Oracle Kubernetes Cluster article series, where the steps explain
how to find the tenancy namespace from the Object Storage service in the OCI console. The <oke-prefix>
is the same prefix name that was configured in the terraform.tfvars file.
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3. Inthe Sample-CC | deploy/custom-component | templates directory edit the values in the values.yaml

file.

Ensure that the region code, object storage namespace and that the repository name is same as the

prefixName.

o000

@ EXPLORER

values.yaml — Sample-CC

valuesyaml X =

~ SAMPLE-CC [} BT U &  deploy > custom-component > ! valuesyaml > ..

> components

deploy / custom-component

> charts

-~ templates

= deploymentyaml

ingressyami

serviceyyaml
‘helmignore
Chartyaml
valuesyaml

> node_modules

> spec

.dockerignore
gitignore

.npmignore
docker-composeyml
Dockerfile

main.js
package-lock.json
package.json
README.md

mple-cc

: liad.ocir.io

: demo-oke

Figure 6: Review values.yaml and update it.

The apiRoute is the prefix used in the Oracle API Gateway cloud. A single route in the API gateway cloud
would be needed for all the subsequent APIs. In the subsequent section of this article, there will be
instructions on how to configure new routes for the API gateway cloud deployment.
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4 Upload the custom component API to cloud shell

After reviewing and verifying the various configuration files, create an archive of the Sample-CC directory using zip
command or an appropriate archive tool, giving the zip file a name like Sample-CC. zip.

Sample-CC D¢

B8 Sample-CC Open in New Tab

Move to Bin

Get Info

Rename

Compress "Sample-CC"

Figure 6: Create zip file e.g, Sample-CC.zip

Log into the Cloud Shell using the OKEAdmin account. Select the Cloud Shell’s upload menu option. From the File
Upload dialog, drag and drop the Sample-CC.zip file into the drop section.

https://cloud.oracle.com/?region=us-ashburn-1

Check your region and change the URL accordingly.

= ORACLE Cloud
Metwork: Puhlic
Cloud Shell

okeadningclovdshell:~ {us-ashburn-1)% pwd I
.-fhm:.-fuk:a&ﬂin Download
okeadningcloudshells~ (us-ashburn-1)5

Upload

File transfers

Settings

Figure 7: Upload to the cloud shell
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B Sample-CC @ cloud.oracleco... @ O

L] Soipf=gs B N ‘ 5 er BS COE [ES BREACH

= ORACLE Cloud US East (Ashbum) v [] /%

File upload to your home directory

Drag and drop or select a file to upload to your home (~/) directory.

Sample-CC.zip (12 Drop a file or Select from your computer
P -21MB
Information Cancel
c Today, 10:56 PM
Today, 10:56 PM

Terms of Use and Privacy ~ Cookie Preferences Copyright @ 2023, Oracle andjer its atfiliates. Al rights reserved.

Figure 8: Sample~-CC. zip uploaded to cloud shell

Once the file has been uploaded successfully, locate the file in the home directory. Unzip this file using the
following command:

unzip Sample-CC.zip

= ORACLE Cloud ORACLE Cloud  [SSIEISSES

Network: Public

okeads ingeloudshell:~ (us-ashburn-1)§ 15 -1
tatal BE3G
drwxr-xr-x. 2 okeadmin oci 2B May 31 @7:27 hin
b . G okeadmin oci 65 Aug 11 18:24 OKE
. B okeadmin oci 4096 Aug 26 14:30 Sample=CC
- 1 okeadmin oci 1661478 Aug 26 14:28

okeadningcloudshelli~ (us-ashburn-1)5 pwd
Shome/okeadnin
okeadningcloudshell:~ (us-ashburn=1)% unzip Sample-CC.zip

uk:adnir@n:inudsh:llr— {us-ashburn-1)5

Figure 9: Locate and unzip the Sample-CC.zip
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5 Deploy the custom component to OKE cluster

This section provide step by step directions to deploy the sample custom component API to the OKE cluster. The
steps involves

e Creating a docker image using the docker compose command
e Push the image to the OCI registry
o Use the kubectl utility to deploy this image to the OKE cluster.

5.1 Verify configuration files

In the OCI Code Editor, locate the Sample-CC in the directory as shown in the screenshot below. Review all of the
files package.json, docker-compose.yml gnd deploy | custom-component |values.yaml that

were edited in your local environment.

= ORACLE Cloud  search resources, services, documentation, and Marketplace
Network: Public

Code Editor

File Edit Selection \iew Go Terminal Help

@ EXPLORER

> OPEN EDITORS -CC 0y m-component > values.yaml
~ OKEADMIN
5 Sample-CC
5 components
~ 5 deploy
~ 5 custom-component
» B3 charts
» B3 templates
# .helmignore
Chart.yaml
values.yaml
» B9 node_modules
» B3 spec
.dockerignore

sample-cc

.gitignore
.npmignore
docker-compose.yml
Daockerfile

# main.js
package-lock.json
package.json
README.md

Figure 10: Sample-CC in code editor, showing values.yaml
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5.2 NPM Install

Refresh the NPM modules. Open the Cloud Shell. Run the following command.
cd ~/Sample-CC

npm install

@8ad?al1b16185:~/Sample-CC X

okeadmin@codeeditor:Sample-CC (us-ashburn-1)% cd ~/Sample-CC
okeadmin@codeeditor:Sample=CC (us—ashburn=1)% npm install

up to date, audited 74 packages in 548ms

8 packages are looking for funding
run “npm fund® for details

found @ vulnerabilities
okeadmin@codeeditor:Sample-CC (us-ashburn-1)% J

Figure 11: npm install

5.3 Build using docker-compose

Execute the package.json’s build command from Cloud Shell. Ensure that the current directory is Sample-CC.
npm run build

@8ad?alb16185:~/Sample-CC X
okeadmin@codeeditor:Sample-CC {us-ashburn-1)% npm run build

> pda-sample-cc@l.8.@ build
= docker-compose build --force-rm —--no-cache

Building oda-sample-cc
Sending build context to Docker daemon 5.047MB
5t 1/5 : FROM node:alpine
ade3Bd6B438a
: WORKDIR /
Running in 3da6a

3b
pm install
> Running in 833elcad923a2

up to date, audited 74 packages in BBOms

s are looking for funding
pm fund® for details

found @ vulnerabilities

Removing intermediate container @33elca923a2
-——= 1f2ab6B8d45edc
Step 5/5 : CMD [ “npm" , “start" ]
= Running in f6fB35B27e6b
Removing intermediate container f6fB35B27e6b
> 671946855b47
Successfully built 671946@855b47
Successfully tagged iad.ocir.io/id [ lnfq/demo-oke/oda—-sample-cc:1.@

Figure 12: npm run build

ORACLE Part 2 - Deploying a sample custom component API to Oracle Kubernetes Cluster on OCI
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This command basically calls the docker-compose to build the image.

After this execution of the command, the last line of the output shows that the image was tagged:

Successfully tagged iad.ocir.io/idpXXXXmfg/demo-oke/oda-sample-cc:1.0
Copy this tag and save it. The tag will be used in the next step, which is to push the image to OCI registry.

5.4 Create a new OCI repository

The next step is to create a public image repository in the OCI registry. Access the container registry using the
following URL (check your region and change accordingly).

https://cloud.oracle.com/compute/registry/containers?region=us-ashburn-1

Select the compartment that was created by the terraform scripts in Part 1 of this series (e.g. OKE-DEMO) ,

Select the Create repository link, choose Public Access and provide the repository name using this pattern:
<prefixName>/oda-sample-cc

Select Create to complete.

ORACLE Cloud  Search res: cumentation, and Marketplace

Create repositor
Containers & Artifacts Container Registry in OKE-DEMO con P Y

Create in compartment
Fiirees Chstag (OKE) Create repository OKE-DEMO
Container Instances odalmipm 1 ooty OKE-DEMO

Container Registry Ancess
. ’ Private @ Public
Artifact Registry
Service Mesh Repository name
demo-oke/oda-samp c-cc|
List scope -
Co e Add tags to organize your resources.
[Ty Te M Include unversioned images
~ | Tag namespace
OKE-DEMO -
odamipm! (roolyOKE-DEMO itories and images Mone (add a free-form tag)

‘ Search for a repository or an image

Figure 13: Create new repository in OCI registry

Notice that there are 3 existing repositories that can be seen under “Repositories and Images”. Follow the same
format. The OKE cluster prefix name e.g. demo-oke in this case is used as the prefix for the repository.

ORACLE Part 2 - Deploying a sample custom component API to Oracle Kubernetes Cluster on OCI
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RACLE Cloud  Search resources, services, documentation, and Marketplace

Containers & Arfifacts Container Registry in OKE-DEMO compartment

Kubernetes Clusters (OKE) Create l'epOSitOry
Container Instances

Container Registry

Artifact Registry Repositories

Service Mesh I

List scof

Compartment

Include unversioned images

OKE-DEMO
Repositories and images

odaimfpm (rootVOKE-DEMO

demo-oke/oda-sample-cc (Public)

demo-oke/oda-sample-cc
Change to Private Add scanner Move compartment
Repository information Tags

User: OKEAdmin
Created: 10 minutes ago
Access: Public

OCID: ...rybS5phrjeldr3a Show Copy,

Figure 14: Create a new repository for your new custom component image.

5.5 Push docker image to OCI repository

Next step is to push the image to the repository created in the OCI registry. Run the following command, which
uses the saved tag from the npm build command. Update the command to reflect the correct object storage
namespace (e.g. idpXXXXmfq) and OKE cluster prefix name (e.qg. iad).

docker push iad.ocir.io/idpXXXXmfqg/demo-oke/oda-sample-cc:1.0

okeadming i le-C urn=1}%§ ;:Inr_'kr_'r push i;d.nr_'ir iofidppdqf7rmfq/demo-oke/oda-sample-cc:1.8
5 i iad.ocir.io/idppdqf?rmfq/demo-oke/oda-sample=-cc]

93cdBabl9d542473adce fbBbBe size: 1786

Figure 15: docker push

The complete tag maps to the repository created. Ensure all values are correct: region code (iad.ocir.io),
object storage namespace (1dpxXXxXxXmfq), OKE cluster prefix (demo-oke ) and the sample custom component
name (oda-sample-cc ) and version (1.0).

ORACLE Part 2 - Deploying a sample custom component API to Oracle Kubernetes Cluster on OCI
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Confirm that the image is deployed to OCI registry by refreshing the browser page showing the container registry.

Search resources, services, documentation, and Marketplace

Containers & Artifacts Container Registry in OKE-DEMO compartmern‘

Kubernetes Clusters (OKE) Create repOSitOry Settings
Container Instances

Container Registry

Artifact Registry Repositories

Service Mesh I

List scope

34

Compartment

Include unversioned images

OKE-DEMO

Repositories and images
odaimfpm? {root)/OKE-DEMO

E-,—d'{"l for a repository or an image

= demo-oke/oda-sample-cc (Public)
1.0

= demo-oke/oda_ccs (Public)
1.0

= demo-oke/oda_utils_authorizer (Public)
1.0

= demo-oke/oda_utils_vault_client (Public)
1.0

Figure 16: oda-sample-cc pushed to OCI registry

5.6 Deploy the image to OKE

Next step is deploy this image to the OKE cluster. As part of the deployment a pod gets created and gets exposed
to the OKE node compute and then gets configured to be accessed through the load balancer. In the subsequent
steps the API Gateway cloud can be configured to make the API available to public by wiring it up with the load
balancer.

In the Cloud Shell run the following command.
npm run deploy

okeadmingcodeeditor:Sample=CC (us=-ashburn=1}5 npm run deplay

> oda=-sample @
> helm install oda-sample-cc deploy/custom-component

WARNING : 5 configuration file is group-readable. This is insecure. Location: /home/okeadmin/.kubefeconfig
WARNING : cure. Location: fhomefokeadming.kubefconfig
NAME: oda L

LAST DEPL t Sat Aug 26 15:8@:56

NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: MNaone

okeadmingcodeeditor:Sample-CC (us-ashburn-1)5 J]

Figure 17: Deploy to OKE using npm run deploy
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5.7 Verify the pod

Run the following command to check the status of the pod. The pod will have a prefix oda-sample-cc.

kubectl get pods

@8adatlre05cd:~ Sample-CC =

okeadmin@codeeditor:Sample-CC (us-ashburn=-1)% Kubectl get pods
MNAME READY S5TATUS RESTARTS
demo-oke=-ccs=-T559 TET T Td=-xB26x W | Running
demo-oke=-services-traaefik-Be5T6T7b5=-6GKrrb 151 Running
demo=-oke=utils-authorizer=-796Tbb9487-chw? e 1/1 Running
demo=-oke=-vault-cache=-redis-mastar-a 1/1 Running
demo-oke=vault-cache-redis-replicas-a 1/1 Running
demo-oke-vault-cache-redis-replicas-1 W | Aunning
demo-oke=vault-cache-redis-replicas=-2 11 Running
demo=oke=vault=-client=-T9c7989460-mwb ]V 1/1 Running
ingress=n ler=-6b44B794df=-rxkjf 1/1 Running
el o el W | Aunning

151 Running

£

ol b m

5
c

[B5d agal

[B5d agal

a0 WD =000 8053
000000 Mmoo oo =

W kd n n bn o= Ln Wn o= LUn n

(V5

Figure 18: Locate the pod
The pod should be in a Running status.
In case the pod is not in a running status check the following
e The OCI Repository created exists and is public
e Check the complete tag and the corresponding OCI repository created.
e Confirm that the image has been pushed to OCI registry using the docker push command

e From the Cloud Shell run the following command to check if the custom component has no errors. See the
following screenshot and compare.

npm start

@8ad?aib16185:~/Sample-CC x
okeadmin@codeeditor:Sample-CC (us—ashburn-1}% npm start
> pda-sample-cc@l.®.@ start

> npm run bots-node-sdk —— service .

> pda-sample-cc@l.®.@ bots-node-sdk
> bots-node-sdk service .

Figure 19: Validate that the custom component has no errors

ORACLE Part 2 - Deploying a sample custom component API to Oracle Kubernetes Cluster on OCI
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To check the log of the pod running the custom component run the following commands

kubectl get pods

Locate the pod corresponding to the oda-sample-cc custom component and copy that in your clipboard. This
would help to check the log using the following command.

kubectl logs -f oda-sample-cc-<random-number>
@8ad2a1b16185:~/Sample-CC x

okeadmin@codeeditor:Sample-CC (us-ashburn-1)$% kubectl get pods
KuNAME READY  STATUS RESTARTS AGE
o-oke-ccs-7550FTBf7f4—xB26x 1/1 Running B5d
ke-services-traefik-B65f677b5-6krrb 1/1 Running B5d
ke-utils—authorizer-796fbb3487-cbw7c 171 Running B7d
ke-vault-cache-redis-master-8 1/1 Running B5d
ke-vault-cache-redis-replicas-@ 1/1 Running B5d
ke-vault-cache-redis-replicas-1 1/1 Running (85d ago} B7d
ke-vault-cache-redis-replicas-2 1/1 Running B5d
—vault-client-79c798946b-mwbjv 1/1 Running (85d ago) B5d
s—nginx-controller-6b448794df-rxkjf 171 Running B5d
oda-cc-hcmv2oke-Bc6f6564f—gThbw 1/1 Running B2d
opda-sample-cc-687c5b484B-6kmk6 1/1 Running ] 98m
bokeadmin@codeeditor:Sample-CC (us—ashburn-1)% kubectl logs oda-sample-cc-687c5b4848-6kmkE

> pda-sample-cc@l.®.8 start

= npm run bots-node-sdk —— service .

> pda-sample-cc@l.®.8 bots-node-sdk
> bots-node-sdk service .

vice Ready (no auth):
lhost:308@8/components

hellowWorld

Figure 20: custom component running inside the OKE pod.

5.8 Re-deploy new changes

There will be times most likely that changes will need to be done on an already deployed custom component. Since
there are 2 possible ways that new code changes can be introduced to the custom component, the section will
cover both.

e Option 1: For small and/or urgent changes, developers can use the OCI Cloud Editor to modify the
appropriate files

e Option 2: Developers would make the code changes locally, repackage (e.g. zip) and then proceed to
upload the modified zip via the Cloud Shell

Whichever process is chosen to update the custom component, there is only a single path to ensure that the
changes are deployed correctly. The following will cover these steps.

All commands used in these steps are executed from the root of the custom component directory. Using
the sample custom component used in this article, the root directory would be Sample-CC
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1. Perform undeploy
a. Once the updated zip has been uploaded via the Cloud Shell or the updates where completed
within the (OCI) Code Editor, the first step is to undeploy the existing deployment. This is
important, since if this step is skipped, the deployment would fail.

b. Run the following command from the root of the custom component directory.

npm run undeploy

@Bad2a1b16185:~/Sample-CC =

ckeadmin@codeeditor:~ (us=-ashburn=1}%
ckeadmin@codeeditor:~ (us=-ashburn=1}% ~f5amp le=CC
ckeadmin@codeeditor:Sample=CC (us=-ashburn=1)% npm run undeploy

> oda=-sample=-cc@l.@.8 undeploy
> helm delete oda-sample=-cc

release "oda-sample-cc" uninstalled
okeadmin@codeeditor:Sample-CC (us-ashburn=1}% I

Figure 21: npm run undeploy

2. Perform the Build
Once the pod and the necessary services have been undeployed, the next step is to build the new image.
Run the following command. This step is explained in section 5.3 of this article.

3. Perform the Push
As before, the build will produce a tag. Note the tag and then push the (new) image to the existing
repository using the following command. This step explained in section 5.5 of this article.

docker push [tag]

4. Perform the Deploy
The last step is to deploy the new image. This will create a new pod and other necessary services. Run the
following command. This has been explained in section 5.6 of this article.
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6 Configure the Oracle APl Gateway Cloud

In order to consume the custom component API externally from postman or from an Oracle Digital Assistant Skill,
an Oracle API Gateway Cloud will need to be configured.

6.1 Login to Oracle API Gateway

Access the Oracle API Gateway Cloud by using the word gateway in the OCI Console’s search field (located on
top by the Orcle Cloud logo) or by using the following URL. (change your region if necessary.

https://cloud.oracle.com/api-gateway/gateways?region=us-ashburn-1

= ORACLE Cloud | gateway US East (Ashbum) v/ 2060
API Gateway Gateways in OKE-DEMO compartment

Akis Name State Type Created w Updated

et Wed, May 31, 2023 Wed, May 31, 2023,

. - ) : led, May 31, ; led, May 31, 5

o5 e plans DEMO-OKE API Gateway )@ Active Public 10:05:29 UTC 10:26:31 UTC

Subscribers Showing 1 item ( Page1 )
List scope

Compartment

OKE-DEMO <

Figure 21: API Gateway

Select the gateway, which was created in Part 1 of this series, (e.g. DEMO-OKE API Gateway). Within the
proceeding Ul, select Deployments. Again, from the previous Part 1 deployment, there will be an existing
deployment as shown below. In addition, ensure you are in the right compartment.

US East (Ashburn) v 020 &

AP| Gateway » Gateways » Gateway details

DEMO-OKE API Gateway
Edit  Moveresource  Add tags

Gateway information Tags
OCID: ...gdn7gi3luq Show Copy Hostname: pwi2hftnxm2lung3b2io... Show Copy
Compartment: odaimfpm1 (root)/OKE-DEMO IP address: 129.80.129.152 Copy
ACTIVE Type: Public Created: Wed, May 31, 2023, 10:05:28 UTC

Subnet: DEMO-OKE - Public Updated: Wed, May 31, 2023, 10:26:31 UTC

Resources Deployments

Metrics Create deployment
I Deployments Path prefix State Endpoint Deployed

Centificate authorities
Joda ® Active .cl.com/oda Show Copy Sat, Aug 26, 2023, 16:28:42 UTC

Work requests

Figure 22: Deployment
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6.2 Edit deployment and configure new routes

This section provides the instructions to add new routes to the API Gateway Cloud deployment. This step will make
the new custom component API publicly available using the Oracle APl Gateway Cloud. The route just needs to be
created once, so that any subsequent deployments, including any new custom components, can leverage this
same configuration.

Select the Deployment (e.g. DEMO-OKE Services Deployment)

Select the Edit button to edit deployments

— ORACLE Cloud  gateway

API Gateway » Gateways » Gateway details » Deployment details

DEMO-OKE Services Deployment

Move resource Add tags

Deployment information Tags

OCID: ...xn2mepmslg Show Copy

Path prefix: /oda

ACTIVE Created: Wed, May 31, 2023, 10:26:31 UTC

mTLS enabled: No

Resources Metrics

Figure 23: Edit Deployment

In the Edit Deployment screen, select (3) Routes. In Part 1 of this series, there are existing routes (e.g. Routel,
2..), which were created by the terraform script. Collapse these existing routes or scroll down to the bottom of the
page to locate the + Another Route button.
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Edit deployment

Basic information
Authentication
Routes

Beview

Route 1

Route 2

Route 3

Route 4

Route 5

Route 6

Route 7

US East (Ashoun) v [0] [

Figure 24: See existing Routes, add new routes

The following table lists the values that are necessary to complete the route for the new custom component. The
input fields for URL and others will be available once the Backend Type of HTTP is selected.

Property Value Description

Path /api/{cc}/components A parameterized route to support custom
components API

Methods GET

Backend Type HTTP

URL http://x.x.x.x/api/${request.path[cc]}/components Maps the incoming request to the load
balancer.

Connection established timeout 60

Request transit timeout 10

Reading response timeout 10

Disable SSL Verification Checked

Replace the IP address in the URL with the IP address of the current load balancer. For example, copy
this value from one of the existing routes (e.g. Route 1).
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= ORACLE Cloud @ US East (Ashburn) v Ia

Edit deployment Help
Basic information
Authentication ~ Route 8 X
Routes Path (2
Beview Japif{ec}icompansnts
Methods
GET % v
Edit added single backend Edit added multiple backends
All requests for this route will route to the same Route to different back-ends based on criteria at
backend v runtime

Backend Tyne
@ HTTP
Oracle functions
Stock responss
Logout
Spoores the type of the backend sendce. Laam mare abaut the HTTF backend

URL

hitp://10.0.2. 197/api/${request pathicc]l/companents

Connection establishment timeout in seconds Cotianal =
L e

Request tranamit timeout in seconds Optional

10

Reading respanse imecut in seconds Cptional

10

Disabée SSL varification

provieus | [ conce

Figure 25: Add new route for the custom component APIs

Create another route for the POST method.

Here is the table that provides values to be entered for this particular route.

Property Value Description

Path [apil{cc}/components/{componentName} A parameterized route to the
custom components API|

Methods POST

Backend Type HTTP

URL http://x.x.x.x/api/${request.path[cc]}/components/${request.path[componentName]} | Maps to load balancer resource.
Connection 60

established

timeout

Request transit 10

timeout

Reading response 10
timeout

Disable SSL Checked
Verification
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Replace the IP address in the URL with the IP address of the current load balancer. For example, copy
this value from one of the existing routes (e.g. Route 1).

In the URL, note that are 2 variables cc and componentName that are dynamically added from the incoming
request.

For example, the resulting URL would look something like shown below.

https://pwl2hftnxXXXXXXo773gsi.apigateway.us-ashburn-1.oci.customer-oci.com/oda/api/oda-sample-cc/components

where the following values would be added in the URL

/oda — This is configured as the base route path for the current deployement
/oda/api — This is the route path to support multiple custom components
/oda/api/oda-sample-cc — Specific Custom component API path

/oda/api/oda-sample-cc/components — This complete the custom component URL.

= ORACLE Cloud US East (Ashburn)
Edit deployment
Basic information -~ Route 9 %
Authentication
Routes Path (1)
Review Japifccl/componenta’{componenthlame}
Methods
POST ® o~
Edit added single backend Edit added multiple backends
All requests for this route will route to the same Ruoute to different back-ends based on criteria at
backend W runtime

Backend Type
QHTTP

Oracle functions
Stock response
Logout

Spocities the typse of the backend senice. Loam mare abaut the HTTP backend

URL

hittpe10.0.2.197/apl' jrequest pathicc]} e {request.path[componenthams]

Connection establishment timecut in seconda Oprional
&0

Request tranamit timeout in seconds Cptiana

10

Reading response timeowt in seconds  Cjptional

10

Drsable SS5L verification

Previous Cancel

Figure 26: Add Route 9 for POST

Select the Next button to complete the configuration of the 2 new routes and then select Save changes. Once the
new routes changes have been activated, the screen switches back to the Geteway Deployment details page.
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6.3 Test the API from postman

As before in Part 1 or this series, Postman will be used to test the deployed custom component.

The (downloaded) resources-part2.zip contains a file; OKE-ARTICLE.postman collection.json that

can be imported into Postman.

Locate the OKE Demo CC in the OKE-ARTICLE collection. Select the View More Actions (...) and from the context

menu, select Duplicate.

The collection in the resources-part2.zip is similar to the collection that was included in resources-
partl.zip. Moreover, in Part 1 of this series, the URL for the verification step, was configured with the
Oracle API Gateway value. This same Gate value can be used in the (part2) URL. Otherwise, the API

Gateway URL value can be manually modified.

Environments

D

History

og
+0

v

’—
® 0 ® < — Home Workspaces v
2 My Workspace New
wj + =
Collecticns
v QOKE-ARTICLE
=]

GET OKE Demo CC

GET Ge
Share
GET HC
Open in Tab
POST Up
on_behalf| Add example
OPIGNO View Documentation
GET Op Rename
PLDT Duplicate
POST
h Paste
GET htt
Delete
GET htt

API Network v~ Explore

Import

#E

D

< GET Searc POST Grar 4

HP  OKE-ARTICLE / OKE Dem

GET v https://pwl

Params Authe® Headers (7)

Type

Basic Auth v

The authorization header will
be automatically generated
when you send the

request. Learn more about
authorization 2

Body

Pretty Raw Preview

Figure 27: Locate the OKE Demo CC and duplicate it
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The Postman URL will look similar to this:

https://pwl2hftnxm2XXXXXXgsi.apigateway.us-ashburn-1.oci.customer-oci.com/oda/api/oda-sample-cc/components

Next, configure Basic Authorization with Username as oda and Password as oda

Select the Send button. Verify that there is a HTTP 200 response with the response Body displaying the custom
components meta-data.

i AR OKE Demo CC [ save
GET v https://pwlZhFI N 77 3gsi.apigateway.us-ashburn-1.0ci.customer-oci.com/oda/oda-sample-cc/components ‘ Send v
Params Authorization » Headers (7] Body Pre-request Script Tests Settings Cookies
Type Basic Auth . @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative %
envirenment, we recommend using variables. Learn more about variables a
The authorization header will be
automatically generated when you send
the reguest. Learn more about Username oda
autharization 2
Password oda e
Body Cockies Headers (14) Test Results E5 Status: 200 OK Time: 666 ms  Size: 7298 [5] Save as Example  ees
Pretty Raw Preview Visualize JSON = b G
1 i
2 "version®: "2.6.8",
3 "components”: [
4 i
5 “name": "helloWorld®,
& "properties”: {
7 "human": {
B "reguired®: true,
9 "type®: "string"
10 I3
11 i)
12 “supportedActions®: [
13 "weekday",
14 "weekend"
15 ]
16 i
17 ]
18 f i

Figure 28: Status: 200 OK

A 502 error means there is an issue with the setup. There is a complete appendix in this article that can
help troubleshoot the issue
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6.4 Configure the skill with external custom component

Now that the custom component can be reached, the next step is to test in an Oracle Digital Assistant (ODA) Skill.
Within the resources-part2.zip there is also a SampleCCSkill (1.0) .zip provided.

Once logged into the Oracle Digital Assistant user interface, select Skills from the left menu pane. If the left menu
bar is hidden, select the ER=IEXNaRANA menu icon to display the menu pane. In the Skills Ul, select the Import

Skills link, which is located on the top right of the main Ul. Navigate to where the SampleCCSkill(1.0).zip is located
and select Open to import the skill.

Open the imported SampleCCSkill.

= () Digital Assistant - Version 23.06 Q @ Help ¥ OKEAdmin ¥
< Skills - SampleCCSkill Pnft-10-z6 & -~ v/ Validate XX Findings @ Train  [> Preview
z

]

174

>
M

You haven't defined any intents for this skill.

Enable your skill to understand and act on user input by adding intents and their associated entities.

Tell me more

+ Intent ‘ Import intents

OLERLE

Figure 29: Open the SampleCCSKill

From the Skill’s left menu pane, select the Custom Components service. There will be already a custom
component service created named ExternalCCService.
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Update the Metadata URL with the URL that was used to verify the end-point in Postman and also add in the
Password: oda. After the auto save has happened, the Status will change from Error to Ready.

Services (1)

Filter

ExternalCCService

Service Enabled

D Reload Delete ‘

Name

ExternalCCService

ExternalCCService
Description

Optional short description for this service

Status @

Error
Status Message
Error reading metadata for component ExternalCCService and URL https:// SNl -7 764.apigateway.us-

ashburn-1.oci.customer-oci.com/oda/ccs/components. This is probably because the credentials are missing. Components have
NOT been loaded.

Platform Version ®

264

Metadata URL ®

https://XXXXXgocabij7764.apigateway.us-ashburn-1.oci.customer-oci.com/oda/ccs /components

User Name

oda

Password

Password for user

Figure 30: Configure External Service in ODA
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(O Digital Assistant - Version 23.06 Jas @ Help ¥  OKEAdmin

Skills - SampleCCSKkill ort-10-2306 & v/ validate 3Ok Findings Q Train > preview
z
Components
]
Custom Webview
Services (1) ExternalCCService
A%
£34
Service Enabled
o =
[ @) Reload Delete
= | Filter ‘ Name
[°} ) ‘ ExternalCCService ‘
ExternalCCService 3 L
m Description
<> helloWorld
N Optional short description for this service
: [1]
e L
Status @
for) Ready
Platform Version @
268
Metadata URL @
‘ https://pwi2hftnxm? ) /773gsi.apigateway.us-ashburn-1.oci.customer-oci.com/oda/api/oda-sz ‘
User Name
‘ oda ‘
Password @

Figure 31: External service ready to be consumed.

Now ODA can call and invoke the external custom component. Before that can be done, the Sample CC requires a
few modifications.

In the left menu pane, select the Flow Designer. In the Flow Designer Ul select the Unresolvedintent flow.

< Skills - SampleCCSkill ouh-12-250 & Y v/ Validate
V4 o

Flow Designer (2) 1] Unresolvedintent
Q

i O Flow  Configuration
B

Filter
3
@ XI;;P:‘;bet|cal ¥
> < Main Flow
. ° -
W7 aalt
Events

& Flow events
&

next
° customComp (\) = endFlow
Custom End Flow
Component

Figure 32: Unresolvedintent flow
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Notice that the custom Component state has a red warning. Select this state to open the properties dialog. Under
the General tab, ensure that the Custom Component is selected from the drop down option.

Next, select the Component tab, where the red warning is. The is an attribute name human, which requires a
value. This value is passed to the custom component, which in turn will be used as part of the response. Review
the meta data of the custom component to locate this required value.

Next, input a value, for example, Welcome to ODA. Clicking out of the input field will result in ODA saving the
value, which will also remove the alert warning.

Now the Skill can be tested. In ODA Ul, select the Preview button, located in the top right. When the Bot Tester
appears, send a message by typing Hi. The flow will be executed, which in turns calls the (external) custom
component in OKE. The response will then return similar to what is shown below.

R

= () Digital Assistant - Version 23.06

Share this page

Conversation Tester - SampleCCSkill orft-10

Bot Tester Test Cases Test Run Results

Save as Test Reset

Webho

Channel -
UTC +C

.Timezone... - ‘ Conversation Intent/Q&A  View JSON

States

Hi

g Greetings Welcome to ODA &
‘ g Today is 8/27/2023, a Sunday &

Jo

~ Unresolvedintent

Main Flow cusiomComponent

Figure 33: Run the test

This completes the deployment of custom components to the OKE cluster and testing from ODA. Part 3 will
conclude this series of articles and will shows how a non admin user account can be configured with the necessary
permissions to deploy custom components to API.
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Conclusion

Deploying a custom component to OKE requires the custom component be made both Docker and Kubernetes
ready. While this article covered deploying custom components to an OKE cluster, this same cluster can be used
as an API hosting platform. For example, deployment of APIs to support backend systems such as PeopleSoft
and/or CRM. These external APIs can also generate events to trigger Application Initiated Conversations with MS
Teams or Slack through ODA.

Resources

Design Camp Session - Unleash The Power of OCI for ODA Part 1 - Custom Component Enterprise Deployment
https://videohub.oracle.com/media/Oracle+Digital+Assistant+Design+CampA+Unleash+The+Power+of+OCl+for+ ODA+Part+1+-
+Custom+Component+Enterprise+Deployment/1_rio2lgzg
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