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This article is part 1 of the series of 3 articles that describes how to setup an Oracle

Kubernetes Engine Cluster (i.e. OKE).

Here are the 3 articles.

Part 1 Set up an Oracle Kubernetes Engine Cluster on OCI.
Part 2 Deploy a sample custom component to OKE.
Part 3 Delegate deployment of custom components to a developer by granting necessary

permissions to access and deploy to the cluster.

Disclaimer

The article will list OCI resources that were automatically configured upon completion of the
terraform scripts from Part 1 of this series. Please use the OCI Cost Estimator to perform
cost calculation to understand the cost associated with this setup. The author is not
responsible for the costs incurred by the setup created.

Cost Estimator - https://www.oracle.com/cloud/costestimator.html
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1 Summary and Outline

1.1 Before you begin

The article assumes that the OCI administrator and the developers have a basic understanding of OCI resources
like Virtual Cloud Network (VCN), Load Balancers, Oracle Cloud Infrastructure Registry (OCIR), OCI Compute,
OCPU and Memory. Knowledge about OCIR Oracle APl Gateway Cloud, OCI Vault is not necessary, but it would
help. An OCI Administrator access is required to complete the setup. This article creates a new IAM user and adds
that user to the Administrator group on OCI.

1.2 Resources

With this article you will find a resources-partl.zip file. Download and unzip the file. Here are the included files and
their purpose that are applicable to this article.

e docker-compose : The docker compose command to build any artifact as a docker image
e STACK.zip : The terraform modules to configure and deploy a Kubernetes Cluster to your OCI Tenancy
e OKE-ARTICLE.postman_collection.json : Postman collection to test the APIs through Oracle APl Gateway

e partl-commands.txt: The text file that lists all the commands that are used in this article

1.3 Access Requirements

This article assumes that the person executing steps in this article is an OCI Administrator. In one of the steps in
the subsequent sections of this article an OCI administrator account is created. This account is then used
throughout this article and other parts of the series of this articles to run various scripts and OCI commands.
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2 Setting up OKE Cluster using terraform scripts
This section guides you through the entire process of setting up an OKE infrastructure in your tenancy. In addition,
this section will describe how an OCI Administrator can configure, run and verify the OKE setup in an OCI tenancy.

This OKE cluster configuration requires the following steps..
e Create an OCI compartment
e Create an IAM User (e.g. OKEAdmiIn) and add this user to Administrators group.
e Create an Auth Token for the OKEAdmin account.
o Create a API Key for the OKEAdmin account.
o Create a developer IAM user okedeveloper, create Auth token.
e Create a Developers group OKEDevelopersGroup and add the user to this group.
e Configure the cloud shell for docker-compose and download necessary terraform scripts
¢ Review the terraform scripts, make necessary customizations or configuration changes
e Run terraform init, plan and fix any issues if reported
¢ Run terraform apply to deploy the infrastructure
e Review the services created
e Access the cluster, configure the cloud shell to access cluster and login to OCIR
¢ Review the Deployments through OCIR and verify authenticator and vault clients pods

o Verify sample custom component API through Oracle APl Gateway Cloud

2.1 Create an OCI compartment

documentation

Before you create a compartment, review the checklist below. These steps will gather the information that will be
used by the docker-compose file:

e Check which region you want to create the OKE setup
e Check how many availability domains exist in the region selected

¢ Note down the availability domain prefix
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Figure 1: Developer Services - Container Instances

= ORACLE Cloud Av y US East (Ashbum) A
Regions
Containers & Artifacts Container instance in " (root) Compartment J Home region
Container instances are a group of fully managed containers and their Deploy i from registries sucl HaEast{Astibum)

Kubernetes Clusters (OKE) Australia East (Sydney)
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Container Registry Name State Containers Availability domain India West (Mumbai) *
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Service Mesh Japan East (Tokyo)

Netherlands Northwest (Amsterdam)

List scope Saudi Arabia West (Jeddah)
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(root) < UAE East (Dubai)
UK South (London)
Tag fiters add | clear US West (Phoenix)

no tag filters applied
Manage regions
Availability domain
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Figure 2: Choose Region, note Availability Domain

Note down the availability domains including the prefixes. This is required during configuration of the terraform
scripts.

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.




Aumbai) A

Regions

Containers & Artifacts Container instance in ¢ . (root) Compartment Home region
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Figure 3: If required change Region, note Availability Domain

Create Compartment Help

Name
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Security Zone: - @

Parent Compartment

(root) 2
Add tags to organize your resources. What can | do with tagging?
Tag namespace Tag key Tag value
None (add a free-form tag) s X

Add tag

Create Compartment Cancel

Figure 4: Create Compartment

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.




2.2 Create an IAM User for example OKEAdmin and add this user to Administrators group.

X

Click on the main menu icon El=iEZ=E=Ael]

. Choose Users from the Identity section,

P
Q search T

@ |dentity & Security
Y ¥

Home Identity Related services
Sy
= =R Virtual cloud networks
Compute
P Groups Private Endpoints
Storage Dynamic Groups Load balancers

Metwaorking

MNetwork Sources

Logging
‘0S5 Management

Oracle Database Policies Data Safe - Database Security
Databases Gompartments Help

Federation . N
Analytics & Al Security Overview

Developer Services

Authentication Settings

Security Services and Features

Security Testing Policy

Cloud Guard i i
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Overview Government Cloud Services
Observability & Management Problems All Security Documentation
i Identity and Access Management
Hybrid Recommendations

Figure 5-A Create IAM Admin User

Select the Create User button, then select IAM User option. In the Create IAM User dialog, enter a name (e.qg.
OKEAdmin) and description. Select Create to complete the new user creation.
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Create |IAM User Help

Select User Type

Oracle Identity Cloud Services (IDCS - IAM User

Recommended) These users can access Oracle Cloud Infrastructure services, but not
These users authenticate through single sign-on and can be granted :" HClour:l PEﬂormmsemwoes,aCdr:;e‘\rt“e rltnl trlsers for less typical user sce-
access to all services included in your account. Create IDCS users for e ey istrator access.

day-to-day interaction with services. v

Learn more about federated user management Learn more

This page creates a local user anly. To create and manage federated users, go to the Federation page to find the appropriate Identity Provider
Details page.

Name

OKEAdmin
Na spaces. Only letters, numarals, hyphens, periods, underscores, +, and @
Description

OKE Administrator

Email Optional Confirm Email

25 Show advanced options

Cancel Create Another User

Figure 5-B: Create IAM Admin User

Add User to Group el

Groups

Administrators -

Figure 6: Add the Admin user to Administrators group

Once the new user has been created, under Groups, select the Add User to Group option. In the Add User to
Group dialog, select the Administrators group and select Add.

For more information about managing IAM users and groups, refer to the documentation.

In the (created) admin user, select the Create/Reset Password button.
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ACLE Cloud Search resources, services, documentation, and Marketplace

Identity » Users » User Details

OKEAdmiIn

OKE Administrator

Edit User Create/Reset Password Bnable Multi-Factor Authentication Edit User Capabilities More actions «
User Information Tags
ACTIVE OCID: ...aio3wq Show Copy. Federated: No
Created: Mon, May 29, 2023, 13:52:49 UTC My Oracle Support account: -

Multi-factor authentication: Disabled

Email: -
Capabilities
Local password: Yes SMTP credentials: Yes
API keys: Yes Customer secret keys: Yes
Auth tokens: Yes OAuth 2.0 Client Credentials: Yes
View Configuration fiIe@ Database Passwords: Yes
Resources Grou O]
Groups Add User to Group Remove
AP| Keys
Y Group Name - Status Description
Auth Tokens
Administrators @ Active Administrators

Customer Secret Keys

Figure 7-A: Locate Create/Reset Password

Create a new password for the OKEAdmin user. Select the Copy link to save the temporary password to the
clipboard. Next, save this password to a temp file. This temporary password will be used to create your own
password when accessing the OCI console for the first time as this user.

Create/Reset Password el Create/Reset Password -
This will create a new one-time password for the user. O 1ow Pessword
1 i psswors for your ecerds, I il ot b shoun again
e Show Cony
Create/Reset Password Cancel [ e |

Figure 7-B: Setup a password

Logout of your current OCI Administrator account and then login using (new) OKEAdmin user.
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This is important, since the entire setup and deployment will be done using this admin (e.g. OKEAdmin
account). When logging back in, choose the Oracle Cloud Infrastructure Direct Sign-In option. For the
first time use the temporary password to reset the password of your choice.

We're updating the sign in and -
identity experience for OCI.

odmmiEn1 Change tenancy

Single Sign-On (SS0O)

We have detected that your tenancy has been federated to anather Identity
Provider.

Select your Identity Provider below.

oracleidentitycloudservice 2
Continue

Oracle Cloud Infrastructure Direct Sign-In (©) ~

This login is uncommon for federated accounts. If you have questions, please
review the FAQ or contact your tenancy administrator,

User Name

OKEAdmin

Password

Signin  Forgot Password?

Figure 8: Login as OKAdmin user through the OCI Direct Sign In option

2.3 Create an Auth Token for the OKEAdmin account.

Once logged in as the OKEAdmiIn, locate the User Details for this user. Under the Resources section, select Auth
Token, then select the Generate Token. In the Generate Token dialog, select the Generate Token and once the
token is created, copy and store the token (string) in a secure place.

= ORACLE Clol

Generate Token

Deseription

OAuthForOKEAdmin

Figure 9: Generate Auth token
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This Auth token us used to login into the OCI registry to deploy APIs to the registry.

Generate Token

T
)
o

(@) Generated Token

Copy this token for your records. It will not be shown again.

****** Show Copy

Close

Figure 10: Copy and store the token in a secure place.

2.4 Create an API Key for the OKEAdmin account.

Under the Resources section, select API Keys, then select Add API Key option.

= ORACLE Cloud Sea c n, and Marketplace

Add API Key

Note: An AP key is an RSA key pair in PEM format used for signing API requests. You can generate the key pair
here and download the private key. If you already have a key pair, you can choose to upload or paste your public
key file instead. Learn more

© Generate AP| Key Pair Choose Public Key File Paste Public Key
Public Key

@ Download the private key. It will not be shown again. After you download it, change the file
permissions so only you can view it.

 Download Private Key = Download Public Key,

Figure 11: Add API Key

In the Add API Key dialog, select Download Private Key. Rename the key, for example, okeadmin-priv.pem
and store this securely. Next, select the Add button. In the Configuration File Preview dialog, select the Copy
button. Store the content into a secure place (e.g. config.txt on your local file system).

The API key is the primary authentication mechanism for OCI to create the necessary resources through
the terraform script.

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.
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Configuration File Preview Help

Note: This configuration file snippet includes the basic authentication information you’ll need to use the SDK,
CLI, or other OCI developer tool. Paste the contents of the text box into your ~/.oci/config file and update the
key_file parameter with the file path to your private key. If you already have a Default profile in your config
profile, you'll need to perform some additional steps. Learn more

Select API Key Fingerprint
66:c 1:18:0c:78:57:9f

<>

Configuration File Preview Read-only

[DEFAULT]

user=ocid1.user.oc1..aaaaaaaacjcb _ fewwrdxh6gz6wgaio3wq
fingerprint=66:c7:cé 2:59:35:29:18:0c:78:57:9f
tenancy=ocid1.tenancy.oc1..aaaaa : w37zfs2rwigd2lyugjgsicpbggx3d73adq

region=us-ashburn-1

key_file=<path to your private keyfile> # TODO P
2

Paste the contents of the text box into your ~/.oci/config file. Copy.

Close

Figure 12: Capture configuration details

This article will continue to use the OKEAdmin account to configure the cluster. Since OKEAdmin user is part of the
Administrator’s group, this user has all of the necessary permissions to logon to the cloud shell, install the OKE
cluster, access to the container registry (OCI Registry), access to the object storage and the access to the various
service logs.

e cloud shell — This enables the OKEAdmin to open a cloud shell and run the terraform scripts and other
kubectl and docker commands.

e OCI Registry (deploy images) — The terraform scripts deploy certain images to this OCI registry like the
Authorizer an Vault client.

e OKE cluster, - OKEAdmin will run various OCI (cluster) commands once the cluster is built through the
terraform scripts.

e Object Storage — Logs can be enabled at various levels, where these logs are stored in Object Storage.

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.
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2.5 Configure the Cloud Shell for docker-compose and download necessary terraform scripts

Open the Cloud Shell. When the shell is ready the Cloud Shell’s system prompt will appear.

We will also use the OCI Code Editor later.

= ORACLE Cloud Sear i useastashum) v 5] 2 @ & O

Identity > Users » User Detalls

OKEAdmin

OKE Administrator

Edit User Create/Reset Password Enable Multi-Factor Authentication

Edit User Capabilities ~ More actions

User Information Tags

Figure 14: Menu for Cloud Shell and Code Editor

2.5.1 Upload Files
Download the resources-part1.zip file provided as part of the article and unzip the file to the local file system.

The zip includes among others these 2 files:

e docker-compose
e STACK.zip

Upload these two files (docker-compose & STACK.zip) to the Cloud Shell.

By default, the files are uploaded to the home directory of the logged in user, for example:
/home/okeadmin. Note that while the user account is OKEAdmin the directory is lowercase okeadmin

Next, upload the private key file okeadmin-priv.pem, which was downloaded previously, to the Cloud Shell.

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.
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Cloud Shel & File Upload to your Home Directory

Drag and drop or select a file to upload to your home (~/) directory.

STACK.zip *

[SJEGIN Cancel

Figure 15: Upload files

2.5.2 Configure the Cloud Shell environment directories
This section guides you to configure the cloud shell with the necessary settings so you can run the terraform scripts
successfully.

For each of the steps below, ensure that you are in the home directory (e.9. /home/okeadmin). This
can be done by simply running the cd command.

Step 1:

In the Cloud Shell, run the following commands one after the other

cd

mkdir OKE

mv STACK.zip OKE
cd OKE

unzip STACK.zip

These commands creates a new directory named OKE and moves the STACK.zip file into this new directory.,
changes the working directory to OKE and then unzips the STACK.zip file.

Step 2:

Next, run the following commands.

cd

mkdir bin

mv docker-compose bin

chmod 700 ~/bin/docker-compose

These commands creates a new directory bin in the home directory i.e. /home/okeadmin. It then moves the
docker-compose file to that directory and finally changes the permission on the file.

Step 3:

Ensure that you are in the home directory. This can be done by simply running the cd command. Run the
following commands

cd

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.




mkdir .oci
mv okeadmin-priv.pem ./oci

This creates a new directory .oci (the . is required) and moves the okeadmin-priv.pem file to this .oci
directory. This private key provides the necessary permissions to allow the terraform scripts to sign-in when
creating the OKE based resources.

= ORACLE Cloud @ Search resources, services, docum

Network: Public

Cloud Shell

okeadmin@cloudshell: junk (us-—ashburn-1)$ mkdir .oci
okeadmin@cloudshell: junk (us-ashburn-1}$ mv okeadmin-priv.pem .oci/

Figure 16: Store private key and note location

Step 4:

Update the .bashrc file and add the docker-compose to the Cloud Shell’'s path. You can use either the vi editor
included in the Cloud Shell or the Cloud Editor.

To edit using the vi editor:

In the Cloud Shell, open the .bashrc file using the following command

vi .bashrc

Add the following line at the bottom of the .bashrc file, save and exit using :wg command.

export PATH=S$PATH:~/bin

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.
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Cloud Shell

# .bashrc

# Source global definitions

if [ -f /etc/bashrc 1; then
. /etc/bashrc

fi

# Uncomment the following line if you
# export SYSTEMD_PAGER=

# User specific aliases and functions
source /etc/bashrc.cloudshell

export PATH=$PATH:~/bin

Figure 17-1: Configure PATH

If you have already used the vi editor to make change to the .bashrc file, skip the Cloud Editor section
and directly go to “Ensure docker-compose in the path”.

To edit using Cloud Editor:

Open the Code Editor from the OCI console. By default hidden files are not shown in the code editor. To configure
this click on File menu in the code editor and click on Preferences, select Open Preferences option as shown in
figure below.

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.
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Code Editor

File Edit Selection View Go Tarminal Help

‘ @ New File TN

New Folder

Open...
Open Works

Workspace As...

+ Auto Save

Upload Files...

Download

Preferances > Open Prefarances.

Open Kayboard Shortcuts
Closa Editor

Close Workspace Color Theme

Fila lcon Theme
stutorial. conf

Figure 17-2: Open Code Editor Preferences

In Preferences screen expand the Text Editor option on the left and select Files as shown below. Select Edit in
settings. json located on the right pane as shown below.

= ORACLE Cloud | searchreso cumentation, and Marketplace US East (Ashbum) r~

Network: Public
Code Editor

File Edit Selection View Go Terminal

@ Preferences X

Files

Associations

Lightbulb
Minimap
Padding
Parameter Hints

Figure 17-3: Text Editor > Files - Association - Edit in settings.json
This will open the settings. json configuration file in the Code Editor. Update the settings.json. Locate

the files.exclude code block. The default value is true. Update this value to false and in the Code Editor
main menu, select on File->Save option to save your changes.

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.
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= ORACLE Cloud  search resources, services, documentation, and Marke

Network: Public

Code Editor

File Edit Selection Wew Go Terminal Healp

Figure 17-4: Locate files.exclude

In the code editor under the OKEADMIN directory (e.g. /home/okeadmin), locate and select the .bashrc file. In the
editor pane to the right, add the following line to the end of the file, Save the file.

export PATH=$PATH:/~/bin

Search resources, ocumentation, and Marke

Code Editor

File Edit Selection View Go Terminal Help
EXPLORER

> OPEN EDITORS

L definitions
hrc 1; then

# Uncomment the following line if you don't like systemctl's auto-paging feature:
- # export SYSTEMD_PAGER=
terraform.d

theia # User specific aliases and functions
source fetc/bashre.cloudshell

export PATH=SPATH:~/

bash_profile
‘bashre

it estutoral.conf

Figure 17-5: Update .bashrc
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Ensure docker-compose in the path
Once the settings.json and the .bashrc file changes have been made, use the Cloud Shell to check that docker-
compose in the path.

In the Cloud Shell, run the following command to make the change effective. Alternatively, close the Cloud Shell
and reopen.

source .bashrc

Run the following command to confirm that docker-compose is on the path.

If you see a permission denied error ensure you run the chmod 755 ~/bin/docker-compose
command.

docker-compose —--version

Cloud Shell

okeadmin@cloudshell:~ (us-ashburn-1)$ source .bashrc

e/okeadmin/bin/docker—compose: Permission denied
@cloudshell:~ (us-ashburn-1)$ chmod 755 bin/docker-compose
okeadmin@cloudshell:~ (us-ashburn-1)$ docker-compose ——version
docker-compose version 1.29.1, build c34c88b2
okeadmin@cloudshell:~ (us-ashburn-1)$

Figure 18: Ensure docker-compose utility is in the path

Step 5:
Perform a docker login to ensure the OKEAdmin user can access the OCI registry

docker login -u '<namespace>/OKEAdmin' iad.ocir.io
where <namespace> is obtained from the Object Storage of your tenancy.
To find the namespace, from within the OCI console, navigate to Object Storage.

e.qg. https://cloud.oracle.com/object-storage/buckets

Select any compartment and then select any of the existing buckets. Note the namespace of the bucket.

If there are no existing buckets, create a DUMMY private bucket. Then use this bucket to capture the
namespace.

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.
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= ORACLE Cloud se ocumentation, and Marketplace

Object Storage » Bucket Details

DUMMY

Edit Visibilty =~ Move Resource = Re-encrypt  Add tags

Bucket Information Tags

General

Namespace: idppdiilirmfq

Compartment: od4 m1

ETag: caefdd1b-7b39-4ac4-b39d-d74742ad9d23
OCID: ...ddkhm2oa Show Copy

Figure 19: Note the namespace

While running the docker command, when prompted, provide the Auth Token password that was created for
OKEAdmin.

Cloud Shell

okeadmin@cloudshell:~ (us-ashburn-1)$ docker login -u 'id{ij rmfq/OKEAdmin' iad.ocir.io
Password:

WARNING! Your password will be stored unencrypted in /home/okeadmin/.docker/config.json
Configure a credential helper to remove this warning. See
https://docs.docker.com/engine/reference/commandline/login/#credentials-store

Login Succeeded
okeadmin@cloudshell:~ (us-ashburn-1)%

Figure 20: Perform docker login to ensure access to OCI Registry

If docker-compose is not in the path or the docker login failed the terraform scripts would also fail.

Step 6:
Unzip the terraform scripts using the commands shown below.

cd ~/OKE
unzip STACK.zip

Cloud Shell

okeadmin@cloudshell:~ (us—ashburn-1)$ 1s -1
total @

drwxr-xr-x. 2 okeadmin oci 28 May 31 07:27 bin
drwxr-xr-x. 2 okeadmin oci 23 May 31 07:27 OKE
okeadmin@cloudshell:~ (us-ashburn-1)$ cd OKE

okeadmin@cloudshell:0KE (us-ashburn-1)$ 1s -1

total 7256

—rw—-r—-—r——. 1 okeadmin oci 7428016 May 31 06:53
okeadmin@cloudshell:0KE (us-ashburn-1)$ unzip STACK.zip

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.
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Figure 21: Extract content of STACK.zip

Step 7:

Open the Code Editor from the view menu and select the STACK directory. The terraform scripts are located
under the ~/OKE/STACK /terraform directory.

= ORACLE Cloud Search resources, services, documentation, and Marketplace

Network: Public

Code Editor

File Edit Selection View Go Terminal Help

@ EXPLORER

> OPEN EDITORS
\+ OKEADMIN L -
> B3 bin
v B OKE
~ B3 STACK
> B ces
> B3 terraform
> B utilities
D STACK.zip

Figure 22: Locate STACK/terraform folder.

2.6 Review the terraform scripts, make necessary customizations or configuration changes

Next step is the use the Code Editor to make changes to a few configuration files. These changes are to provide
the script information for the (OCI) region, tenancy, compartment, administrator user (and fingerprint) and a prefix
for the artifacts that will be created as part of the setup.

2.6.1 Configure terraform configuration file

Step 1:
Open the terraform.tfvars file from the OKE/STACK/terraform directory in the code editor. Make changes to the

configuration entries as indicated below.

Change prefix name as per your requirement (e.g. DEV-CLUSTER). The default is “DEMO-OKE”.
This is on line no. 10.
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= ORACLE Cloud Search resources, services, documentation, and Marketplace

Network: Public

Code Editor

File Edit Selection View Go Terminal Help

EXPLORER terraform.tfvars X
> OPEN EDITORS OKE > STACK > terraform > terraform.tfvars
~ OKEADMIN

> B3 ces
v 3 terraform
> B3 images
apiGateway.tf

authorizer.tf prefix_name = "DEMO-OKE

datasources.tf
LICENSE
locals. tf

network tf oke-worker—node—shape="VM.Standard.E3.Flex"
oke-worker-node-os-version="7.9"
oke-worker—node-memory=32

ocirtf oke-worker-node-ocpu=2

oda-oke-utilities.tf oke-worker-nodes—auto—generate-ssh-key=

oke.tf oke-worker-nodes—ssh—key=""

objectstorage.tf

output.tf
provider.tf
README.md
schema.yami
security.tf
TR apigateway_path_prefix = "/oda"
[ terraform.tfvars.example
variables.tf
> B3 utilities
N_STACK 7in

Figure 23: Configure terraform. tfvars

Step 2:
Change or confirm gateway path prefix, the default is “/oda”. This is on line no. 28.

Step 3:
e Change or confirm the region property.
e Change OCID for compartment to match the OCI of your compartment
e Provide OCID for OKEAdmin,
o Provide tenancy OCID and the fingerprint. These values were obtained in the Add API Key section ie.
Section 2.4. You may have copied and pasted the contents to a (recommended) file named config. txt,
e Change the private_key_path to the correct location e.g. /home/okeadmin/.oci/okeadmin-

priv.pem
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terraform.tfvars X

OKE > STACK > terraform > terraform.tfvars

region="us-ashburn-1"

compartment_ocid="ocid1.compartment.ocl. .aaaaaaaazsmvxip iyl bh r6y f In4bkgshp3wxixfb4xs

user_ocid="ocidl.user.ocl..aaaaaaaac]jcbwhs33ngkcAGuGGG_—_—_—_—p f cwwr4xh6qz6wgaio3wg"
tenancy_ocid="ocidl.tenancy.ocl..aaaaaaaalst]jel31aaxI——I/21yugjqsicpbggx3d73adq"
private_key_path="/home/okedamin/.oci/okeadmin-priv.pem"

fingerprint="66:c7:c6:d8:8b: GGG 13 : 0c:78:57:9f"

ad_list=["kzx (sl RN-AD-1" ]

node_count=1

Figure 24: Configure important variables captured during API key creation

o Finally, update the availability domain (AD) name or provide a list of ADs where you would like to create
the compute resources. This would be a comma separated list.
o Update the node_count variable to change the number of nodes to be created. Default is 1 — variable
nameis node count=1
2.6.2 Review the changes

Before you move forward confirm that all necessary configuration settings have been completed.

Here is a check list.

1.
2.

docker-compose in the path
docker login to OCIR is successful

All required information has been updated in the terraform. tfvars file (not
terraform.tfvars.example)

The private key file is stored in the ~/.oci folder and the terraform. tfvars has the correct path
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If any of these steps are not correctly configured the configuration would fail. However, you can correct
the errors in the configuration and re-run the terraform scripts.

2.7 Run terraform init, plan and fix any issues if reported

Open a new Cloud Shell and go to the ~/OKE/STACK/terraform directory

cd ~/OKE/STACK/terraform

Step 1:
Run the following terraform command

terraform init
If there are any errors, fix them as per the suggestion provided in the message.

Most of the issues are syntax errors, so they are generally easy to fix. Also ensure you are running the command
from the ~/OKE/STACK/terraform directory.

Network: Public

okeadmin@cloudshell:0KE (us-ashburn-1)$ cd STACK
okeadmin@cloudshell:STACK (us-ashburn-1)$ cd terraform/
okeadmin@cloudshell:terraform (us-ashburn-1)$ pwd
/home/okeadmin/OKE/STACK/ terraform
okeadmin@cloudshell:terraform (us-ashburn-1)$ terraform init

Initializing the backend...

Initializing provider plugins...

— Finding latest version of hashicorp/helm...

— Finding latest version of hashicorp/kubernetes...
Finding latest version of hashicorp/local...
Finding latest version of
Finding latest version of
Finding latest version of
Installing hashicorp/oci v4.119.8...
Installed hashicorp/oci v4.119.8 {unauthenticated)
Installing hashicorp/tls v4.0.4...
Installed has rp/tls v4.08.4 (signed by HashiCorp)
Installing hashicorp/template v2.2.0...
Installed hashicorp/template v2.2.@ (signed by HashiCorp)
Installing hashicorp/helm v2.9
Installed hashicorp/helm v2.9 (signed by HashiCorp)
Installing hashicorp/kubernetes v2. 0.,
Installed hashicorp/kubernetes .20.8 (signed by HashiCorp)
Installing hashicorp/local v2.4
Installed hashicorp/local v2.4.@ {signed by HashiCorp)

Terraform has created a lock file .terraform.lock.hcl to record the provider
selections it made above. Include this file in your version control repository
so that Terraform can guarantee to make the same selections by default when
you run "terraform init" in the future.

Warning: Incomplete lock file information for providers

Due to your customized provider installation methods, Terraform was forced to calculate lock file checksums locally for the following providers:
- hashicorp/oci

The current .terraform.lock.hcl file only includes checksums for linux_amd64, so Terraform running on another platform will fail to install these providers.
To calculate additional checksums for another platform, run:

terraform providers lock -platform=1linux_amd64
(where linux_amd64 is the platform to generate)
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Figure 25: Initialize Terraform

Step 2:
Next, run the terraform plan command

terraform plan

If there are any errors, fix these errors. If there are no errors, you can proceed to the next step, which will perform
the installation of the OKE cluster. Ensure you are running the command from the ~/OKE/STACK/terraform
directory.

2.8 Run terraform apply to deploy the infrastructure

terraform apply —-auto-approve

This process could take anywhere from 20 to 30 minutes.

= QORACLE Cloud  search resources, services, documentation, and Marketplace

Network: Public

helm_release.helm-bitnami-redis: Still creating... [30s elapsed]
oci_apigateway_deployment.oda—gateway—deployment: Still creating... [408s elapsed]
helm_release.helm-bitnami-redis: Still creating... [48s elapsed]
oci_apigateway_deployment.oda-gateway-deployment: Still creating... [58s elapsed]
helm_release.helm-bitnami-redis: Still creating... [5@s elapsed]
oci_apigateway_deployment .oda-gateway-deployment: Still creating... [1m@s elapsed]
helm_release.helm-bitnami-redis: Still creating... [1m@s elapsed]
oci_apigateway_deployment.oda-gateway-deployment: Still creating... [1ml@s elapsed]
oci_apigateway_deployment .oda-gateway-deployment: Creation complete after lmlls [id=ocidl.apideployment.ocl.iad.amaaaaaaidaufwiaa7zh2ldzriy7bcy7izwbieS4qqiguknlifxn2mepmslq]
helm_release.helm-bitnami-redis: Still creating... [1ml@s elapsed]
helm_release.helm-bitnami-redis: Still creating... [1m2@s elapsed]

i-redis: Still creating [1m38s elapsed]

is: Still creating [1md4@s elapsed]

: Still creating [1m58s elapsed]
helm_release.helm-bitnami-redis: Still creating [2m@s elapsed]
helm_release.helm-bitnami-redis: Still creating [2ml@s elapsed]
helm_release.helm-bitnami-redis: Still creating [2m20s elapsed]
helm_release.helm-bitnami-redis: Still creating [2m3@s elapsed]
helm_release.helm-bitnami-redis: Still creating... [2m4@s elapsed]
helm_release.helm-bitnami-redis: Still creating... [2m50s elapsed]
helm_release.helm-bitnami-redis: Still creating... [3m@s elapsed]
helm_release.helm-bitnami-redis: Creation complete after 3m3s [id=demo-oke-vault-cache]
helm_release.helm-chart-oda-i es-vault: Creating...
helm_release.helm-chart-oda-uti es-vault: Creation complete after 9s [id=demo—oke-utils-vault-client]
helm_release.helm—chart-oda-authorizer: Creating...
kubernetes_job.vault_init_job: Creating...
helm_release.helm-chart-oda-authorizer: Creation complete after 8s [id=demo-oke-utils-authorizer]
helm_release.helm-chart-oda-custom-components: Creating...
kubernetes_job.vault_init_job: Still creating... [18s elapsed]
kubernetes_job.vault_init_job: Creation complete after 16s [id=default/demo-oke-vault-init-job]
helm_release.helm-chart-oda-custom-components: Still creating... [18s elapsed]
helm_release.helm—chart-oda-custom-components: Creation complete after 1ls [id=demo-oke-ccs]

oda-cuctomComponents-url = "https://pw12h N7 73951 apigateway. us-ashburn-1.oci. customer—oci. com/oda/ccs/components"
oda-eventHandler-url = “https://pwl2h NNGENSWIUIIN, 773951 . apigateway. us—ashburn-1, oci. customer-oci. com/oda/eeh/components"
okeadmin@cloudshell:terraform (us-ashburn-1)$

Figure 26: Note OCI AP| Gateway Cloud Endpoints

Once the script has successfully completed, the API gateway’s endpoint URLs for both the sample custom
component and the entity handler are listed. Copy these and save in a text file for quick reference.
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€.g. https://pwl2hftnxm2IXXXXXXXXXXX3gsi.apigateway.us-ashburn-1.oci.customer-oci.com/oda/ccs/components

If the installation fails, the script will provide explanations on the issues. Fix the issues and then rerun
the terraform plan and then the apply commands.

2.9 Review the services created
After successful completion of the terraform scripts verify that all the required services have been created.
To find any of resources, use any of the following methods:

e Use the dedicated URL provided in each section

e Navigate to the resource through the OCI Console’s main menu

e Use the Search field that is located in the top of the OCI Console (hext to Oracle Cloud logo)

ORACLE Clouc

Kubernetes Clusters (OKE)

Q searer <> Developer Services Fosnees B
Corttainers & Artifacts MartinOKEAdmin Users Cluster Netwarks

Containers & Artifacts
Home okedeveloper Users Kubernetes Clusters (OKE)

s Kubernetes Clusters (OKE)

okedemoabuser Users Cluster Networks
Compute ) Kubernetes Clusters (OKE) T
i L c 4 ' nstance_Cluster_Too Compute Clusters
Storage . . ontainer Instances
= Container Ragistry nstance_Cluster_Tool (Boot Volume) .
- J Documentation
Natworking Artifact Ragstry GContainer Registry Public_Subnet_Cluster_Tool_VCN_al Lags
Oracle Database Service Mash Artifact Registry Service VMNIC for cluster ocidl.cluster... Private IPs cluster
Datab: Service VMIC for cluster ocidl.cluster.... Private IPs Upgrading a Basic Cluster t
atabases Functions i 5|
Eoccales) Service WNIC for cluster ocidt.cluster.... Roving Edge Infrastructura
tics Applications B I
Analytics & Al e Service VNIC for cluster ocidl.cluster... Listing Workloads for a Rov
I Developer Services Pre-Built Functions List scope Service VMIC for cluster ocidl.cluster.... Private IPs Merleiniace
. . - MartinOKE Compartments
Identity & Security APEX Application Development Compartment e ——

Figure 27-1: Look up for services

2.9.1 Cluster
Review the PKE Cluster that was created.

https://cloud.oracle.com/containers/clusters?region=us-ashburn-1

If the cluster is in another region, update the region in the URL to match the region where you deployed your OKE.
For example, the Mumbai region, the URL would be:

https://cloud.oracle.com/containers/clusters?region=us-ashburn-1

Change the region to match the region where you deployed your OKE.
e.g. for Mumbai region it would be

https://cloud.oracle.com/containers/clusters?region=ap-mumbai-1
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Ensure you select the right compartment from the Compartment drop down to find your cluster.

= ORACLE Cloud Search resources, services, documentation, and Marketplace

Containers & Artifacts Clusters in OKE-DEMO Compartment

Kubernetes Clusters (OKE)

Container Instances

Name Status Node pools (%) VCN
Container Registry

DEMO-OKE Cluster @ Active 1 DEMO-OKE VCN
Artifact Registry

Service Mesh

List scope

Compartment

OKE-DEMO

<>

Figure 27-2: Cluster

2.9.2 OCIRegistry

Review the OCI Registry (OCIR) that was created. Select the Container Registry menu option to locate your

container repositories. Select within the Repositories and images drop down to view the resources that has been
created.

ORACLE Cloud  search reso

US East (Ashbum) v JAROQN:::)

Containers & Artifacts Container Registry in OKE-DEMO compartment

Kubernetes Clusters (OKE) Create repository Settings

Container instances
Container Registry

Artifact Registry Repositories Utilized
Service Mesh

Compartment

296.02

OKE-DEMO

<

Include unversioned images

odaimfpm1 (o0lYOKE-DEMO
Repositories and images
[Bearch for a repository or an image
4 demo-oke/oda_ccs (Public)
1.0
= demo-oke/oda_utils_authorizer (Public)
1.0

< demo-oke/oda_utils_vault_client (Public)
1.0

Figure 28: OCIR

Note that the terraform script has created 3 container repositories with the prefix name matching the
prefix name given in the terraform.tfvars file.
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29.3 VCN
Review the Virtual Cloud Network (VCN) that was created.

https://cloud.oracle.com/networking/vcns?region=us-ashburn-1

= ORACLE Cloud Search resources, services, documentation, and Marketplace

Networking Virtual Cloud Networks in OKE-DEMO Compartri

A Virtual Cloud Network is a virtual private network that you set up in Oracle data centers. It clos|

Overview choose to use.

VirtisliCloisd petworks STVl  Start VON Wizard

Web Application Acceleration
Name State IPv4 CIDR Block IPv6 Prefix
Load balancers

DEMO-OKE VCN ® Available 10.0.0.0/16
DNS management
Customer connectivity

IP management

Network Command Center

List scope

Compartment

<>

OKE-DEMO

Figure 29: Virtual Cloud Network

294 Oracle API Gateway Cloud
Review the API Gateway that was created. Use the Search option to locate the API Gateway.

https://cloud.oracle.com/api-gateway/gateways?region=us-ashburn-1

= ORACLE Cloud  gatew

AP| Gateway Gateways in OKE-DEMO compartment
i Name State Type
Certificates
DEMO-OKE API Gateway. @ Active Public
Usage plans

Subscribers

List scope

Compartment

OKE-DEMO v

Figure 30: API Gateway Cloud
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2.9.5 Load Balancer
Review the Load Balancer that was created. Use the Search option to locate the Load Balancer.

https://cloud.oracle.com/load-balancer/load-balancers?region=us-ashburn-1

= ORACLE Cloud gatew

Networking » Load balancers » Load balancer

Load balancers Load balancers in OKE-DEMO Compartment

The load balancer service provides layer 4 and layer 7 (TCP and HTTP) load balancing that routes network traffic in a more cq

Overview helps to ensure high availability.

Load balancer Create load balancer

Network load balancer

Name State IP address Shape
List scope 491b5479- 20N NETRIN N ae66fa2e3585 @® Active 10.0.2.197 (private) Flexible
Compartment
OKE-DEMO <

Figure 31: Flexible Load Balancer

2.9.6 OCI Vault
Review the OCI Vault that was created.

https://cloud.oracle.com/security/kms?region=us-ashburn-1

= ORACLE Cloud vault

Identity & Security Vaults in OKE-DEMO Compartment

Vaults let you centrally manage the encryption keys that protect your data and the secret credentials that you use to securely
Identity

Cloud Guard Create Vault Restore Vault

Security Zones Name State Virtual Private

Seewiy Adeor DEMO-OKE Vault @ Active No
Threat Intelligence

Firewalls

Web Application Firewall

Certificates

Scanning

Vaulit

Figure 32-1: OCI Vault

Select the OCI vault link (e.g. DEMO-OKE Vault) to review the Master Encryption Key that was created to sign the
keys in the vault.
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RACLE Clou US East (Ashbum) v A RON:::]

Identity & Security » Vaults » Vauit Details

DEMO-OKE Vault

Edit Name Add tags Move Resource Delete Vault

Vault Information Tags

General Information

Virtual Private: No
c i int: htps://dshogb7aafud-
kG
Created: Wed, May 31, 2023, 10:05:20 UTC SRR
ashburn-
loraclecloudcom ()

Compartment: odaimfpm1 (root)/OKE-DEMO

ACTIVE
OCID: ..hzyrxq Show Copy

HSM Key Version Usage: 1 (7))
int: https://dvshog67aafu4-

management kms.us-
ashburn
Loraclecloudcom (@)

Master Encryption Keys in OKE-DEMO Compartment

Resources

Master Encryption Keys Create Key

Secrets A
. Name State Protection Mode (7) Algorithm Created z
Wed, May 31,2023, | =22

DEMO-OKE Vauit
@ Enabled HSM AES 10:06:12 UTC

List scope
Encryption Key

Compartment
Showing 1item ¢ 1of1 )

OKE-DEMO ko)

Figure 32-2: OCI Vault — Master Encryption Key
Select the Secret menu option located in the left pane (below the Master Encryption option). There are 2 secrets

created with names CC_PASSWORD and CC_USER_NAME. These keys store the credentials to connect to the
Oracle API gateway from the Oracle Digital Assistant. Part 2 of the series of this article will explain the usage of

these keys in more detail.

US East (Ashbum) v 26 0

= ORACLE Cloud

DEMO-OKE Vault

Edit Name Add tags Move Resource Delete Vault

Vault Information Tags

General Information
Virtual Private: No

Compartment: odaimfpm1 (root)/OKE-DEMO

ACTIVE
OCID: ...hzyrxq Show Copy c i int: hitps:/dvshog67aafud-
to kms.us-
Created: Wed, May 31, 2023, 10:05:20 UTC CIVpRo. K.
ashburn-
HSM Key Version Usage: 1 (7) 1.oraclecloud.com (0]
il http: 67aafud-

management kms.us-
ashburn-
Loraclecioudcom (D)

Secrets in OKE-DEMO Compartment

Resources

Master Encryption Keys Create Secret

Searsty | Name Status Created -
List scope CC PASSWORD @ Active Wed, May 31, 2023, 10:29:54 UTC
T GC USER NAME @ Active Wed, May 31, 2023, 10:20:52 UTC
OKE-DEMO < Showing 2items ¢ 1of1 >

Figure 32-3: OCI Vault — Secrets
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29.7 Dynamic Group
Review the Dynamic Group that was created.

https://cloud.oracle.com/identity/dynamicgroups?region=us-ashburn-1

Identity > Dynamic Groups » Dynamic Group Details
DEMO-OKEDynamicGroup
Edit Dynamic Group Add tags
Dynamic Group Information Tags

OCID: .2wfSna Show GCopy Description: DEMO-OKE Dynamic Group

Created: Wed, May 31, 2023, 10:05:19 UTC

Resources Matching Rules

Matching Rules Edit All Matching Rules

Instances that meet the criteria defined by any of these rules will be included in the dynamic group.

all {instance. id="ocid1 oct i RS )

Figure 33: Dynamic Group

2.9.8 Policies
Review the Policies that were created.

https://cloud.oracle.com/identity/policies?region=us-ashburn-1

CL€E Cloud

Identity » Policies » Policy Detail

DEMO-OKEPolicies
Edit Policy Add tags

Policy Information Tags

OCID: ...jhco=iiod Show Copy
Compartment: odaimfpm1 (root)/OKE-DEMO

ACTIVE Description: DEMO-OKE Policies
Created: Wed, May 31, 2023, 10:05:19 UTC

Resources Statements
Statements

Allow service FaasS to use virtual k-family in OKE-DEMO
Allow dyi group DEMO-OKED: to use virtual-network-family in P OKE-DEMO
Allow dy ic-group DEMO-OKED: to manage objects in compartment OKE-DEMO
Allow dynamic-group DEMO-OKED; to manage public-ips in OKE-DEMO
Allow dy -group DEMO-OKED! to manage t-family in par OKE-DEMO
Allow dy: group DEMO-OKED: to manage vaults in compartment OKE-DEMO
Allow dy ic-group DEMO-OKED: to manage keys in compartment OKE-DEMO
Allow dy: -group DEMO-OKED: to use oda-family in OKE-DEMO

Figure 33: Policies
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2.10 Configure the Cloud Shell to access the cluster and to login to OCIR
From the Cloud Console, select Developer Services - Kubernetes Clusters (OKE)

Ensure you have the right compartment selected and verify the cluster.

EEEseml 00000000

@) e <> Developer Services
H Containers & Artifacts Application Integration
ome
£ Kubernetes Clusters (OKE) Integration
Compute ) .
Container Instances Kubernetes Clusters (OKE) Bss Automation
Storage Container Registry Notifications
Networking Artifact Registry Email Delivery
Oracle Database Service Mesh Queues
Databases Functions Visual Builder
Analytics & Al Applications Visual Builder Studio
Pre-Built Functions Visual Builder

Developer Services

Identity & Security APEX Application Development DevOps

" APEX Inst -
Observability & Management Do ances verview

Figure 34: Kubernetes Cluster

= ORACLE Cloud  Search resources, services, documentation, and Marketplace

Containers & Artifacts Clusters in OKE-DEMO Compartment

Kubernetes Clusters (OKE) Create cluster

Container Instances
Name Status Node pools (7) VCN Version

Container Registry
DEMO-OKE Cluster ® Active I DEMO-OKE VCN @ vi262
Artifact Registry

Service Mesh

List scope

Compartment

<>

OKE-DEMO

ol h1 (root)/OKE-DEMO

Figure 35: New Cluster Listed

Select the name of the cluster (e.g. DEMO-OKE Cluster) to go to the details screen.
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Select the Access Cluster button. From the Access Your Cluster dialog, select the Copy link in step 2. This will
copy the displayed command to the clipboard.

Access Your Cluster Help

Cloud Shell Access Local Access
Use Kubectl to manage the cluster remotely via Use kubectl and the Kubernetes Dashboard to man-
Cloud Shell. v age the cluster Locally.

Manage the cluster via Cloud Shell.

o Launch Cloud Shell

o To access the kubeconfig for your cluster via the VCN-Native public endpoint, copy the following command:
$ oci ce cluster create-kubeconfig --cluster-id ocidl.cluster.ocl.iad.aad apjrm
t3i2mmafeuauerhieynrfe7ctdpdpxvpbq --file $HOME/.kube/config --region us-ashburn-1 --token-versi

on 2.0.@0 --kube-endpoint PUBLIC_ENDPOINT

Learn more about Cloud Shell

Close

Figure 36: Access Cluster

Open the Cloud Shell and paste the copied command. A new file: ~/ . kube/config will get created in
/home/okeadmin directory.

If a config file already exists, this command will update the same file with the cluster details.

= ORACLE Cloud  search resources, umentation, and US East (Ashburn) s\ 13
Network: Public

Cloud Shell

Your Cloud Shell machine comes with 5GB of storage for your home directory. Your Cloud Shell (machine and home directory) are located in: US East (Ashb
urn).

You are using Cloud Shell in tenancy odaimfpml as an OCI Local user okeadmin

Type “help” for more info.

okeadmin@cloudshell:~ (us-ashburn-1)$ oci ce cluster create—kubeconfig —cluster-id ocidl.cluster.ocl, iad, asaaaaaa7u2 NN N: feuauerhieyn
rfe7ctdpdpxvpbq —file $HOME/.kube/config ——region us-ashburn-1 —token-version 2.8.8 ——kube-endpoint PUBLIC_ENDPOINT

New config written to the Kubeconfig file /home/okeadmin/.kube/config

okeadmin@cloudshell:~ (us-ashburn-1)$

Figure 37: Configure access to cluster

ORACLE Part 1: Set up an Oracle Kubernetes Engine Cluster on OCI.

33



Once the config file has been updated with the new cluster details, here are some useful commands:

List your cluster(s)
kubectl config get-contexts
Display the current context, which is primarily useful when you have multiple clusters.

kubectl config current-context

okeadmin@cloudshell:~ (us—-ashburn-1)$ kubectl config get-contexts
CURRENT  NAME CLUSTER AUTHINFO NAMESPACE
* context-ctdpdpxvpbq cluster-ctdpdpxvpbq user-ctdpdpxvpbqg

okeadmin@cloudshell:~ (us-ashburn-1)$ kubectl config current-context
context-ctdpdpxvpbq
okeadmin@cloudshell:~ (us—ashburn-1)$

Figure 38: Check clusters available
The kubectl cheatsheet is a great reference for all the kubectl commands.

https://kubernetes.io/docs/reference/kubectl/cheatsheet/

2.11 Review the Deployments through OCIR and verify authenticator and vault clients pods

Access the OCI Registry from within the OCI console to check the images deployed in your compartment. Ensure
that the appropriate compartment is chosen from the dropdown list box as shown below.

>

©l e <> Developer Services
Containers & Artifacts Application Integration
Home
Kubernetes Clusters (OKE) Integration
Compute
P Container Instances Process Automation
Storage 57 Container Registry Notifications
Networking Artifact Registry Container Registry Email Delivery
Oracle Database Service Mesh Queues
Databases Functions Visual Builder
Analytics & Al Applications Visual Builder Studio
................................................................ Pre-Built Functions Visual Builder

Identity & Security APEX Application Development DevOps
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Figure 39: OCI Registry

= ORACLE Cloud | Vault US East (Ashbumn) v e 60

Containers & Artifacts Container Registry in OKE-DEMO compartment

Kubernetes Clusters (OKE) :
Y R Create repository Settings
Container Instances
Container Registry
Artifact Registry Repositories Images Bl Layers Utilized

. e 296.02

Service Mesh

Compartment

OKE-DEMO < Include unversioned images
odaimipm1 (oot OKE-DEMO
Repositories and images

Search for a repository or an image

= demo-oke/oda_ccs (Public)
1.0

& demo-oke/oda_utils_authorizer (Public)
1.0

& demo-oke/oda_utils_vault_client (Public)
1.0

Figure 40: Confirm 3 Images
Ensure there are 3 images deployed to your compartment.

In the Cloud Shell, run the following command to display the list of pods that have been deployed as part of the
terraform scripts.

kubectl get pods -o wide

okeadmin@cloudshell:~ (us—ashburn-1)$ kubectl get pods —o wide
NAME READY  STATUS RESTARTS NOMINATED NODE  READINESS GATES
demo—oke-ccs-7559f8f7f4—gj7fp 1/1 Running . .1, .0.1. <none> <none>

demo-oke-services-traefik-865f677b5-blbbj 1/1 Running
demo—-oke-utils—-authorizer-796fbb9487-cbw7c  1/1 Running
demo-oke-vault-cache-redis-master- 1/1 Running
demo-oke-vault-cache-redis-replicas-@ 1/1 Running

<none> <none>
<none> <none>
<none> <none>
<none> <none>
<none> <none>
<none> <none>
<none> <none>
<none> <none>
<none> <none>

demo—-oke-vault-cache-redis-replicas-1 1/1 Running
demo-oke-vault-cache-redis-replicas-2 1/1 Running
demo—-oke-vault-client-79c798946b-z5f19 1/1 Running
demo-oke-vault-init-job-wrfzr /1 Completed
ingress-nginx-controller-6b448794df-p5btd 1/1 Running
okeadmin@cloudshell:~ {us-ashburn-1)$

9999999998

Figure 41: Configured pods

All pods will use the prefix (name) that was configured in the terraform.tfvars file (default demo-oke) The prefix also
always displays in lowercase even if the prefix was defined using uppercase letters.

Pod Name Description

ingress-nginx-controller The Ingress Controller i.e. a controller based on nginx web server setup to expose various APIs from OKE cluster.

traefik The Traefik routing service that identifies which pod or application the incoming request should be relayed to.
utils-authorizer The authorizer service that authenticates incoming request to access individual APIs or custom components.
: REDIS based in memory cache to access the vault service. This improves the performance by caching the credentials
vault-cache-redis o
rather than hitting the OCI Vault for every request.
vault-client Client application that does the authorization against the vault through the vault client service
vault-init-job The initial pod that is started and completed to create the necessary username and password secrets inside the vault.
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2.12 Verify sample custom component API through Oracle APl Gateway Cloud

Import the Postman collection provided as part of this article into Postman. Open the OKE-ARTICLE collection and
click on OKE Demo CC. Change the API gateway cloud URL to match your API gateway cloud URL that you noted
at the end of 2.8 in this article.

https://pwl2hftnxm2 I XXXXXXXXXXX3gsi.apigateway.us-ashburn-1.oci.customer-oci.com/oda/ccs/components

Sending the request as is, will give a 401 unauthorized error.

In Postman, configure the request for Basic Authentication and set the Username and Password to: oda/oda.
These credentials were configured during the deployment. Re-send the request and a 200 response should return
with content similar to the following.

Note that you can change both the username and password secrets in the OCI Vault through the Vault
Client APl installed as part of this setup.

@ https://pwi2hftnxm2lmath? T i.apigateway.us-ashburn-1.oci.customer-oci.com/oda/ccs/comp... v
GET v https://pwi2hftnxm2lung3b2io773gsi.apigateway.us-ashburn-1.oci.customer-oci.com/oda/ccs/components
Params Authorization = Headers (7) Body Pre-request Script Tests Settings Cookies
Type BasicA.. v @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a x

collaborative environment, we recommend using variables. Learn more about variables 2

The authorization header will be
automatically generated when you

send the request. Learn more about Username oda
authorization
Password oda A
Body Cookies Headers (14) Test Results \ﬁx, 200 OK 878ms 729B eo0
Pretty Raw Preview Visualize JSON =2 D Q
101 |
2 "version": "2.6.5",
3 "components": [
4 i
5 "name": "helloWorld",
6 "properties": {
7 "human": {
8 "required": true,
9 "type": "string"
10 1
11 i,
12 "supportedActions”: [
13 "weekday",
14 "weekend"
15 ]
16 ¥
17 1
18 3 |

Figure 42: Confirm that API is available securely

This completes the cluster set up and the verification steps.
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https://pwl2hftnxm2lxxxxxxxxxxx3gsi.apigateway.us-ashburn-1.oci.customer-oci.com/oda/ccs/components

A 502 error means there is an issue with the setup. There is a complete appendix in this article that can
help troubleshoot the issue

Conclusion

Deploying to Oracle Kubernetes Engine opens up a new door to a platform that provides a baseline for Oracle digital
assistant to integrate with various services and other services to integrate with Oracle Digital Assistant. This article
focuses primarily on how to setup OKE in your OCI environment. The part 2 of the series of this articles shows you
how to build and deploy a simple custom component to the OKE cluster. While custom components can be deployed
to the cluster you can also use this cluster as an API hosting platform e.g. you can deploy an API to this cluster a
backend system e.g. PeopleSoft or CRM can call to generate events to trigger Application Initiated Conversations
with MS Teams or Slack through ODA.

Resources

Design Camp Session - Unleash The Power of OCI for ODA Part 1 - Custom Component Enterprise Deployment
https://videohub.oracle.com/media/Oracle+Digital+Assistant+Design+CampA+Unleash+The+Power+of+OCl+for+ ODA+Part+1+-
+Custom+Component+Enterprise+Deployment/1 rio2lgzq

Design Camp Session - Unleash the power of OCI for ODA - Part 3 - Kubernetes and External Functions for Oracle Digital Assistant
Developers

https://videohub.oracle.com/media/Oracle+Digital+Assistant+Design+CampA+Unleash+the+power+of+OCl+for+ ODA+-+Part+3+-
+Kubernetes+and+External+Functions+for+Oracle+Digital+Assistant+Developers/1 _ig9c48jn
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